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Preface

When thinking about security within MySQL you should consider a wide range of possible topics and how they might affect the secur-
ity of your MySQL server and related applications.

All of the following are issues that you should be aware of:

e Security of theinstallation itself. The datafiles, log files, and the all the application files of your installation should be protected to
ensure that they are not readable or writable by unauthorized parties. For more information, see Chapter 2, Postinstallation Setup
and Testing.

e Access control and security within the database system itself, including the users and databases granted with access to the databases,
views and stored programsin use within the database. For more information, see Chapter 3, The MySQL Access Privilege System,
Chapter 4, MySQL User Account Management.

« Network security of MySQL and your system. The security is related to the grants for individual users, but you may also wish to re-
strict MySQL so that is only available locally, or to alimited set of hosts.

«  Security of your application to ensure that SQL injections and other corruption of the data does not occur. See Chapter 1, General
Security Issues.

« Ensurethat you have adequate and appropriate backups of your database files, configuration and log files. Also be sure that you
have arecovery solution in place and test that you are able to successfully recover the information from your backups. See
Chapter 5, Backup and Recovery.




Chapter 1. General Security Issues

This section describes some general security issuesto be aware of and what you can do to make your MySQL installation more secure
against attack or misuse. For information specifically about the access control system that MySQL uses for setting up user accounts and
checking database access, see Chapter 3, The MySQL Access Privilege System.

For answers to some questions that are often asked about MySQL Server security issues, see MySQL 5.5 FAQ: Security.

1.1. General Security Guidelines

Anyone using MySQL on a computer connected to the Internet should read this section to avoid the most common security mistakes.

In discussing security, we emphasize the necessity of fully protecting the entire server host (not just the MySQL server) against all types
of applicable attacks: eavesdropping, altering, playback, and denial of service. We do not cover all aspects of availability and fault toler-
ance here.

MySQL uses security based on Access Control Lists (ACLs) for al connections, queries, and other operations that users can attempt to
perform. There is also support for SSL-encrypted connections between MySQL clients and servers. Many of the concepts discussed
here are not specific to MySQL at all; the same general ideas apply to almost all applications.

When running MySQL, follow these guidelines whenever possible:

« Do not ever give anyone (except MySQL r oot accounts) accessto theuser tablein thenmysql database! Thisiscritical.

« Learnthe MySQL access privilege system. The GRANT and REVCOKE statements are used for controlling access to MySQL. Do not
grant more privileges than necessary. Never grant privilegesto all hosts.

Checklist:

 Trynysgl -u root.Ifyou areableto connect successfully to the server without being asked for a password, anyone can
connect to your MySQL server asthe MySQL r oot user with full privileges! Review the MySQL installation instructions, pay-
ing particular attention to the information about setting ar oot password. See Section 2.2, “ Securing the Initial MySQL Ac-
counts’.

¢ Usethe SHOW GRANTS statement to check which accounts have access to what. Then use the REVOKE statement to remove
those privileges that are not necessary.

« Do not store any plaintext passwordsin your database. If your computer becomes compromised, the intruder can take the full list of
passwords and use them. Instead, use MD5( ) , SHAL( ) , or some other one-way hashing function and store the hash value.

« Do not choose passwords from dictionaries. Special programs exist to break passwords. Even passwords like “xfish98” are very bad.
Much better is “duag98” which contains the same word “fish” but typed one key to the left on a standard QWERTY keyboard. An-
other method is to use a password that is taken from the first characters of each word in a sentence (for example, “Mary had alittle
lamb” resultsin a password of “Mhall”). The password is easy to remember and type, but difficult to guess for someone who does
not know the sentence.

« Investinafirewal. This protects you from at least 50% of all types of exploitsin any software. Put MySQL behind the firewall or
in ademilitarized zone (DM Z).

Checklist:

» Try to scan your ports from the Internet using atool such as nrmap. MySQL uses port 3306 by default. This port should not be
accessible from untrusted hosts. Another simple way to check whether or not your MySQL port is open isto try the following
command from some remote machine, whereser ver _host isthe host name or IP address of the host on which your MySQL
Server runs:

shel | > tel net server_host 3306

If you get a connection and some garbage characters, the port is open, and should be closed on your firewall or router, unless
you really have agood reason to keep it open. If t el net hangs or the connection is refused, the port is blocked, which is how
you want it to be.

« Do not trust any data entered by users of your applications. They can try to trick your code by entering special or escaped character
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sequencesin Web forms, URLS, or whatever application you have built. Be sure that your application remains secureif auser enters
something like®“; DROP DATABASE nysql ;”. Thisisan extreme example, but large security leaks and data loss might occur as
aresult of hackers using similar techniques, if you do not prepare for them.

A common mistake is to protect only string data values. Remember to check numeric data as well. If an application generates a
query suchas SELECT * FROM t abl e WHERE | D=234 when auser entersthe value 234, the user can enter the value 234
OR 1=1 to cause the application to generate the query SELECT * FROM t abl e WHERE | D=234 OR 1=1.Asaresult, the
server retrieves every row in the table. This exposes every row and causes excessive server load. The simplest way to protect from
thistype of attack is to use single quotation marks around the numeric constants: SELECT * FROM t abl e WHERE

| D=" 234" . If the user enters extrainformation, it all becomes part of the string. In a numeric context, MySQL automatically con-
verts this string to a number and strips any trailing nonnumeric characters from it.

Sometimes people think that if a database contains only publicly available data, it need not be protected. Thisisincorrect. Evenif it
is permissible to display any row in the database, you should still protect against denial of service attacks (for example, those that
are based on the technique in the preceding paragraph that causes the server to waste resources). Otherwise, your server becomes
unresponsive to legitimate users.

Checklist:

e Try to enter single and double quotation marks (“' ” and “" ") in all of your Web forms. If you get any kind of MySQL error, in-
vestigate the problem right away.

e Try tomodify dynamic URLs by adding %22 (“*" "), %23 (“#"),and %27 (*' ") to them.

* Try to modify datatypesin dynamic URLs from numeric to character types using the characters shown in the previous ex-
amples. Y our application should be safe against these and similar attacks.

» Try to enter characters, spaces, and special symbols rather than numbersin numeric fields. Y our application should remove them
before passing them to MySQL or else generate an error. Passing unchecked values to MySQL is very dangerous!

» Check the size of data before passing it to MySQL.

» Have your application connect to the database using a user name different from the one you use for administrative purposes. Do
not give your applications any access privileges they do not need.

Many application programming interfaces provide a means of escaping specia charactersin datavalues. Properly used, this pre-

vents application users from entering values that cause the application to generate statements that have a different effect than you in-
tend:

« MySQL CAPI: Usethenysql _real _escape_string() API cal.
*  MySQL++: Usetheescape and quot e modifiers for query streams.

e PHP: Usethenysql _real _escape_string() function (available as of PHP 4.3.0, prior to that PHP version use
nysql _escape_string(),andpriorto PHP4.0.3, useadds| ashes() ). Notethat only
nysql _real _escape_string() ischaracter set-aware; the other functions can be “bypassed” when using (invalid) multi-
byte character sets. In PHP 5, you can usethenysql i extension, which supports the improved MySQL authentication protocol
and passwords, as well as prepared statements with placeholders.

» Perl DBI: Use placeholders or the quot e( ) method.

* Ruby DBI: Use placeholders or the quot e() method.

» JavaJDBC: UseaPr epar edSt at ement object and placeholders.

Other programming interfaces might have similar capabilities.

Do not transmit plain (unencrypted) data over the Internet. Thisinformation is accessible to everyone who has the time and ability to
intercept it and use it for their own purposes. Instead, use an encrypted protocol such as SSL or SSH. MySQL supportsinternal SSL
connections as of version 4.0. Another techniqueis to use SSH port-forwarding to create an encrypted (and compressed) tunnel for

the communication.

Learntousethet cpdunp and st ri ngs utilities. In most cases, you can check whether MySQL data streams are unencrypted by
issuing a command like the following:

shel I > tcpdunmp -1 -i ethO -w - src or dst port 3306 | strings
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Thisworks under Linux and should work with small modifications under other systems.

Warning

If you do not see plaintext data, this does not always mean that the information actually is encrypted. If you need high se-
curity, you should consult with a security expert.

1.2. Password Security in MySQL

Passwords occur in several contexts within MySQL. The following sections provide guidelines that enable administrators and end users
to keep these passwords secure and avoid exposing them. There is also a discussion of how MySQL uses password hashing internally.

1.2.1. Administrator Guidelines for Password Security

Database administrators should use the following guidelines to keep passwords secure.

MySQL stores passwords for user accountsinthenmysql . user table. Accessto thistable should never be granted to any nonadminis-
trative accounts.

A user who has access to modify the plugin directory (the value of the pl ugi n_di r system variable) or the my. cnf filethat specifies
the location of the plugin directory can replace plugins and modify the capabilities provided by plugins.

Passwords can appear as plain text in SQL statements such as CREATE USER, GRANT, and SET PASSWORD, or statements that in-
voke the PASSWORD( ) function. If these statements are logged by the MySQL server, the passwords become available to anyone with
access to the logs. This appliesto the general query log, the slow query log, and the binary log (see MySQL Server Logs). To guard
against unwarranted exposure to log files, they should be located in adirectory that restricts access to only the server and the database
administrator. If you log to tablesin the mysql database, access to the tables should never be granted to any nonadministrative ac-
counts.

Replication slaves store the password for the replication master in the mast er . i nf o file. Accessto thisfile should be restricted to the
database administrator.

Database backups that include tables or log files containing passwords should be protected using a restricted access mode.

1.2.2. End-User Guidelines for Password Security

MySQL users should use the following guidelines to keep passwords secure.

When you run a client program to connect to the MySQL server, it isinadvisable to specify your password in away that exposesit to
discovery by other users. The methods you can use to specify your password when you run client programs are listed here, along with
an assessment of the risks of each method. In short, the safest methods are to have the client program prompt for the password or to spe-
cify the password in a properly protected option file.

e Usea-pyour_pass or - - passwor d=your _pass option on the command line. For example:

shel | > mysqgl -u francis -pfrank db_nane

Thisis convenient but insecure, because your password becomes visible to system status programs such as ps that may be invoked
by other users to display command lines. MySQL clients typically overwrite the command-line password argument with zeros dur-
ing their initialization sequence. However, there is till abrief interval during which the value isvisible. Also, on some systems this
overwriting strategy is ineffective and the password remains visible to ps. (SystemV Unix systems and perhaps others are subject to
this problem.)

If your operating environment is set up to display your current command in the title bar of your terminal window, the password re-
mains visible as long as the command is running, even if the command has scrolled out of view in the window content area.

¢ Usethe- p or - - passwor d option on the command line with no password value specified. In this case, the client program solicits
the password interactively:

shell > nysql -u francis -p db_nane
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Ent er password: ***xx**x

The“* " charactersindicate where you enter your password. The password is not displayed as you enter it.

It is more secure to enter your password this way than to specify it on the command line because it is not visible to other users.
However, this method of entering a password is suitable only for programs that you run interactively. If you want to invoke a client
from a script that runs noninteractively, there is no opportunity to enter the password from the keyboard. On some systems, you may
even find that the first line of your script is read and interpreted (incorrectly) as your password.

¢ Storeyour password in an option file. For example, on Unix you can list your password inthe[ cl i ent] sectionof the. my. cnf
filein your home directory:

[client]
passwor d=your _pass

To keep the password safe, the file should not be accessible to anyone but yourself. To ensure this, set the file access mode to 400
or 600. For example:

shel | > chnod 600 . my. cnf

To name from the command line a specific option file containing the password, usethe - - def aul t s-fi | e=fi | e_namne option,
wheref i | e_nane isthefull path name to the file. For example:

shel | > nmysql --defaul ts-file=/home/francis/nmysql-opts

Using Option Files, discusses option filesin more detail .
e Storeyour password in the MYSQL_ PV\D environment variable. See Environment Variables.

This method of specifying your MySQL password must be considered extremely insecure and should not be used. Some versions of
ps include an option to display the environment of running processes. If you set MYSQL_ PVAD, your password is exposed to any
other user who runs ps. Even on systems without such aversion of ps, it is unwise to assume that there are no other methods by
which users can examine process environments.

On Unix, thenysql client writes arecord of executed statements to ahistory file (see mysql History File). By default, thisfileis
named . nysql _hi st ory andis created in your home directory. Passwords can appear as plain text in SQL statements such as CRE-
ATE USER, GRANT, and SET PASSWORD, 0 if you use these statements, they are logged in the history file. To keep thisfile safe, use
arestrictive access mode, the same way as described earlier for the. my. cnf file.

If your command interpreter is configured to maintain a history, any file in which the commands are saved will contain MySQL pass-
words entered on the command line. For example, bash uses~/ . bash_hi st or y. Any such file should have arestrictive access
mode.

1.2.3. Password Hashing in MySQL

MySQL user accounts arelisted inthe user table of themysql database. Each MySQL account is assigned a password, although what
isstored in the Passwor d column of theuser tableis not the plaintext version of the password, but a hash value computed fromit.
Password hash values are computed by the PASSWORD( ) function.

MySQL uses passwords in two phases of client/server communication:

¢ When aclient attempts to connect to the server, thereisan initial authentication step in which the client must present a password
that has a hash value matching the hash value stored in the user table for the account that the client wants to use.

¢ After the client connects, it can (if it has sufficient privileges) set or change the password hashes for accountslisted intheuser ta
ble. The client can do this by using the PASSWORD( ) function to generate a password hash, or by using the GRANT or SET
PASSWORD statements.

In other words, the server uses hash values during authentication when aclient first attempts to connect. The server generates hash val-
ues if a connected client invokes the PASSWORD( ) function or usesa GRANT or SET PASSWORD statement to set or change a pass-
word.
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The password hashing mechanism was updated in MySQL 4.1 to provide better security and to reduce the risk of passwords being inter-
cepted. However, this new mechanism is understood only by MySQL 4.1 (and newer) servers and clients, which can result in some
competibility problems. A 4.1 or newer client can connect to a pre-4.1 server, because the client understands both the old and new pass-
word hashing mechanisms. However, apre-4.1 client that attempts to connect to a 4.1 or newer server may run into difficulties. For ex-
ample, a3.23 mysql client that attempts to connect to a 5.1 server may fail with the following error message:

shell > mysqgl -h | ocal host -u root
Client does not support authentication protocol requested
by server; consider upgrading MySQ client

Another common example of this phenomenon occurs for attempts to use the older PHP nysql extension after upgrading to MySQL
4.1 or newer. (See Common Problems with MySQL and PHP.)

The following discussion describes the differences between the old and new password mechanisms, and what you should do if you up-
grade your server but need to maintain backward compatibility with pre-4.1 clients. Additional information can befoundin Cl i ent
does not support authentication protocol.Thisinformationisof particular importance to PHP programmers migrat-
ing MySQL databases from version 4.0 or lower to version 4.1 or higher.

Note

This discussion contrasts 4.1 behavior with pre-4.1 behavior, but the 4.1 behavior described here actually beginswith
4.1.1. MySQL 4.1.0isan “odd” release because it has a dlightly different mechanism than that implemented in 4.1.1 and
up. Differences between 4.1.0 and more recent versions are described further in MySQL 5.0 Reference Manual.

Prior to MySQL 4.1, password hashes computed by the PASSWORD( ) function are 16 bytes long. Such hasheslook like this:

nmysql > SELECT PASSWORD(' nypass');

fmccoooccsooooosooooc +
|+ PASSWORD( ' nypass') |+
| 6f8c114b58f 2ce9e |
dccococccoooccssoooc +

The Passwor d column of theuser table (in which these hashes are stored) also is 16 byteslong before MySQL 4.1.
Asof MySQL 4.1, the PASSWORD( ) function has been modified to produce alonger 41-byte hash value:

nmysql > SELECT PASSWORD(' nypass');

ecccccccoocoooococsoocosoocosocosocosocosooosoos +
L PASSWORD( ' nypass' ) L
| *6C8989366EAF75BB670ADBEA7A7FCL176A95CEF4 |
o CCCooCooCoCoCoCoCoCoCoCoCoooCooo0oo0000000 +

Accordingly, the Passwor d columnintheuser table also must be 41 bytes long to store these values:

« If you perform a new installation of MySQL 5.1, the Passwor d column is made 41 bytes long automatically.
¢ Upgrading from MySQL 4.1 (4.1.1 or later in the 4.1 series) to MySQL 5.1 should not give rise to any issuesin this regard because

both versions use the same password hashing mechanism. If you wish to upgrade an older release of MySQL to version 5.1, you
should upgrade to version 4.1 first, then upgrade the 4.1 installation to 5.1.

A widened Passwor d column can store password hashes in both the old and new formats. The format of any given password hash

value can be determined two ways:

* Theobvious differenceisthe length (16 bytes versus 41 bytes).

« A second difference is that password hashesin the new format always begin with a“*” character, whereas passwords in the old
format never do.

The longer password hash format has better cryptographic properties, and client authentication based on long hashesis more secure than

that based on the older short hashes.

The differences between short and long password hashes are relevant both for how the server uses passwords during authentication and
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for how it generates password hashes for connected clients that perform password-changing operations.

The way in which the server uses password hashes during authentication is affected by the width of the Passwor d column:

e If the column is short, only short-hash authentication is used.
¢ If thecolumnislong, it can hold either short or long hashes, and the server can use either format:

» Pre-4.1 clients can connect, although because they know only about the old hashing mechanism, they can authenticate only us-
ing accounts that have short hashes.

* 4.1 and later clients can authenticate using accounts that have short or long hashes.

Even for short-hash accounts, the authentication process is actually a bit more secure for 4.1 and later clients than for older clients. In
terms of security, the gradient from least to most secureis:

¢ Pre-4.1 client authenticating with short password hash
e 4.1 or later client authenticating with short password hash

e 4.1 or later client authenticating with long password hash

The way in which the server generates password hashes for connected clientsis affected by the width of the Passwor d column and by
the- - ol d- passwor ds option. A 4.1 or later server generates long hashes only if certain conditions are met: The Passwor d column
must be wide enough to hold long values and the - - ol d- passwor ds option must not be given. These conditions apply as follows:

¢ ThePasswor d column must be wide enough to hold long hashes (41 bytes). If the column has not been updated and still has the
pre-4.1 width of 16 bytes, the server notices that long hashes cannot fit into it and generates only short hashes when a client per-
forms password-changing operations using PASSWORD( ) , GRANT, or SET PASSWORD. Thisis the behavior that occursif you
have upgraded to 4.1 but have not yet runthe mysql _upgr ade program to widen the Passwor d column.

« If the Passwor d columniswide, it can store either short or long password hashes. In this case, PASSWORD( ) , GRANT, and SET
PASSWORD generate long hashes unless the server was started with the - - ol d- passwor ds option. That option forces the server
to generate short password hashes instead.

The purpose of the - - ol d- passwor ds option isto enable you to maintain backward compatibility with pre-4.1 clients under circum-
stances where the server would otherwise generate long password hashes. The option does not affect authentication (4.1 and later clients
can still use accounts that have long password hashes), but it does prevent creation of along password hash intheuser table astheres-
ult of a password-changing operation. Were that to occur, the account no longer could be used by pre-4.1 clients. Without the -

- ol d- passwor ds option, the following undesirable scenario is possible:

« Anoald client connects to an account that has a short password hash.
* Theclient changes its own password. Without - - ol d- passwor ds, thisresults in the account having along password hash.

« Thenext time the old client attempts to connect to the account, it cannot, because the account has along password hash that requires
the new hashing mechanism during authentication. (Once an account has along password hash in the user table, only 4.1 and later
clients can authenticate for it, because pre-4.1 clients do not understand long hashes.)

This scenario illustrates that, if you must support older pre-4.1 clients, it is dangerousto run a4.1 or newer server without using the -

- ol d- passwor ds option. By running the server with - - ol d- passwor ds, password-changing operations do not generate long
password hashes and thus do not cause accounts to become inaccessible to older clients. (Those clients cannot inadvertently lock them-
selves out by changing their password and ending up with along password hash.)

The downside of the - - ol d- passwor ds option isthat any passwords you create or change use short hashes, even for 4.1 clients.
Thus, you lose the additional security provided by long password hashes. If you want to create an account that has along hash (for ex-
ample, for use by 4.1 clients), you must do so while running the server without - - ol d- passwor ds.
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The following scenarios are possible for running a 4.1 or later server:

Scenario 1: Short Passwor d column in user table:

¢ Only short hashes can be stored in the Passwor d column.
¢ The server uses only short hashes during client authentication.

¢ For connected clients, password hash-generating operations involving PASSWORD( ) , GRANT, or SET PASSWORD use short
hashes exclusively. Any change to an account's password results in that account having a short password hash.

¢ The-- ol d- passwor ds option can be used but is superfluous because with a short Passwor d column, the server generates only
short password hashes anyway.

Scenario 2: Long Passwor d column; server not started with - - ol d- passwor ds option:

e Short or long hashes can be stored in the Passwor d column.

¢ 4.1 and later clients can authenticate using accounts that have short or long hashes.

¢ Pre-4.1 clients can authenticate only using accounts that have short hashes.

¢ For connected clients, password hash-generating operations involving PASSWORD( ) , GRANT, or SET PASSWORD use long hashes

exclusively. A change to an account's password results in that account having along password hash.

Asindicated earlier, adanger in this scenario isthat it is possible for accounts that have a short password hash to become inaccessible to
pre-4.1 clients. A change to such an account's password made using GRANT, PASSWORD( ) , or SET PASSWORD results in the account
being given along password hash. From that point on, no pre-4.1 client can authenticate to that account until the client upgradesto 4.1.

To deal with this problem, you can change a password in a special way. For example, normally you use SET PASSWORD as followsto
change an account password:

SET PASSWORD FOR ' sone_user' @sone_host' = PASSWORD(' nypass');

To change the password but create a short hash, usethe OLD_PASSWORD( ) function instead:

SET PASSWORD FOR 'sone_user' @sonme_host' = OLD_PASSWORD(' mypass');

OLD_PASSWORD( ) isuseful for situations in which you explicitly want to generate a short hash.

Scenario 3: Long Passwor d column; 4.1 or newer server started with - - ol d- passwor ds option:

¢ Short or long hashes can be stored in the Passwor d column.

¢ 4.1and later clients can authenticate for accounts that have short or long hashes (but note that it is possible to create long hashes
only when the server is started without - - ol d- passwor ds).

¢ Pre-4.1 clients can authenticate only for accounts that have short hashes.
e For connected clients, password hash-generating operations involving PASSWORD( ) , GRANT, or SET PASSWORD use short

hashes exclusively. Any change to an account's password results in that account having a short password hash.

In this scenario, you cannot create accounts that have long password hashes, because the - - ol d- passwor ds option prevents genera-
tion of long hashes. Also, if you create an account with along hash before using the - - ol d- passwor ds option, changing the ac-
count's password while - - ol d- passwor ds isin effect resultsin the account being given a short password, causing it to lose the se-
curity benefits of alonger hash.

The disadvantages for these scenarios may be summarized as follows:

In scenario 1, you cannot take advantage of longer hashes that provide more secure authentication.
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In scenario 2, accounts with short hashes become inaccessible to pre-4.1 clients if you change their passwords without explicitly using
OLD_PASSWORD() .

In scenario 3, - - ol d- passwor ds prevents accounts with short hashes from becoming inaccessible, but password-changing opera-
tions cause accounts with long hashes to revert to short hashes, and you cannot change them back to long hashes while -
- ol d- passwor ds isin effect.

1.2.4. Implications of Password Hashing Changes in MySQL 4.1 for Application
Programs

An upgrade to MySQL version 4.1 or later can cause compatibility issues for applications that use PASSWORD( ) to generate passwords
for their own purposes. Applications really should not do this, because PASSWORD( ) should be used only to manage passwords for
MySQL accounts. But some applications use PASSWORD( ) for their own purposes anyway.

If you upgrade to 4.1 or later from a pre-4.1 version of MySQL and run the server under conditions where it generates long password
hashes, an application using PASSWORD( ) for its own passwords breaks. The recommended course of action in such casesis to modify
the application to use another function, such as SHA1( ) or MD5( ) , to produce hashed values. If that is not possible, you can use the
OLD_PASSWORD( ) function, which is provided for generate short hashes in the old format. However, you should note that
OLD_PASSWORD( ) may one day no longer be supported.

If the server isrunning under circumstances where it generates short hashes, OLD_PASSWORDY( ) isavailable but is equivalent to
PASSWORD( ) .

PHP programmers migrating their MySQL databases from version 4.0 or lower to version 4.1 or higher should see MySQL PHP API.

1.3. Making MySQL Secure Against Attackers

When you connect to aMySQL server, you should use a password. The password is hot transmitted in clear text over the connection.
Password handling during the client connection sequence was upgraded in MySQL 4.1.1 to be very secure. If you are still using pre-
4.1.1-style passwords, the encryption algorithm is not as strong as the newer algorithm. With some effort, a clever attacker who can
sniff the traffic between the client and the server can crack the password. (See Section 1.2.3, “Password Hashing in MySQL”, for adis-
cussion of the different password handling methods.)

All other information is transferred as text, and can be read by anyone who is able to watch the connection. If the connection between
the client and the server goes through an untrusted network, and you are concerned about this, you can use the compressed protocol to
make traffic much more difficult to decipher. Y ou can also use MySQL'sinternal SSL support to make the connection even more se-
cure. See Section 4.6, “Using SSL for Secure Connections’. Alternatively, use SSH to get an encrypted TCP/IP connection between a
MySQL server and aMySQL client. Y ou can find an Open Source SSH client at http://www.openssh.org/, and a commercial SSH client
at http://www.ssh.com/.

To makeaMySQL system secure, you should strongly consider the following suggestions:

¢ Requireall MySQL accountsto have a password. A client program does not necessarily know the identity of the person running it.
It is common for client/server applications that the user can specify any user name to the client program. For example, anyone can
usethenysql program to connect as any other person simply by invokingitasnmysqgl -u other_user db_naneif ot h-
er _user hasno password. If al accounts have a password, connecting using another user's account becomes much more difficult.

For adiscussion of methods for setting passwords, see Section 4.5, “ Assigning Account Passwords’.

¢ Never runthe MySQL server asthe Unix r oot user. Thisis extremely dangerous, because any user with the FI LE privilegeis able
to cause the server to create filesasr oot (for example, ~r oot / . bashr c¢). To prevent this, nysql d refusestorunasr oot un-
lessthat is specified explicitly using the - - user =r oot option.

nysql d can (and should) be run as an ordinary, unprivileged user instead. Y ou can create a separate Unix account named my sql
to make everything even more secure. Use this account only for administering MySQL. To start nysql d asadifferent Unix user,
add auser option that specifiesthe user nameinthe[ nysql d] group of theny. cnf option file where you specify server op-

tions. For example:

[ nysql d]
user =nysql

This causes the server to start as the designated user whether you start it manually or by using nysql d_saf e ornysql . server.
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For more details, see Section 1.6, “How to Run MySQL asaNormal User”.

Running nysql d asaUnix user other thanr oot does not mean that you need to change ther oot user nameintheuser table.
User names for MySQL accounts have nothing to do with user names for Unix accounts.

Do not permit the use of symlinksto tables. (This capability can be disabled with the - - ski p- synbol i c-1 i nks option.) Thisis
especially important if you run nysql d asr oot , because anyone that has write access to the server's data directory then could de-
lete any filein the system! See Using Symbolic Links for Tables on Unix.

Make sure that the only Unix user account with read or write privileges in the database directories is the account that is used for run-
ning mysql d.

Do not grant the PROCESS or SUPER privilege to nonadministrative users. The output of nysql adni n processl i st and
SHOW PROCESSLI ST shows the text of any statements currently being executed, so any user who is permitted to see the server
process list might be able to see statementsissued by other users such as UPDATE user SET pass-

wor d=PASSWORD( ' not _secure').

nysql d reserves an extra connection for users who have the SUPER privilege, so that aMySQL r oot user can log in and check
server activity even if all normal connections arein use.

The SUPER privilege can be used to terminate client connections, change server operation by changing the value of system vari-
ables, and control replication servers.

Do not grant the FI LE privilege to nonadministrative users. Any user that has this privilege can write afile anywhere in the file sys-
tem with the privileges of the mysql d daemon. To make this a it safer, files generated with SELECT ... | NTO OUTFI LE do
not overwrite existing files and are writable by everyone.

The FI LE privilege may also be used to read any file that is world-readable or accessible to the Unix user that the server runs as.
With this privilege, you can read any file into a database table. This could be abused, for example, by using LOAD DATAto load /
et ¢/ passwd into atable, which then can be displayed with SELECT.

Stored programs and views should be written using the security guidelines discussed in Access Control for Stored Programs and
Views.

If you do not trust your DNS, you should use | P addresses rather than host names in the grant tables. In any case, you should be very
careful about creating grant table entries using host name values that contain wildcards.

If you want to restrict the number of connections permitted to a single account, you can do so by setting the
max_user _connecti ons variablein mysql d. The GRANT statement al so supports resource control options for limiting the ex-
tent of server use permitted to an account. See GRANT Syntax.

If the plugin directory iswritable by the server, it may be possible for a user to write executable code to afile in the directory using
SELECT ... | NTO DUMPFI LE. This can be prevented by making p! ugi n_di r read only to the server or by setting -
-secure-file-privtoadirectory where SELECT writes can be made safely.

1.4. Security-Related nysqgl d Options

Thefollowing nysql d options affect security:

Table 1.1. Security Option/Variable Summary

Name Cmd-Line Option file System Var Status Var Var Scope Dynamic
allow-suspicious-udfs |Yes Yes

automat- Yes Global Yes
ic_sp_privileges

chroot Yes Yes

des-key-file Yes Yes

local_infile Yes Global Yes
local-infile Yes Yes

- Variable: locd_infile
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Name Cmd-Line Option file System Var Status Var Var Scope Dynamic
old-passwords Yes Yes Both Yes
- Variable: Yes Both Yes
old_passwords

safe-show-database Yes Yes Yes Global Yes
safe-user-create Yes Yes

secure-auth Yes Yes Global Yes
- Variable: secure_auth Yes Global Yes
secure-file-priv Yes Yes Global No
- Variable: se- Yes Global No
cure_file priv

skip-grant-tables Yes Yes

skip-name-resolve Yes Yes Global No
- Variable: Yes Global No
skip_name_resolve

skip-networking Yes Yes Global No
- Variable: Yes Global No
skip_networking

skip-show-database Yes Yes Global No
- Variable: Yes Global No
skip_show_database

e --allow suspicious-udfs
This option controls whether user-defined functions that have only an xxx symbol for the main function can be loaded. By default,
the option is off and only UDFsthat have at least one auxiliary symbol can be |oaded; this prevents attempts at loading functions
from shared object files other than those containing legitimate UDFs. See User-Defined Function Security Precautions.

e --local-infile[={0]1}]

If you start the server with - - | ocal -i nfi | e=0, clients cannot use LOCAL in LOAD DATA statements. See Section 1.5,
“Security Issueswith LOAD DATA LOCAL”.

e --o0l d-passwords

Force the server to generate short (pre-4.1) password hashes for new passwords. Thisis useful for compatibility when the server
must support older client programs. See Section 1.2.3, “Password Hashing in MySQL".

e --safe-user-create
If this option is enabled, a user cannot create new MySQL users by using the GRANT statement unless the user hasthe | NSERT

privilege for themysql . user tableor any columnin thetable. If you want a user to have the ability to create new users that have
those privileges that the user has the right to grant, you should grant the user the following privilege:

GRANT | NSERT(user) ON nysql.user TO 'user_nanme' @ host_nane';

This ensures that the user cannot change any privilege columns directly, but has to use the GRANT statement to give privilegesto
other users.

e --secure-auth
Disallow authentication for accounts that have old (pre-4.1) passwords.

Thenysqgl clientalsohasa- - secur e- aut h option, which prevents connections to a server if the server requires a password in
old format for the client account.

e --secure-file-priv=path
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This option limits the effect of the LOAD_FI LE() function and the LOAD DATAand SELECT ... | NTO OUTFI LE statements
to work only with filesin the specified directory.

This option was added in MySQL 5.1.17.

e --skip-grant-tables
This option causes the server to start without using the privilege system at all, which gives anyone with access to the server unres-
tricted access to all databases. Y ou can cause arunning server to start using the grant tables again by executing nysql adni n
flush-privilegesornysqgl adm n rel oad command from a system shell, or by issuingaMySQL FLUSH PRI VI LEGES
statement after connecting to the server. This option also suppresses loading of plugins that were installed with the | NSTALL
PLUG N statement, user-defined functions (UDFs), and, beginning with MySQL 5.1.17, scheduled events. To cause pluginsto be
loaded anyway, usethe - - pl ugi n- | oad option.

--ski p-grant-tabl es isunavailableif MySQL was configured with the - - di sabl e- gr ant - opt i ons option. See
MySQL Source-Configuration Options.

e --skip-nerge
Disable the MERGE storage engine. This option was added in MySQL 5.1.12 and removed in 5.1.14.

¢ --skip-nane-resol ve
Host names are not resolved. All Host column valuesin the grant tables must be IP addressesor | ocal host .

e --skip-networking
Do not permit TCP/IP connections over the network. All connectionsto mysql d must be made using Unix socket files.

¢ --skip-show dat abase
With this option, the SHOW DATABASES statement is permitted only to users who have the SHOWN DATABASES privilege, and the
statement displays all database names. Without this option, SHOWV DATABASES is permitted to all users, but displays each database
name only if the user has the SHOW DATABASES privilege or some privilege for the database. Note that any global privilegeisa
privilege for the database.

e --ss|*

Options that begin with - - ss| specify whether to permit clients to connect using SSL and indicate where to find SSL keys and cer-
tificates. See Section 4.6.3, “SSL Command Options’.

1.5. Security Issues with LOAD DATA LOCAL

The LOAD DATA statement can load afile that is located on the server host, or it can load afile that is located on the client host when
the LOCAL keyword is specified.

There are two potential security issues with supporting the LOCAL version of LOAD DATA statements:

* Thetransfer of the file from the client host to the server host is initiated by the MySQL server. In theory, a patched server could be
built that would tell the client program to transfer afile of the server's choosing rather than the file named by the client in the LOAD
DATA statement. Such a server could access any file on the client host to which the client user has read access.

* InaWeb environment where the clients are connecting from a Web server, auser could use LOAD DATA LOCAL to read any files
that the Web server process has read access to (assuming that a user could run any command against the SQL server). In this envir-
onment, the client with respect to the MySQL server actually isthe Web server, not the remote program being run by the user who
connects to the Web server.

To deal with these problems, we changed how LOAD DATA LOCAL ishandled as of MySQL 3.23.49 and MySQL 4.0.2 (4.0.13 on
Windows):

e By default, all MySQL clients and librariesin binary distributions are compiled with the - - enabl e- | ocal -i nfi | e option, to
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General Security Issues

be compatible with MySQL 3.23.48 and before.

e If you build MySQL from source but do not invoke conf i gur e withthe- - enabl e-1 ocal -i nfi | e option, LOAD DATA
LOCAL cannot be used by any client unlessit iswritten explicitly to invokenysql _opti ons(. ..
MYSQL_OPT_LOCAL_I NFI LE, 0).Seenysql _options().

* Youcandisableall LOAD DATA LOCAL statements from the server side by starting mysql d withthe- -1 ocal -i nfi | e=0 op-
tion.

e Forthenysql command-lineclient, enable LOAD DATA LCOCAL by specifyingthe- -1 ocal -i nfil e[ =1] option, or disable
itwiththe- -1 ocal -i nfil e=0 option. For nysql i nport , loca datafileloading is off by default; enableit with the- - | ocal
or - L option. In any case, successful use of alocal |oad operation requires that the server permitsit.

e Ifyouuse LOAD DATA LOCAL in Perl scriptsor other programsthat read the[ cl i ent ] group from option files, you can add the
| ocal -i nfil e=1 option to that group. However, to keep this from causing problems for programs that do not understand | oc-
al -infil e, specifyitusingthel oose- prefix:

[client]
| oose-local -infile=1

« |If LOAD DATA LOCAL isdisabled, either in the server or the client, a client that attempts to issue such a statement receives the fol-
lowing error message:

ERROR 1148: The used conmand is not allowed with this M/SQ. version

1.6. How to Run MySQL as a Normal User

On Windows, you can run the server as a Windows service using a normal user account.

On Unix, the MySQL server mysql d can be started and run by any user. However, you should avoid running the server as the Unix
r oot user for security reasons. To change mysql d to run asanormal unprivileged Unix user user _nane, you must do the follow-

ing:

1. Stoptheserver if itisrunning (usenysql adm n shut down).

2. Change the database directories and files so that user _nane has privileges to read and write filesin them (you might need to do
thisasthe Unix r oot user):

shel | > chown -R user_nane /path/to/ mysql/datadir

If you do not do this, the server will not be able to access databases or tableswhen it runsas user _narne.

If directories or files within the MySQL data directory are symbolic links, chown - R might not follow symboalic links for you. If
it does not, you will also need to follow those links and change the directories and files they point to.

3. Starttheserver asuser user _nane. Another dternative isto start mysql d asthe Unix r oot user and use the
- - user =user _name option. mysql d starts up, then switches to run asthe Unix user user _nane before accepting any con-
nections.

4. To start the server as the given user automatically at system startup time, specify the user name by adding auser option to the
[ mysql d] group of the/ et ¢/ ny. cnf option fileor they. cnf option filein the server's data directory. For example:

[mysql d]
user =user _name

If your Unix machine itself is not secured, you should assign passwords to the MySQL r oot accounts in the grant tables. Otherwise,
any user with alogin account on that machine can runthenysql client witha- - user =r oot option and perform any operation. (It is
agood ideato assign passwords to MySQL accountsin any case, but especially so when other login accounts exist on the server host.)
See Chapter 2, Postinstallation Setup and Testing.
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Chapter 2. Postinstallation Setup and Testing

After installing MySQL, there are some issues that you should address. For example, on Unix, you should initialize the data directory
and create the MySQL grant tables. On all platforms, an important security concern isthat the initial accounts in the grant tables have
no passwords. Y ou should assign passwords to prevent unauthorized access to the MySQL server. Optionally, you can create time zone
tables to enable recognition of named time zones.

The following sections include postinstallation procedures that are specific to Windows systems and to Unix systems. Another section,
Section 2.1.3, “ Starting and Troubleshooting the MySQL Server”, appliesto all platforms; it describes what to do if you have trouble
getting the server to start. Section 2.2, “ Securing the Initial MySQL Accounts’, also appliesto all platforms. Y ou should follow itsin-
structions to make sure that you have properly protected your MySQL accounts by assigning passwords to them.

When you are ready to create additional user accounts, you can find information on the MySQL access control system and account man-
agement in Chapter 3, The MySQL Access Privilege System, and Chapter 4, MySQL User Account Management.

2.1. Unix Postinstallation Procedures

After installing MySQL on Unix, you must initialize the grant tables, start the server, and make sure that the server works satisfactorily.
Y ou may also wish to arrange for the server to be started and stopped automatically when your system starts and stops. Y ou should also
gn passwords to the accounts in the grant tables.

On Unix, the grant tables are set up by themysqgl _i nst al | _db program. For some installation methods, this program is run for you
automatically if an existing database cannot be found.

e If youinstall MySQL on Linux using RPM distributions, the server RPM runsmysql _i nst al | _db.

« Using the native packaging system on many platforms, including Debian Linux, Ubuntu Linux, Gentoo Linux and others, the
nysql _i nstal | _db command isrun for you.

e If youinstall MySQL on Mac OS X using a PKG distribution, theinstaller runsnmysql _i nstal | _db.

For other platforms and installation types, including generic binary and source installs, you will needtorunmysql _i nstal | _db
yourself.

The following procedure describes how to initialize the grant tables (if that has not previously been done) and start the server. It also
suggests some commands that you can use to test whether the server is accessible and working properly. For information about starting
and stopping the server automatically, see Section 2.1.2, “ Starting and Stopping MySQL Automatically”.

After you complete the procedure and have the server running, you should assign passwords to the accounts created by
nysql _i nstal | _db and perhaps restrict accessto test databases. For instructions, see Section 2.2, “ Securing the Initial MySQL Ac-
counts’.

In the examples shown here, the server runs under the user ID of themysql login account. This assumes that such an account exists.
Either create the account if it does not exist, or substitute the name of a different existing login account that you plan to use for running
the server. For information about creating the account, see Creating amysql System User and Group, in Installing MySQL from Gen-
eric Binaries on Unix/Linux.

1. Changelocation into the top-level directory of your MySQL installation, represented here by BASEDI R:

shel | > cd BASEDI R

BASEDI Ristheinstallation directory for your MySQL instance. It islikely to be something like/ usr /| ocal / nysql or/
usr/ | ocal . Thefollowing steps assume that you have changed location to this directory.

You will find several files and subdirectories in the BASEDI R directory. The most important for installation purposes arethe bi n
andscri pt s subdirectories:

¢ Thebi n directory contains client programs and the server. Y ou should add the full path name of this directory to your PATH
environment variable so that your shell finds the MySQL programs properly. See Environment Variables.

For some distribution types, mysql d isinstalled inthel i bexec directory.
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« Thescri pts directory containsthenysql _i nst al | _db script used toinitialize the mysql database containing the grant
tables that store the server access permissions.

For some distribution types, nysql _i nst al | _db isinstalled inthe bi n directory.

If necessary, ensure that the distribution contents are accessibleto nysql . If you installed the distribution as nysql , no further
action isrequired. If you installed the distribution asr oot , its contents will be owned by r oot . Change its ownership to mysql
by executing the following commands asr oot in theinstallation directory. The first command changes the owner attribute of the
filesto themysql user. The second changes the group attribute to the mysql group.

shel | > chown -R nysql
shel I > chgrp -R nysql

If necessary, runthenysql _i nstal | _db program to set up theinitial MySQL grant tables containing the privileges that de-
termine how users are permitted to connect to the server. Y ou will need to do thisif you used a distribution type for which thein-
stallation procedure does not run the program for you.

Typicaly, nysql _i nstal | _db needsto berun only the first time you install MySQL, so you can skip this step if you are up-
grading an existing installation, However, mysql _i nst al | _db does not overwrite any existing privilege tables, so it should be
safeto run in any circumstances.

The exact location of nysql _i nstal | _db depends on the layout for your given installation. To initialize the grant tables, use
one of the following commands, depending on whether mysql _i nst al | _db islocatedinthebi n or scri pt s directory:

shel | > scripts/nysql _install _db --user=nysql
shel I > bi n/nysql _install _db --user=nysql

It might be necessary to specify other optionssuch as- - basedi r or - - dat adi r if mysqgl _i nstal | _db does not identify
the correct locations for the installation directory or data directory. For example:

shel | > scripts/nmysqgl _install _db --user=mysqgl \
--basedi r=/opt/ mysql / mysql \
--datadir=/opt/nysql / nmysql / dat a

Thenysql _i nst al | _db script creates the server's data directory with nysql asthe owner. Under the data directory, it creates
directoriesfor the mysql database that holds the grant tablesand thet est database that you can use to test MySQL. The script
also creates privilege table entries for r oot and anonymous-user accounts. The accounts have no passwords initially. Section 2.2,
“Securing the Initial MySQL Accounts’, describesthe initial privileges. Briefly, these privileges permit the MySQL r oot user to
do anything, and permit anybody to create or use databases with aname of t est or startingwitht est _. See Chapter 3, The
MySQL Access Privilege System, for a complete listing and description of the grant tables.

It isimportant to make sure that the database directories and files are owned by the nysql login account so that the server has
read and write access to them when you run it later. To ensurethisif yourunnysql _i nst al | _db asr oot , include the -

- user option as shown. Otherwise, you should execute the script while logged in asmysql , in which case you can omit the -
- user option from the command.

If you do not want to have thet est database, you can remove it after starting the server, using the instructions in Section 2.2,
“Securing the Initial MySQL Accounts”’.

If you have troublewithnysql i nstal | _db at thispoint, see Section 2.1.1, “Problems Running nysql _i nstal | _db”.

Most of the MySQL installation can be owned by r oot if you like. The exception isthat the data directory must be owned by
nysql . To accomplish this, run the following commands asr oot in the installation directory. For some distribution types, the
data directory might be named var rather than dat a; adjust the second command accordingly.

shell > chown -R root .
shel | > chown -R nysqgl data

If the plugin directory (the directory named by the pl ugi n_di r system variable) iswritable by the server, it may be possible for
auser to write executable code to afile in the directory using SELECT ... | NTO DUVPFI LE. This can be prevented by mak-
ing pl ugi n_di r read only to the server or by setting - - secure-fil e- pri v toadirectory where SELECT writes can be
made safely.

If you installed MySQL using a source distribution, you may want to optionally copy one of the provided configuration files from
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10.

thesupport-fil es directory into your / et c directory. There are different sample configuration files for different use cases,
server types, and CPU and RAM configurations. If you want to use one of these standard files, you should copy it to/
etc/ny.cnf,or/etc/ mysql / my. cnf and edit and check the configuration before starting your MySQL server for the first
time.

If you do not copy one of the standard configuration files, the MySQL server will be started with the default settings.

If you want MySQL to start automatically when you boot your machine, you can copy support-fil es/ mysql . server to
the location where your system hasiits startup files. More information can be found inthe nysql . ser ver scriptitself, andin
Section 2.1.2, “ Starting and Stopping MySQL Automatically”.

Start the MySQL server:

shel I > bi n/nysql d_safe --user=nysql &

It isimportant that the MySQL server be run using an unprivileged (non-r oot ) login account. To ensure thisif you run
nysql d_saf e asr oot , includethe - - user option as shown. Otherwise, you should execute the script while logged in as
nysql , in which case you can omit the - - user option from the command.

For further instructions for running MySQL as an unprivileged user, see Section 1.6, “How to Run MySQL as aNormal User”.

If the command failsimmediately and printsnmysql d ended, look for information in the error log (which by default isthe
host _nane. err fileinthe data directory).

If you neglected to create the grant tables by running nysql _i nst al | _db before proceeding to this step, the following message
appearsin the error log file when you start the server:

nysqld: Can't find file: 'host.frn

Thiserror also occursif yourunnysql _i nstal | _db asr oot without the- - user option. Removethe dat a directory and
runmnmysql _i nstal | _db withthe- - user option as described previously.

If you have other problems starting the server, see Section 2.1.3, “ Starting and Troubleshooting the MySQL Server”. For more in-
formation about nysql d_saf e, seenysql d_safe.

Usenysql admi n to verify that the server is running. The following commands provide simple tests to check whether the server
is up and responding to connections:

shel | > bi n/ mysqgl adm n versi on
b

shel | > n/ nysql admi n vari abl es

The output fromnysql admi n ver si on varies dightly depending on your platform and version of MySQL, but should be sim-
ilar to that shown here:

shel | > bi n/ mysqgl adm n versi on
nysql admin Ver 14.12 Distrib 5.1.63, for pc-linux-gnu on i 686

Server version 5.1.63

Prot ocol version 10

Connecti on Local host via UN X socket
UNI X socket /var/lib/ nysql/nmysql .sock
Upti me: 14 days 5 hours 5 min 21 sec

Threads: 1 Questions: 366 Slow queries: 0
Opens: 0 Flush tables: 1 QOpen tables: 19
Queries per second avg: 0.000

To see what else you can do with mysql admi n, invokeit with the - - hel p option.

Verify that you can shut down the server:

shel | > bin/nmysqgl adm n -u root shutdown

Verify that you can start the server again. Do thisby using nysql d_saf e or by invoking nysql d directly. For example:

shel | > bi n/nysql d_safe --user=nysql &
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11.

12.

If mysql d_saf e fails, see Section 2.1.3, “ Starting and Troubleshooting the MySQL Server”.

Run some simple tests to verify that you can retrieve information from the server. The output should be similar to what is shown
here:

shel I > bi n/ mysql show
+

| Dat abases |
e S e S +
| infornmation_schena

| nysgql

| test |
Fom e ea s +

shel | > bi n/ mysqgl show nmysq
Dat abase: nysq
000000000000 N0NOOEOOOOO 00O +

colums_priv

db

event

func

hel p_cat egory

hel p_keywor d

hel p_rel ati on

hel p_topic

host

plugin

proc

procs_priv

servers

tabl es_priv

tine_zone

time_zone_| eap_second
ti me_zone_nane
tinme_zone_transition
time_zone_transition_type
user

______________ [ S
| host | db | user |
fmoo=== fecocooe- fmoo=== +
| % | test |

| % | test_%| |
fmmmm=o e eocooe- fmmmm=o +

Thereis abenchmark suiteinthe sql - bench directory (under the MySQL installation directory) that you can use to compare
how MySQL performs on different platforms. The benchmark suite iswritten in Perl. It requires the Perl DBI module that provides
a database-independent interface to the various databases, and some other additional Perl modules:

DBl
DBD: : nysq
Dat a: : Dunper

Dat a: : ShowTabl e

These modules can be obtained from CPAN (http://www.cpan.org/). See also Installing Perl on Unix.

Thesql - bench/ Resul t s directory contains the results from many runs against different databases and platforms. To run all
tests, execute these commands:

shel | > cd sql - bench

shel I > perl run-all-tests

If you do not havethe sql - bench directory, you probably installed MySQL using RPM files other than the source RPM. (The
source RPM includesthe sql - bench benchmark directory.) In this case, you must first install the benchmark suite before you
can use it. There are separate benchmark RPM files named nysql - bench- VERSI ON. i 386. r pmthat contain benchmark code
and data.

If you have a source distribution, there are also testsinitst est s subdirectory that you can run. For example, to run
aut o_i ncrenent . t st , execute this command from the top-level directory of your source distribution:

shell > nmysqgl -vvf test < ./tests/auto_increment.tst

The expected result of thetest can befoundinthe. /t est s/ aut o_i ncrenent. res file.
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13. At this point, you should have the server running. However, none of the initial MySQL accounts have a password, and the server
permits permissive access to test databases. To tighten security, follow the instructionsin Section 2.2, “ Securing the Initial MySQL
Accounts’.

The MySQL 5.1 installation procedure creates time zone tablesin the nysql database but does not populate them. To do so, usethein-
structionsin MySQL Server Time Zone Support.

To make it more convenient to invoke programs installed in the bi n directory under the installation directory, you can add that direct-
ory to your PATH environment variable setting. That enables you to run a program by typing only its name, not its entire path name. See
Setting Environment Variables.

Y ou can set up new accounts using the bi n/ nysql _set per m ssi on script if youinstall the DBl and DBD: : nysql Perl modules.
Seenysql _set perni ssi on. For Perl module installation instructions, see Perl Installation Notes.

If you would liketo use mysql access and have the MySQL distribution in some nonstandard location, you must change the location
wheremysql access expectsto find themysql client. Edit thebi n/ mysql access script at approximately line 18. Search for a
line that looks like this:

$MYSQL = "/usr/local/bin/nysql"; # path to nysql executable

Change the path to reflect the location where nysql actually is stored on your system. If you do not do this, aBr oken pi pe error
will occur when you run mysql access.

2.1.1. Problems Running nysql _install db

The purpose of thenysql _i nst al | _db script isto generate new MySQL privilege tables. It does not overwrite existing MySQL
privilege tables, and it does not affect any other data.

If you want to re-create your privilege tables, first stop the mysql d server if it isrunning. Then renamethenysql directory under the
data directory to saveit, and thenrunnysql _i nstal | _db. Suppose that your current directory isthe MySQL installation directory

andthat mysql _i nstal | _db islocatedinthebi n directory and the data directory isnamed dat a. To renamethenysql database
andre-runmmysql i nstal |l _db, usethese commands.

shell > nmv datal/ nmysql data/mysql.old
shel | > scripts/nysqgl _install_db --user=nysql

Whenyourunnysqgl _i nst al | _db, you might encounter the following problems:

e nysql _install _db failstoinstall the grant tables

Youmay find that mysql _i nstal | _db failsto install the grant tables and terminates after displaying the following messages:

Starting nysqld daenpn with databases from XXXXXX
nmysql d ended

In this case, you should examine the error log file very carefully. The log should be located in the directory XXXXXX named by the
error message and should indicate why nysql d did not start. If you do not understand what happened, include the log when you
post a bug report. See How to Report Bugs or Problems.

e Thereisanysql d processrunning

Thisindicates that the server is running, in which case the grant tables have probably been created already. If so, there is no need to
runnysql _i nstal | _db at al becauseit needsto be run only once (when you install MySQL the first time).

¢ Installing a second nysql d server does not work when one server isrunning

This can happen when you have an existing MySQL installation, but want to put a new installation in a different location. For ex-
ample, you might have a production installation, but you want to create a second installation for testing purposes. Generally the
problem that occurs when you try to run asecond server isthat it triesto use a network interface that isin use by thefirst server. In
this case, you should see one of the following error messages:

Can't start server: Bind on TCP/IP port:
Address already in use
Can't start server: Bind on unix socket...
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For instructions on setting up multiple servers, see Running Multiple MySQL Instances on One Machine.
e You do not havewriteaccesstothe/ t np directory

If you do not have write access to create temporary files or a Unix socket file in the default location (the/ t np directory) or the
TIVP_DI Renvironment variable, if it has been set, an error occurswhen yourunmysql _i nst al | _db or thenysql d server.

Y ou can specify different locations for the temporary directory and Unix socket file by executing these commands prior to starting
nysql _instal | _dbornysql d, wheresome_t np_di r isthefull path name to some directory for which you have write per-
mission:

shel | > TMPDI R=/ sonme_t np_di r/

shel | > MYSQL_UNI X_PORT=/ some_t np_di r/ mysql . sock

shel | > export TMPDI R MYSQL_UNI X_PORT

Then you should beabletorunmysql _i nst al | _db and start the server with these commands:
shel | > scripts/nmysql _install _db --user=nysql

shel | > bin/nysql d_safe --user=nysql &

If nysqgl _i nstal | _db islocated in the bi n directory, modify the first command to bi n/ nysql _i nstal | _db.

See How to Protect or Change the MySQL Unix Socket File, and Environment Variables.

There are some alternativesto running thenysql _i nst al | _db script provided in the MySQL distribution:

¢ If you want theinitial privileges to be different from the standard defaults, you can modify mysql _i nst al | _db beforeyou run
it. However, it is preferable to use GRANT and REVOKE to change the privileges after the grant tables have been set up. In other
words, you canrunnysql _i nstal | _db, andthenusenysqgl -u root nysql toconnect tothe server asthe MySQL r oot
user so that you can issue the necessary GRANT and REVOKE statements.

If you want to install MySQL on several machines with the same privileges, you can put the GRANT and REVOKE statementsin a
file and execute the file asa script using mysql after running mysql _i nst al | _db. For example:

shel | > scripts/nmysqgl _install _db --user=nysql
shell > bin/nmysql -u root < your_script_file

By doing this, you can avoid having to issue the statements manually on each machine.

« Itispossibleto re-create the grant tables completely after they have previously been created. Y ou might want to do thisif you are
just learning how to use GRANT and REVOKE and have made so many modifications after running mysql _i nst al | _db that you
want to wipe out the tables and start over.

To re-create the grant tables, removeaall the. frm . Myl , and. MyDfilesinthenysql database directory. Then run the
nysql _instal | _db script again.

¢ Youcanstart nysql d manually using the - - ski p- gr ant - t abl es option and add the privilege information yourself using

nysql :
shel | > bin/nysql d_safe --user=nysql --skip-grant-tables &
shel I > bi n/ nysql nysql

From nysql , manually execute the SQL commands contained inmysql _i nst al | _db. Make sure that you run mysql adm n
flush-privilegesornysql adm n rel oad afterward to tell the server to reload the grant tables.

Note that by not using mysql _i nst al | _db, you not only have to populate the grant tables manually, you also have to create
them first.

2.1.2. Starting and Stopping MySQL Automatically

Generally, you start the mysql d server in one of these ways:
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¢ Invokenysql d directly. Thisworks on any platform.

¢ Runthe MySQL server as aWindows service. The service can be set to start the server automatically when Windows starts, or as a
manual service that you start on request. For instructions, see Starting MySQL as a Windows Service.

« Invokenysql d_saf e, which triesto determine the proper options for nysql d and then runsit with those options. This script is
used on Unix and Unix-like systems. Seenysql d_saf e.

¢ Invokenysql . server. Thisscriptisused primarily at system startup and shutdown on systems that use System V-style run dir-
ectories (that is,/ et ¢/ i ni t . d and run-level specific directories), whereit usually isinstalled under the namenysql . The
nysql . server script startsthe server by invoking nysql d_saf e. Seenysql . server.

¢ OnMacOSX, install aseparate MySQL Startup Item package to enable the automatic startup of MySQL on system startup. The
Startup Item starts the server by invoking nysql . ser ver . See Installing the MySQL Startup Item, for details. A MySQL Prefer-
ence Pane also provides control for starting and stopping MySQL through the System Preferences, see Installing and Using the
MySQL Preference Pane.

¢ Usethe Solaris/OpenSolaris service management framework (SMF) system to initiate and control MySQL startup. For more inform-
ation, see Installing MySQL on OpenSolarisusing IPS.

Thenysql d_saf e andnysql . ser ver scripts, Windows server, SolarisyOpenSolaris SMF, and the Mac OS X Startup Item (or
MySQL Preference Pane) can be used to start the server manually, or automatically at system startup time. nysql . ser ver andthe
Startup Item also can be used to stop the server.

To start or stop the server manually using the mysql . ser ver script, invokeit withst art or st op arguments:

shel | > nmysql . server start
shel | > nysql . server stop

Beforenmysql . server startsthe server, it changes location to the MySQL installation directory, and then invokesmysql d_saf e. If
you want the server to run as some specific user, add an appropriate user option tothe[ nysql d] group of the/ et ¢/ my. cnf op-
tion file, as shown later in this section. (It is possible that you will need to edit mysql . ser ver if you'veinstalled a binary distribution
of MySQL in anonstandard location. Modify it to change location into the proper directory beforeit runsnysql d_saf e. If you do
this, your modified version of nysql . ser ver may be overwritten if you upgrade MySQL in the future, so you should make a copy of
your edited version that you can reinstall.)

nysql . server st op stopsthe server by sending asignal to it. Y ou can also stop the server manually by executing nysql adm n
shut down.

To start and stop MySQL automatically on your server, you need to add start and stop commands to the appropriate placesin your /
etc/rc* files.

If you use the Linux server RPM package (My SQL- ser ver - VERSI ON. r pm), or anative Linux package installation, the
nysql . server script may beinstalledinthe/ et ¢/ i ni t . d directory with the name mysql . See Installing MySQL from RPM
Packages on Linux, for more information on the Linux RPM packages.

Some vendors provide RPM packages that install a startup script under adifferent name such asmysql d.

If you install MySQL from a source distribution or using a binary distribution format that does not install nysql . ser ver automatic-
aly, you caninstall it manually. The script can be found inthe suppor t - fi | es directory under the MySQL installation directory or
inaMySQL sourcetree.

Toinstal nysql . ser ver manually, copy ittothe/ et ¢/ i ni t. d directory with the name nysql , and then make it executable. Do
this by changing location into the appropriate directory wherenysql . ser ver islocated and executing these commands:

shell > cp nysql .server /etc/init.d/ mysql
shel I > chmod +x /etc/init.d/ nmysql

Note

Older Red Hat systemsusethe/ et ¢/ rc. d/ i ni t. d directory rather than/ et ¢/ i ni t . d. Adjust the preceding com-
mands accordingly. Alternatively, first create/ et ¢/ i ni t . d asasymbolic link that pointsto/ etc/rc.d/init.d:

shell > cd /etc
shell> In -s rc.d/init.d .
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After installing the script, the commands needed to activateit to run at system startup depend on your operating system. On Linux, you
canusechkconfi g:

shel | > chkconfig --add nysql

On some Linux systems, the following command also seems to be necessary to fully enablethe mysql script:

shel | > chkconfig --1evel 345 mysqgl on

On FreeBSD, startup scripts generally should goin/ usr/ | ocal / etc/rc. d/ . Ther c(8) manual page states that scriptsin this
directory are executed only if their basename matchesthe * . sh shell file name pattern. Any other files or directories present within the
directory are silently ignored. In other words, on FreeBSD, you should install themysql . ser ver scriptas/
usr/local/etc/rc.d/ mysql.server. sh toenable automatic startup.

As an dternative to the preceding setup, some operating systemsalsouse/ et c/rc. | ocal or/etc/init.d/ boot. | ocal to
start additional services on startup. To start up MySQL using this method, you could append a command like the one following to the
appropriate startup file:

I'bin/sh -c "cd /usr/local/nysql; ./bin/nysqld_safe --user=nysql &

For other systems, consult your operating system documentation to see how to install startup scripts.

You can add optionsfor nysql . server inagloba / et c/ my. cnf file. A typica / et ¢/ nmy. cnf file might look like this:

[mysql d]

dat adi r=/usr /| ocal / mysql / var
socket =/ var/t mp/ nysql . sock
port =3306

user =nysql

[ mysql . server]

basedi r=/usr/ 1 ocal / nysql

Thenysql . server script supports the following options: basedi r, dat adi r, and pi d- fi | e. If specified, they must be placed
in an option file, not on the command line. mysql . ser ver supportsonly st art and st op as command-line arguments.

The following table shows which option groups the server and each startup script read from option files.

Table 2.1. MySQL Startup scripts and supported server option groups

Script Option Groups

nysql d [mysql d],[server],[mysql d- maj or _version]
nysql d_safe [mysql d],[server],[nysql d_saf e]

nysql . server [mysqgl d],[ nysql . server],[server]

[ nysql d- maj or _ver si on] meansthat groups with nameslike[ nysql d- 5. 0] and[ nmysql d- 5. 1] areread by servers having
versions 5.0.x, 5.1.x, and so forth. This feature can be used to specify options that can be read only by servers within agiven release
series.

For backward compatibility, mysql . ser ver asoreadsthe[ mysql _server] groupandnysql d_saf e asoreadsthe

[ saf e_nysql d] group. However, you should update your option filesto usethe[ nysql . server] and[ nysql d_saf e]

groups instead when using MySQL 5.1.

For more information on MySQL configuration files and their structure and contents, see Using Option Files.

2.1.3. Starting and Troubleshooting the MySQL Server

This section provides troubleshooting suggestions for problems starting the server on Unix. If you are using Windows, see
Troubleshooting a MySQL Installation Under Windows.

If you have problems starting the server, here are some thingsto try:
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e Check the error log to see why the server does not start.
«  Specify any special options needed by the storage engines you are using.
e Make sure that the server knows where to find the data directory.

* Make surethat the server can access the data directory. The ownership and permissions of the data directory and its contents must
be set such that the server can read and modify them.

e Verify that the network interfaces the server wants to use are available.

Some storage engines have options that control their behavior. You can createany. cnf file and specify startup options for the engines
that you plan to use. If you are going to use storage engines that support transactional tables (I nnoDB, NDB), be sure that you have
them configured the way you want before starting the server:

If you are using | nnoDB tables, see Configuring | nnoDB.

If you are using MySQL Cluster, see MySQL Cluster Configuration.

Storage engines will use default option values if you specify none, but it is recommended that you review the available options and spe-
cify explicit values for those for which the defaults are not appropriate for your installation.

When thenysql d server starts, it changes location to the data directory. Thisis where it expectsto find databases and where it expects
to writelog files. The server also writes the pid (process ID) file in the data directory.

The data directory location is hardwired in when the server is compiled. Thisis where the server looks for the data directory by default.
If the data directory is located somewhere else on your system, the server will not work properly. Y ou can determine what the default
path settings are by invoking nysql d withthe- - ver bose and - - hel p options.

If the default locations do not match the MySQL installation layout on your system, you can override them by specifying options to
nysql d or nysql d_saf e onthecommand line or in an option file.

To specify the location of the data directory explicitly, usethe - - dat adi r option. However, normally you can tell nysql d theloca
tion of the base directory under which MySQL isinstalled and it looks for the data directory there. Y ou can do this with the -
- basedi r option.

To check the effect of specifying path options, invoke nysql d with those options followed by the - - ver bose and - - hel p options.

For example, if you change location into the directory where nysql d isinstalled and then run the following command, it shows the ef-
fect of starting the server with abase directory of / usr/ | ocal :

shell > ./nysqgld --basedir=/usr/local --verbose --help

Y ou can specify other optionssuch as- - dat adi r aswell, but - - ver bose and - - hel p must be the last options.
Once you determine the path settings you want, start the server without - - ver bose and - - hel p.

If mysql d iscurrently running, you can find out what path settingsit is using by executing this command:

shel | > nmysqgl admi n vari abl es

Or:

shel | > nmysqgl admi n -h host_name vari abl es

host _nane isthe name of the MySQL server host.

If youget Err code 13 (which meansPer mi ssi on deni ed) when starting nysql d, this means that the privileges of the data dir-
ectory or its contents do not permit server access. In this case, you change the permissions for the involved files and directories so that
the server has the right to use them. Y ou can also start the server asr oot , but this raises security issues and should be avoided.

On Unix, change location into the data directory and check the ownership of the data directory and its contents to make sure the server
has access. For example, if thedatadirectory is/ usr/ | ocal / nysql / var , use this command:

shell> I|s -la /usr/local/nysql/var
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If the data directory or itsfiles or subdirectories are not owned by the login account that you use for running the server, change their
ownership to that account. If the account is named mysql , use these commands:

shell > chown -R nmysqgl /usr/local/mysql/var
shell > chgrp -R nysql /usr/local/nysql/var

If it possible that even with correct ownership, MySQL may fail to start up if there is other security software running on your system
that manages application access to various parts of the file system. In this case, you may need to reconfigure that software to enable
nysql d to access the directories it uses during normal operation.

If the server failsto start up correctly, check the error log. Log files are located in the data directory (typically C. \ Pr ogr am

Fil es\ MySQL\ MySQL Server 5.1\ dataonWindows,/ usr/| ocal / mysql/ dat a foraUnix binary distribution, and /
usr/ 1 ocal / var for aUnix source distribution). Look in the data directory for files with names of the form host _nane. err and
host _nane. | og, wherehost _nane isthe name of your server host. Then examine the last few lines of these files. On Unix, you
canuset ai | todisplay them:

shel | > tail host_nane.err
shel Il > tail host_nane. | og

The error log should contain information that indicates why the server could not start.

If either of the following errors occur, it means that some other program (perhaps another mysql d server) is using the TCP/IP port or
Unix socket filethat nysql d istrying to use:

Can't start server: Bind on TCP/IP port: Address already in use
Can't start server: Bind on unix socket...

Use ps to determine whether you have another mysql d server running. If so, shut down the server before starting mysql d again. (If
another server isrunning, and you really want to run multiple servers, you can find information about how to do so in Running Multiple
MySQL Instances on One Machine.)

If no other server isrunning, try to execute the commandt el net your _host _nanme tcp_i p_port_nunber. (Thedefault
MySQL port number is 3306.) Then press Enter a couple of times. If you do not get an error message liket el net: Unabl e to
connect to renote host: Connection refused, someother program isusing the TCP/IP port that mysql d istrying to
use. You will need to track down what program thisis and disableit, or elsetell mysql d to listen to a different port with the - - por t
option. In this case, you will also need to specify the port number for client programs when connecting to the server using TCP/IP.

Another reason the port might be inaccessible is that you have afirewall running that blocks connections to it. If so, modify the firewall
settings to permit access to the port.

If the server starts but you cannot connect to it, you should make sure that you have an entry in/ et ¢/ host s that looks like this:

127.0.0.1 | ocal host

If you cannot get nysql d to start, you can try to make atrace file to find the problem by using the - - debug option. See MySQL In-
ternals: Porting.

2.2. Securing the Initial MySQL Accounts

Part of the MySQL installation processisto set up the mysql database that contains the grant tables:

«  Windows distributions contain preinitialized grant tables.
e OnUnix, thenmysql _i nstal | _db program populates the grant tables. Some installation methods run this program for you. Oth-
ersrequire that you execute it manually. For details, see Section 2.1, “Unix Postinstallation Procedures”.

Thenysql . user grant table definesthe initial MySQL user accounts and their access privileges:

« Some accounts have the user namer oot . These are superuser accounts that have al privileges and can do anything. The initial
r oot account passwords are empty, So anyone can connect to the MySQL server asr oot without a password and be granted all
privileges.

22


http://dev.mysql.com/doc/refman/5.5/en/multiple-servers.html
http://dev.mysql.com/doc/refman/5.5/en/multiple-servers.html
http://dev.mysql.com/doc/refman/5.5/en/server-options.html#option_mysqld_port
http://dev.mysql.com/doc/refman/5.5/en/server-options.html#option_mysqld_debug
http://forge.mysql.com/wiki/MySQL_Internals_Porting
http://forge.mysql.com/wiki/MySQL_Internals_Porting

Postinstallation Setup and Testing

* OnWindows, r oot accounts are created that permit connections from the local host only. Connections can be made by specify-
ing the host name| ocal host orthelPaddress127. 0. 0. 1. If the user selects the ENABLE ROOT ACCESS FROM REMOTE
MACHINES option during installation, the Windows installer creates another r oot account that permits connections from any
host.

* OnUnix, each r oot account permits connections from the local host. Connections can be made by specifying the host name
| ocal host , thelPaddress127. 0. 0. 1, or the actual host name or |P address.

An attempt to connect to the host 127. 0. 0. 1 normally resolvesto the| ocal host account. However, thisfailsif the server is
run with the - - ski p- nane- r esol ve option, sothe 127. 0. 0. 1 account is useful in that case.

* Some accounts are for anonymous users. These have an empty user name. The anonymous accounts have no password, so anyone
can use them to connect to the MySQL server.

* On Windows, there is one anonymous account that permits connections from the local host. Connections can be made by spe-
cifying ahost name of | ocal host . The account has no global privileges. (Before MySQL 5.1.16, it has all global privileges,
just likether oot accounts.)

* On Unix, each anonymous account permits connections from the local host. Connections can be made by specifying a host name
of | ocal host for one of the accounts, or the actual host name or IP address for the other.

To display which accounts exist inthenysql . user table and check whether their passwords are empty, use the following statement:

nmysql > SELECT User, Host, Password FROM nysql . user;
Fo-- - - R L +
| User Password |

| |

+ +
| | I'ocal host |
| | myhost. exanpl e. com |
| root | 127.0.0.1 |
| | I'ocal host |
| |+ |

This output indicates that there are several r oot and anonymous-user accounts, none of which have passwords. The output might differ
on your system, but the presence of accounts with empty passwords means that your MySQL installation is unprotected until you do
something about it:

¢ You should assign a password to each MySQL r oot account.

« If you want to prevent clients from connecting as anonymous users without a password, you should either assign a password to each
anonymous account or else remove the accounts.

In addition, the mysql . db table contains rows that permit all accountsto accessthet est database and other databases with names
that start witht est _. Thisistrue even for accounts that otherwise have no special privileges such as the default anonymous accounts.
Thisis convenient for testing but inadvisable on production servers. Administrators who want database access restricted only to ac-
counts that have permissions granted explicitly for that purpose should remove these mysql . db table rows.

The following instructions describe how to set up passwords for theinitial MySQL accounts, first for ther oot accounts, then for the
anonymous accounts. The instructions also cover how to remove the anonymous accounts, should you prefer not to permit anonymous
access at al, and describe how to remove permissive access to test databases. Replace newpwd in the examples with the password that
you want to use. Replace host _nane with the name of the server host. Y ou can determine this name from the output of the preceding
SELECT statement. For the output shown, host _nane isnmyhost . exanpl e. com

Note

For additional information about setting passwords, see Section 4.5, “Assigning Account Passwords”. If you forget your
r oot password after setting it, see How to Reset the Root Password.

Y ou might want to defer setting the passwords until later, to avoid the need to specify them while you perform additional setup or test-
ing. However, be sure to set them before using your installation for production purposes.

To set up additional accounts, see Section 4.2, “Adding User Accounts”.
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Assigning r oot Account Passwords

Ther oot account passwords can be set several ways. The following discussion demonstrates three methods:

¢ Usethe SET PASSWORD statement
¢ Usethe UPDATE statement

e Usethenysql adm n command-line client program

To assign passwords using SET PASSWORD, connect to the server asr oot and issuea SET PASSWORD statement for each r oot ac-
count listed inthemysql . user table. Be sureto encrypt the password using the PASSWORD( ) function.

For Windows, do this:

shel | > nysqgl -u root

nmysqgl > SET PASSWORD FOR 'root' @I ocal host' = PASSWORD(' newpwd' ) ;
mysql > SET PASSWORD FOR 'root' @127.0.0.1' = PASSWORD(' newpwd' ) ;
nysql > SET PASSWORD FOR 'root' @% = PASSWORD(' newpwd' ) ;

The last statement is unnecessary if thenysql . user tablehasnor oot account with a host value of %

For Unix, do this:

shel | > nmysqgl -u root

nysql > SET PASSWORD FOR 'root' @I ocal host'
nysql > SET PASSWORD FOR 'root' @127.0.0. 1"
nysql > SET PASSWORD FOR ' root' @ host _nang'

PASSVWORD( ' newpwd' ) ;
PASSWORD( ' newpwd' ) ;
PASSVORD( ' newpwd' ) ;

Y ou can also use a single statement that assigns a password to all r oot accounts by using UPDATE to modify thenysql . user table
directly. This method works on any platform:

shel | > nysqgl -u root

nysql > UPDATE nysql . user SET Password = PASSWORD(' newpwd' )
-> VWHERE User = 'root';

nysql > FLUSH PRI VI LECES;

The FLUSH statement causes the server to reread the grant tables. Without it, the password change remains unnoticed by the server until
you restart it.

To assign passwords to ther oot accountsusing mysql admi n, execute the following commands:
shel | > nmysqgl admin -u root password "newpwd"
shell > mysqgl admin -u root -h host_name password "newpwd"

Those commands apply both to Windows and to Unix. The double quotation marks around the password are not always necessary, but
you should use them if the password contains spaces or other characters that are special to your command interpreter.

Thenysqgl adm n method of setting ther oot account passwords does not work for the' r oot * @ 127. 0. 0. 1' account. Usethe
SET PASSWORD method shown earlier.

After ther oot passwords have been set, you must supply the appropriate password whenever you connect asr oot to the server. For
example, to shut down the server with mysql admni n, use this command:

shell > mysgl admin -u root -p shutdown
Enter password: (enter root password here)

Assigning Anonymous Account Passwords

Thenysqgl commandsin the following instructionsinclude a- p option based on the assumption that you have set the r oot account
passwords using the preceding instructions and must specify that password when connecting to the server.

To assign passwords to the anonymous accounts, connect to the server asr oot , then use either SET PASSWORD or UPDATE. Be sure
to encrypt the password using the PASSWORD( ) function.
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Touse SET PASSWORD on Windows, do this:

shell > nmysqgl -u root -p
Enter password: (enter root password here)
nmysqgl > SET PASSWORD FOR '' @1 ocal host' = PASSWORD(' newpwd' ) ;

Touse SET PASSWORD on Unix, do this:

shell > nmysgl -u root -p

Enter password: (enter root password here)

nysql > SET PASSWORD FOR '' @ | ocal host' = PASSWORD(' newpwd' ) ;
nysql > SET PASSWORD FOR '' @ host _nanme' = PASSWORD(' newpwd' ) ;

To set the anonymous-user account passwords with a single UPDATE statement, do this (on any platform):

shell > mysgl -u root -p

Enter password: (enter root password here)

nysql > UPDATE nysql . user SET Password = PASSWORD(' newpwd')
-> WHERE User = '';

mysql > FLUSH PRI VI LEGES;

The FLUSH statement causes the server to reread the grant tables. Without it, the password change remains unnoticed by the server until
you restart it.

Removing Anonymous Accounts

If you prefer to remove any anonymous accounts rather than assigning them passwords, do so as follows on Windows:

shel | > nysql -u root -p
Enter password: (enter root password here)
nysql > DROP USER '' @I ocal host " ;

On Unix, remove the anonymous accounts like this:

shell > mysgl -u root -p

Enter password: (enter root password here)
nmysqgl > DROP USER '' @1 ocal host ' ;

nmysql > DROP USER '' @ host _nane';

Securing Test Databases

By default, the mysql . db table contains rows that permit access by any user tothet est database and other databases with names
that start witht est _. (These rows have an empty User column value, which for access-checking purposes matches any user name.)
This means that such databases can be used even by accounts that otherwise possess no privileges. If you want to remove any-user ac-
cess to test databases, do so as follows:

shel | > nysql -u root -p

Enter password: (enter root password here)

nysql > DELETE FROM nysql .db WHERE Db LIKE 'test%;
nysql > FLUSH PRI VI LECES;

The FLUSH statement causes the server to reread the grant tables. Without it, the privilege change remains unnoticed by the server until
you restart it.

With the preceding change, only users who have global database privileges or privileges granted explicitly for thet est database can
useit. However, if you do not want the database to exist at all, drop it:

nysql > DROP DATABASE t est ;

Note

On Windows, you can also perform the process described in this section using the Configuration Wizard (see The Security
Options Dialog). On other platforms, the MySQL distribution includesnysql _secur e_i nst al | at i on, acommand-
line utility that automates much of the process of securing a MySQL installation.
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Chapter 3. The MySQL Access Privilege System

The primary function of the MySQL privilege system is to authenticate a user who connects from a given host and to associate that user
with privileges on a database such as SELECT, | NSERT, UPDATE, and DELETE. Additional functionality includes the ability to have
anonymous users and to grant privileges for MySQL-specific functions such as LOAD DATA | NFI LE and administrative operations.

There are some things that you cannot do with the MySQL privilege system:

e You cannot explicitly specify that agiven user should be denied access. That is, you cannot explicitly match a user and then refuse
the connection.

« You cannot specify that a user has privileges to create or drop tablesin a database but not to create or drop the database itself.

« A password applies globally to an account. Y ou cannot associate a password with a specific object such as a database, table, or
routine.

The user interface to the MySQL privilege system consists of SQL statements such as CREATE USER, GRANT, and REVOKE. See Ac-
count Management Statements.

Internally, the server stores privilege information in the grant tables of the mysql database (that is, in the database named nmysql ). The
MySQL server reads the contents of these tables into memory when it starts and bases access-control decisions on the in-memory copies
of the grant tables.

The MySQL privilege system ensuresthat all users may perform only the operations permitted to them. As a user, when you connect to
aMySQL server, your identity is determined by the host from which you connect and the user name you specify. When you issue re-
quests after connecting, the system grants privileges according to your identity and what you want to do.

MySQL considers both your host name and user name in identifying you because there is no reason to assume that a given user name
belongs to the same person on all hosts. For example, the user j oe who connects from of fi ce. exanpl e. comneed not be the same
person as the user j oe who connects from hone. exanpl e. com MySQL handles this by enabling you to distinguish users on differ-
ent hosts that happen to have the same name: Y ou can grant one set of privileges for connections by j oe from of -

fice. exanpl e. com and adifferent set of privilegesfor connectionsby j oe from hone. exanpl e. com To see what privileges a
given account has, use the SHONV GRANTS statement. For example:

SHOW GRANTS FOR 'j oe' @office. exanpl e. cont ;
SHOW GRANTS FOR '] oe' @ horne. exanpl e. com ;

MySQL access control involves two stages when you run a client program that connects to the server:

Stage 1: The server accepts or rejects the connection based on your identity and whether you can verify your identity by supplying the
correct password.

Stage 2: Assuming that you can connect, the server checks each statement you issue to determine whether you have sufficient privileges
to performit. For example, if you try to select rows from atable in a database or drop a table from the database, the server verifies that
you have the SELECT privilege for the table or the DROP privilege for the database.

For amore detailed description of what happens during each stage, see Section 3.4, “Access Control, Stage 1: Connection Verification”,
and Section 3.5, “Access Control, Stage 2: Request Verification”.

If your privileges are changed (either by yourself or someone else) while you are connected, those changes do not necessarily take effect
immediately for the next statement that you issue. For details about the conditions under which the server reloads the grant tables, see
Section 3.6, “When Privilege Changes Take Effect”.

For general security-related advice, see Chapter 1, General Security Issues. For help in diagnosing privilege-related problems, see Sec-
tion 3.7, “ Causes of Access-Denied Errors’.

3.1. Privileges Provided by MySQL

MySQL provides privileges that apply in different contexts and at different levels of operation:

« Administrative privileges enable users to manage operation of the MySQL server. These privileges are global because they are not
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specific to a particular database.

« Database privileges apply to a database and to all objects within it. These privileges can be granted for specific databases, or glob-
ally so that they apply to all databases.

« Privileges for database objects such as tables, indexes, views, and stored routines can be granted for specific objects within a data-
base, for all objects of a given type within a database (for example, all tablesin a database), or globally for all objects of agiven
typein all databases).

Information about account privilegesis stored intheuser , db, host ,t abl es_priv,col utms_pri v,andprocs_pri v tables
inthenmysql database (see Section 3.2, “Privilege System Grant Tables’). The MySQL server reads the contents of these tables into
memory when it starts and reloads them under the circumstances indicated in Section 3.6, “When Privilege Changes Take Effect”. Ac-
cess-control decisions are based on the in-memory copies of the grant tables.

Some releases of MySQL introduce changes to the structure of the grant tables to add new access privileges or features. Whenever you
update to anew version of MySQL, you should update your grant tables to make sure that they have the current structure so that you
can take advantage of any new capabilities. Seemysql _upgr ade.

The following table shows the privilege nhames used at the SQL level in the GRANT and REVOKE statements, along with the column
name associated with each privilege in the grant tables and the context in which the privilege applies.

Table 3.1. Permissible Privileges for GRANT and REVOKE

Privilege Column Context

CREATE Create_priv databases, tables, or indexes
DROP Drop_priv databases, tables, or views
GRANT OPTI ON Grant_priv databases, tables, or stored routines
LOCK TABLES Lock_tables_priv databases

REFERENCES Ref erences_priv databases or tables

EVENT Event _priv databases

ALTER Alter_priv tables

DELETE Delete_priv tables

| NDEX | ndex_priv tables

| NSERT I nsert_priv tables or columns

SELECT Sel ect _priv tables or columns

UPDATE Update_priv tables or columns

CREATE TEMPCORARY TABLES Create_tnp_table_priv tables

TRI GGER Trigger_priv tables

CREATE VI EW Create_view priv views

SHOW VI EW Show_vi ew_priv views

ALTER ROUTI NE

Alter _routine_priv

stored routines

CREATE ROUTI NE

Create_routine_priv

stored routines

EXECUTE Execute_priv stored routines

FI LE File_priv file access on server host
CREATE USER Create_user_priv server administration
PROCESS Process_priv server administration
RELQAD Rel oad_priv server administration

REPLI CATI ON CLI ENT

Repl _client_priv

server administration

REPLI CATI ON SLAVE

Repl _slave_priv

server administration

SHOW DATABASES

Show _db_priv

server administration

SHUTDOVWN

Shut down_priv

server administration
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Privilege

Column

Context

SUPER

Super _priv

server administration

ALL [ PRI VI LEGES]

server administration

USAGE

server administration

The following list provides a general description of each privilege available in MySQL. Particular SQL statements might have more
specific privilege requirements than indicated here. If so, the description for the statement in question provides the details.

The ALL or ALL PRI VI LEGES privilege specifier is shorthand. It stands for “al privileges available at a given privilege level”
(except GRANT OPTI ON). For example, granting ALL at the global or table level grants all global privileges or all table-level priv-
ileges.

The ALTER privilege enables use of ALTER TABLE to change the structure of tables. ALTER TABLE also requires the CREATE
and | NSERT privileges. Renaming atable requires ALTER and DROP on the old table, ALTER, CREATE, and | NSERT on the new
table.

The ALTER ROUTI NE privilege is needed to alter or drop stored routines (procedures and functions).
The CREATE privilege enables creation of new databases and tables.
The CREATE ROUTI NE privilege is heeded to create stored routines (procedures and functions).

The CREATE TEMPCORARY TABLES privilege enables the creation of temporary tables using the CREATE TEMPORARY TABLE
statement.

However, other operations on atemporary table, such as| NSERT, UPDATE, or SELECT, require additional privileges for those op-
erations for the database containing the temporary table, or for the nontemporary table of the same name.

To keep privileges for temporary and nontemporary tables separate, a common workaround for this situation is to create a database
dedicated to the use of temporary tables. Then for that database, a user can be granted the CREATE TEMPORARY TABLES priv-
ilege, along with any other privileges required for temporary table operations done by that user.

The CREATE USER privilege enables use of CREATE USER, DROP USER, RENAVE USER, and REVOKE ALL PRI VI LEGES.
The CREATE VI EWprivilege enables use of CREATE VI EW
The DELETE privilege enables rows to be deleted from tables in a database.

The DROP privilege enables you to drop (remove) existing databases, tables, and views. Beginning with MySQL 5.1.10, the DROP
privilegeis also required to use the statement ALTER TABLE ... DROP PARTI Tl ONon apartitioned table. Beginning with
MySQL 5.1.16, the DROP privilege isrequired for TRUNCATE TABLE (before that, TRUNCATE TABLE requires the DELETE
privilege). If you grant the DROP privilege for themysql databaseto a user, that user can drop the database in which the MySQL
access privileges are stored.

The EVENT privilege is required to create, alter, drop, or see events for the Event Scheduler. This privilege was added in MySQL
5.1.6.

The EXECUTE privilege is required to execute stored routines (procedures and functions).

The FI LE privilege gives you permission to read and write files on the server host using the LOAD DATA | NFI LE and SELECT
... | NTO OUTFI LE statements and the LOAD_FI LE() function. A user who hasthe FI LE privilege can read any file on the

server host that is either world-readable or readable by the MySQL server. (Thisimpliesthe user can read any file in any database

directory, because the server can access any of those files.) The FI LE privilege also enables the user to create new filesin any dir-
ectory where the MySQL server has write access. As a security measure, the server will not overwrite existing files.

The GRANT OPTI ON privilege enables you to give to other users or remove from other users those privileges that you yourself pos-
SESS.

The | NDEX privilege enables you to create or drop (remove) indexes. | NDEX applies to existing tables. If you have the CREATE
privilege for atable, you can include index definitionsin the CREATE TABLE statement.

The | NSERT privilege enables rows to be inserted into tables in a database. | NSERT is also required for the ANALYZE TABLE,
OPTI M ZE TABLE, and REPAI R TABLE table-maintenance statements.
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The LOCK TABLES privilege enables the use of explicit LOCK TABLES statementsto lock tables for which you have the SELECT
privilege. Thisincludes the use of write locks, which prevents other sessions from reading the locked table.

The PROCESS privilege pertains to display of information about the threads executing within the server (that is, information about
the statements being executed by sessions). The privilege enables use of SHOW PROCESSLI ST or nysql admi n process-
| i st to seethreads belonging to other accounts; you can always see your own threads.

The REFERENCES privilege currently is unused.

The RELOAD privilege enables use of the FLUSH statement. It also enablesnysql adnm n commands that are equivalent to FLUSH
operations. f | ush-host s, fl ush-1o0gs,fl ush-privil eges,flush-status,flush-tables,flush-threads,
refresh,andr el oad.

Ther el oad command tells the server to reload the grant tablesinto memory. f | ush- pri vi | eges isasynonym for r el oad.
Ther ef r esh command closes and reopens the log files and flushes all tables. The other f | ush- xxx commands perform func-
tionssimilar tor ef r esh, but are more specific and may be preferable in some instances. For example, if you want to flush just the
log files, f | ush- | ogs isabetter choicethanr ef r esh.

The REPLI CATI ON CLI ENT privilege enables the use of SHOW MASTER STATUS and SHOW SLAVE STATUS.

The REPLI CATI ON SLAVE privilege should be granted to accounts that are used by slave servers to connect to the current server
as their master. Without this privilege, the slave cannot request updates that have been made to databases on the master server.

The SELECT privilege enables you to select rows from tables in a database. SELECT statements require the SELECT privilege only
if they actually retrieve rows from atable. Some SELECT statements do not access tables and can be executed without permission
for any database. For example, you can use SELECT as asimple calculator to evaluate expressions that make no reference to tables:

SELECT 1+1;
SELECT PI () *2;

The SELECT privilege is also needed for other statements that read column values. For example, SELECT is needed for columns
referenced on the right hand side of col _nanme=expr assignment in UPDATE statements or for columns named in the WHERE
clause of DELETE or UPDATE statements.

The SHOW DATABASES privilege enables the account to see database names by issuing the SHON DATABASE statement. Ac-
counts that do not have this privilege see only databases for which they have some privileges, and cannot use the statement at all if
the server was started with the - - ski p- show dat abase option. Note that any global privilegeis a privilege for the database.

The SHOW VI EWprivilege enables use of SHON CREATE VI EW
The SHUTDOWN privilege enables use of the mysql adni n shut down command. Thereis no corresponding SQL statement.

The SUPER privilege enables an account to use CHANGE MASTER TO, Kl LL or nysql admi n ki | | tokill threads belonging to
other accounts (you can always kill your own threads), PURGE Bl NARY LOGS, configuration changesusing SET GLOBAL to
modify global system variables, thenysql adm n debug command, enabling or disabling logging, performing updates even if
ther ead_onl y system variable is enabled, starting and stopping replication on slave servers, specification of any account in the
DEFI NER attribute of stored programs and views, and enables you to connect (once) even if the connection limit controlled by the
nmax_connect i ons system variableis reached.

To create or alter stored functions if binary logging is enabled, you may also need the SUPER privilege, as described in Binary Log-
ging of Stored Programs.

The TRI GGER privilege enables trigger operations. Y ou must have this privilege for atable to create, drop, or execute triggers for
that table. This privilege was added in MySQL 5.1.6. (Prior to MySQL 5.1.6, trigger operations required the SUPER privilege.)

The UPDATE privilege enables rows to be updated in tables in a database.

The USAGE privilege specifier stands for “no privileges.” It isused at the global level with GRANT to modify account attributes such
as resource limits or SSL characteristics without affecting existing account privileges.

It isagood ideato grant to an account only those privileges that it needs. Y ou should exercise particular caution in granting the FI LE
and administrative privileges:

The FI LE privilege can be abused to read into a database table any files that the MySQL server can read on the server host. Thisin-
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cludes all world-readable files and filesin the server's data directory. The table can then be accessed using SELECT to transfer its
contents to the client host.

«  The GRANT OPTI ON privilege enables usersto give their privileges to other users. Two usersthat have different privileges and
with the GRANT OPTI ON privilege are able to combine privileges.

e The ALTER privilege may be used to subvert the privilege system by renaming tables.
*  The SHUTDOWN privilege can be abused to deny service to other users entirely by terminating the server.

« The PROCESS privilege can be used to view the plain text of currently executing statements, including statements that set or change
passwords.

« The SUPER privilege can be used to terminate other sessions or change how the server operates.
* Privileges granted for theny sl database itself can be used to change passwords and other access privilege information. Passwords
are stored encrypted, so a malicious user cannot simply read them to know the plain text password. However, a user with write ac-

cesstotheuser table Passwor d column can change an account's password, and then connect to the MySQL server using that ac-
count.

3.2. Privilege System Grant Tables

Normally, you manipulate the contents of the grant tablesinthenysql database indirectly by using statements such as GRANT and
REVOKE to set up accounts and control the privileges available to each one. See Account Management Statements. The discussion here
describes the underlying structure of the grant tables and how the server uses their contents when interacting with clients.

Thesemysql database tables contain grant information:

e user: Contains user accounts, global privileges, and other non-privilege columns.
e db: Contains database-level privileges.

¢ host: Obsolete.

e tables_priv: Containstable-level privileges.

e col ums_pri v: Contains column-level privileges.

e procs_priv: Contains stored procedure and function privileges.
Other tablesin the nysql database do not hold grant information and are discussed elsewhere:

« event : Containsinformation about Event Scheduler events: See Using the Event Scheduler.

e func: Containsinformation about user-defined functions: See Adding New Functionsto MySQL.

¢ hel p_xxx: Thesetables are used for server-side help: See Server-Side Help.

¢ pl ugi n: Contains information about server plugins: See Installing and Uninstalling Plugins, and The MySQL Plugin API.
« proc: Containsinformation about stored procedures and functions: See Using Stored Routines (Procedures and Functions).
e servers: Used by the FEDERATED storage engine: See Creating a FEDERATED Table Using CREATE SERVER.

e tine_zone_xxx: Thesetables contain time zone information: See MySQL Server Time Zone Support.

e Tableswith | og intheir name are used for logging: See MySQL Server Logs.

Each grant table contains scope columns and privilege columns:
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Scope columns determine the scope of each row (entry) in the tables; that is, the context in which the row applies. For example, a
user tablerow with Host and User valuesof ' t homas. | oc. gov' and' bob' would be used for authenticating connections
made to the server fromthe host t honas. | oc. gov by aclient that specifies a user name of bob. Similarly, adb table row with
Host , User, and Db columnvauesof ' t honmas. | oc. gov' ,' bob' and' reports' would be used when bob connects from
thehostt honas. | oc. gov to accessther epor t s database. Thet abl es_pri v andcol unms_pr i v tables contain scope
columns indicating tables or table/column combinations to which each row applies. Thepr ocs_pri v scope columnsindicate the
stored routine to which each row applies.

Privilege columnsindicate which privileges are granted by atable row; that is, what operations can be performed. The server com-
bines the information in the various grant tables to form a complete description of a user's privileges. Section 3.5, “Access Control,
Stage 2: Request Verification”, describes the rules that are used to do this.

The server uses the grant tablesin the following manner:

Theuser table scope columns determine whether to reject or permit incoming connections. For permitted connections, any priv-
ileges granted inthe user table indicate the user's global privileges. Any privilege granted in this table appliesto all databases on
the server.

Note

Because any global privilegeis considered a privilege for all databases, any global privilege enables a user to see all data-
base names with SHOW DATABASES or by examining the SCHEMATA table of | NFORVATI ON_SCHENA.

The db table scope columns determine which users can access which databases from which hosts. The privilege columns determine
which operations are permitted. A privilege granted at the database level applies to the database and to all objects in the database,
such as tables and stored programs.

Thehost tableisused in conjunction with the db table when you want a given db table row to apply to several hosts. For ex-
ample, if you want a user to be able to use a database from several hostsin your network, leave the Host value empty in the user's
db table row, then populate the host table with arow for each of those hosts. This mechanism is described more detail in Sec-
tion 3.5, “Access Control, Stage 2: Request Verification”.

Note
Thehost table must be modified directly with statements such as | NSERT, UPDATE, and DELETE. It is not affected by
statements such as GRANT and REVOKE that modify the grant tables indirectly. Most MySQL installations need not use
thistable at all.
Thet abl es_pri v andcol umms_pri v tablesare similar to the db table, but are more fine-grained: They apply at the table and
column levels rather than at the database level. A privilege granted at the table level appliesto the table and to all its columns. A
privilege granted at the column level applies only to a specific column.

Theprocs_pri v table appliesto stored routines. A privilege granted at the routine level applies only to asingle routine.

The server usestheuser , db, and host tablesinthemysql database at both the first and second stages of access control (see
Chapter 3, The MySQL Access Privilege System). The columnsinthe user and db tables are shown here. Thehost tableissimilar to
the db table but has a specialized use as described in Section 3.5, “ Access Control, Stage 2: Request Verification”.

Table 3.2. user and db Table Columns

Table Name user db

Scope columns Host Host
User Db
Passwor d User

Privilege columns

Sel ect _priv

Sel ect _priv

I nsert_priv

I nsert_priv

Update_priv

Update_priv

Delete_priv

Delete_priv
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Table Name user db
I ndex_priv I ndex_priv
Alter _priv Alter _priv
Create_priv Create_priv
Drop_priv Drop_priv
G ant_priv G ant_priv

Create_view priv

Create_view priv

Show view priv

Show view priv

Create_routine_priv

Create_routine_priv

Alter _routine_priv

Alter _routine_priv

Execute_priv

Execute_priv

Trigger_priv

Trigger_priv

Event _priv

Event _priv

Create_tnp_table_priv

Create_tnp_table_priv

Lock_tables_priv

Lock_tables_priv

References_priv

References_priv

Rel oad_priv

Shut down_pri v

Process_priv

File_priv

Show_db_priv

Super _priv

Repl _slave_priv

Repl _client_priv

Create_user_priv

Security columns

ssl _type

ssl _ci pher

x509 i ssuer

x509_subj ect

Resour ce control columns

max_questions

max_updat es

mex_connecti ons

mex_user _connecti ons

TheEvent _privandTri gger_pri v columnswere added in MySQL 5.1.6.

During the second stage of access control, the server performs request verification to make sure that each client has sufficient privileges
for each request that it issues. In addition to theuser , db, and host grant tables, the server may also consult thet abl es_pri v and
col umms_pri v tablesfor requests that involve tables. The latter tables provide finer privilege control at the table and column levels.

They have the columns shown in the following table.

Table 3.3. tabl es_priv and col ums_pri v Table Columns

Table Name tables _priv colums_priv
Scope columns Host Host

Db Db

User User

Tabl e_nane

Tabl e_nane
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Table Name tables_priv colums_priv
Col umm_nane
Privilege columns Tabl e_priv Col um_priv
Col um_priv
Other columns Ti mest anp Ti mest anp
G ant or

The Ti nest anp and Gr ant or columns currently are unused and are discussed no further here.

For verification of requests that involve stored routines, the server may consult the pr ocs_pr i v table, which has the columns shown
in the following table.

Table 3.4. procs_pri v Table Columns

Table Name procs_priv
Scope columns Host

Db

User

Rout i ne_nane

Routi ne_type

Privilege columns Proc_priv
Other columns Ti mest anp
G ant or

TheRout i ne_t ype column isan ENUMcolumn with valuesof * FUNCTI ON' or ' PROCEDURE' to indicate the type of routine the
row refersto. This column enables privileges to be granted separately for afunction and a procedure with the same name.

TheTi mest anp and G- ant or columns currently are unused and are discussed no further here.

Scope columns in the grant tables contain strings. They are declared as shown here; the default value for each is the empty string.

Table 3.5. Grant Table Scope Column Types

Column Name Type

Host CHAR( 60)
User CHAR( 16)
Passwor d CHAR(41)
Db CHAR( 64)
Tabl e_nane CHAR( 64)
Col utm_nane CHAR( 64)
Rout i ne_nane CHAR( 64)

For access-checking purposes, comparisons of User , Passwor d, Db, and Tabl e_nane values are case sensitive. Comparisons of
Host, Col utm_nane, and Rout i ne_namne values are not case sensitive.

Intheuser, db, and host tables, each privilegeislisted in a separate column that isdeclared asENUM ' N' , ' Y' ) DEFAULT
" N' . In other words, each privilege can be disabled or enabled, with the default being disabled.

Inthet abl es_priv,col umms_priv,andprocs_pri v tables, the privilege columns are declared as SET columns. Valuesin
these columns can contain any combination of the privileges controlled by the table. Only those privileges listed in the column value are
enabled.
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Table 3.6. Set-Type Privilege Column Values

Table Name Column Name Possible Set Elements

tables_priv Tabl e_priv "Select', '"lInsert', '"Update', 'Delete', 'Cre-
ate', 'Drop', "Grant', 'References', 'In-
dex', "Alter', 'Create View, 'Show view,
"Trigger'

tables_priv Col um_priv "Select', '"lInsert', 'Update', 'References'

colums_priv Col um_priv "Select', '"lInsert', 'Update', 'References'

procs_priv Proc_priv ' Execute', 'Alter Routine', 'Gant'

Administrative privileges (such as RELOAD or SHUTDOMN) are specified only intheuser table. Administrative operations are opera-
tions on the server itself and are not database-specific, so thereis no reason to list these privilegesin the other grant tables. Con-
sequently, to determine whether you can perform an administrative operation, the server need consult only the user table.

The FI LE privilege also is specified only intheuser table. It is not an administrative privilege as such, but your ability to read or
write files on the server host is independent of the database you are accessing.

Thenysql d server reads the contents of the grant tables into memory when it starts. Y ou can tell it to reload the tables by issuing a
FLUSH PRI VI LECES statement or executing anysql admi n fl ush-privil eges ornmysqgl adm n rel oad command.
Changes to the grant tables take effect as indicated in Section 3.6, “When Privilege Changes Take Effect”.

When you modify an account's privileges, it is agood idea to verify that the changes set up privileges the way you want. To check the
privileges for agiven account, use the SHOWV GRANTS statement (see SHOW GRANTS Syntax). For example, to determine the priv-
ileges that are granted to an account with user name and host name values of bob and pc84. exanpl e. com use this statement:

SHOW GRANTS FOR ' bob' @ pc84. exanpl e. com ;

3.3. Specifying Account Names

MySQL account names consist of a user name and a host name. This enables creation of accounts for users with the same name who
can connect from different hosts. This section describes how to write account names, including special values and wildcard rules.

In SQL statements such as CREATE USER, GRANT, and SET PASSWORD, write account names using the following rules:

e Syntax for account namesis' user _nane' @ host _nane' .

* Anaccount hame consisting only of auser nameisequivalentto' user _nane' @ % . For example, ' nme' isequivaent to
' @% .

« Theuser name and host name need not be quoted if they are legal as unquoted identifiers. Quotes are necessary to specify a

user _nane string containing special characters (such as“- "), or ahost _nane string containing special characters or wildcard
characters (such as“9%); for example, ' t est - user' @ % coni .

(TR] wion

e Quote user names and host names as identifiers or as strings, using either backticks (
quotation marks (“" ).

), single quotation marks (' "), or double

¢ Theuser name and host name parts, if quoted, must be quoted separately. That is, write' me' @ | ocal host ' , not
"me@ ocal host ' ; thelatter isinterpreted as' me@ ocal host' @ % .

* A reference to the CURRENT_USER() (or CURRENT_USER) function is equivalent to specifying the current user's name and host
name literally.

MySQL stores account names in grant tablesin the mysql database using separate columns for the user name and host name parts:

¢ Theuser tablecontains onerow for each account. The User and Host columns store the user name and host name. Thistable
also indicates which global privileges the account has.



http://dev.mysql.com/doc/refman/5.5/en/flush.html
http://dev.mysql.com/doc/refman/5.5/en/show-grants.html
http://dev.mysql.com/doc/refman/5.5/en/show-grants.html
http://dev.mysql.com/doc/refman/5.5/en/create-user.html
http://dev.mysql.com/doc/refman/5.5/en/grant.html
http://dev.mysql.com/doc/refman/5.5/en/set-password.html

The MySQL Access Privilege System

« Other grant tables indicate privileges an account has for databases and objects within databases. These tables have User and Host
columns to store the account name. Each row in these tables associates with the account in the user table that has the same User
and Host values.

For additional detail about grant table structure, see Section 3.2, “Privilege System Grant Tables’.

User names and host names have certain special values or wildcard conventions, as described following.

A user nameis either anonblank value that literally matches the user name for incoming connection attempts, or a blank value (empty

string) that matches any user name. An account with a blank user name is an anonymous user. To specify an anonymous user in SQL

statements, use a quoted empty user name part, suchas' ' @ | ocal host ' .

The host name part of an account name can take many forms, and wildcards are permitted:

¢ A host value can be ahost name or an IP address. Thename' | ocal host ' indicatesthe local host. The |P address
'127.0.0. 1" indicates the loopback interface.

¢ You can usethewildcard characters“%% and “_" in host values. These have the same meaning as for pattern-matching operations
performed with the L1 KE operator. For example, a host value of ' % matches any host name, whereas a value of
' % nysql . coml matchesany host inthe mysql . comdomain.' 192. 168. 1. % matches any host in the 192.168.1 class C
network.

Because you can use | P wildcard values in host values (for example, ' 192. 168. 1. % to match every host on a subnet), someone
could try to exploit this capability by naming ahost 192. 168. 1. sonewher e. com To foil such attempts, MySQL disallows
matching on host names that start with digits and adot. Thus, if you have a host named something like 1. 2. exanpl e. com its
name never matches the host part of account names. An |P wildcard value can match only |P addresses, not host names.

¢ For ahost value specified as an |P address, you can specify a netmask indicating how many address bits to use for the network num-
ber. The syntax ishost _i p/ net mask. For example:

CREATE USER ' davi d' @ 192. 58. 197. 0/ 255. 255. 255. 0" ;

Thisenablesdavi d to connect from any client host having an IP addresscl i ent _i p for which the following condition is true:

client_ip & netmask = host_ip

That is, for the CREATE USER statement just shown:

client_ip & 255.255.255.0 = 192.58.197.0

| P addresses that satisfy this condition and can connect to the MySQL server are those in the range from 192. 58. 197. 0 to
192. 58. 197. 255.

The netmask can only be used to tell the server to use 8, 16, 24, or 32 hits of the address. Examples:
e 192.0.0.0/255.0.0.0: Any host on the 192 class A network

e 192.168. 0.0/ 255. 255. 0. 0: Any host on the 192.168 class B network

e 192.168. 1.0/ 255. 255. 255. 0: Any host on the 192.168.1 class C network

e 192.168. 1. 1: Only the host with this specific | P address

The following netmask will not work because it masks 28 hits, and 28 is not a multiple of 8:

192. 168. 0. 1/ 255. 255. 255. 240

3.4. Access Control, Stage 1: Connection Verification

When you attempt to connect to a MySQL server, the server accepts or rejects the connection based on your identity and whether you
can verify your identity by supplying the correct password. If not, the server denies access to you completely. Otherwise, the server ac-
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cepts the connection, and then enters Stage 2 and waits for requests.

Y our identity is based on two pieces of information:

¢ Theclient host from which you connect

¢ Your MySQL user name

Identity checking is performed using the three user table scope columns (Host , User , and Passwor d). The server accepts the con-
nection only if the Host and User columnsin someuser table row match the client host name and user name and the client supplies
the password specified in that row. The rules for permissible Host and User values are given in Section 3.3, “ Specifying Account
Names’.

If the User column value is nonblank, the user name in an incoming connection must match exactly. If the User vaueisblank, it
matches any user name. If theuser table row that matches an incoming connection has a blank user name, the user is considered to be
an anonymous user with no name, not a user with the name that the client actually specified. This means that a blank user nameis used
for all further access checking for the duration of the connection (that is, during Stage 2).

The Passwor d column can be blank. Thisis not awildcard and does not mean that any password matches. It means that the user must
connect without specifying a password.

Nonblank Passwor d valuesinthe user table represent encrypted passwords. MySQL does not store passwords in plaintext form for
anyone to see. Rather, the password supplied by a user who is attempting to connect is encrypted (using the PASSWORD( ) function).
The encrypted password then is used during the connection process when checking whether the password is correct. Thisis done
without the encrypted password ever traveling over the connection. See Section 4.1, “User Names and Passwords’.

From MySQL's point of view, the encrypted password is the real password, so you should never give anyone access to it. In particular,
do not give nonadministrative usersread access to tablesin the mysql database.

The following table shows how various combinations of Host and User valuesintheuser table apply to incoming connections.

Host Value User Value Per missible Connections

"thomas. | oc. gov' "fred f r ed, connecting fromt homas. | oc. gov

"thomas. | oc. gov' v Any user, connecting fromt honas. | oc. gov

"% "fred f r ed, connecting from any host

" % v Any user, connecting from any host

"% 1 oc. gov' "fred f r ed, connecting from any host inthel oc. gov domain

"X.y. % "fred fred, connecting fromx. y. net,x.y.comx. y. edu, and so
on; thisis probably not useful

' 144. 155. 166. 177" "fred' f r ed, connecting from the host with IP address
144.155. 166. 177

'144. 155. 166. % "fred f r ed, connecting from any host inthe 144. 155. 166 classC
subnet

' 144. 155. 166. 0/ 255. 255. 255. 0 "fred Same as previous example

It is possible for the client host name and user name of an incoming connection to match more than onerow intheuser table. The pre-
ceding set of examples demonstrates this: Several of the entries shown match a connection fromt homas. | oc. gov by f r ed.

When multiple matches are possible, the server must determine which of them to use. It resolves this issue as follows:

¢ Whenever the server readsthe user table into memory, it sorts the rows.
*  When aclient attempts to connect, the server looks through the rows in sorted order.

¢ Theserver usesthe first row that matches the client host name and user name.

The server uses sorting rules that order rows with the most-specific Host valuesfirst. Literal host names and | P addresses are the most
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specific. (The specificity of aliteral 1P addressis not affected by whether it has a netmask, so 192. 168. 1. 13 and

192. 168. 1. 0/ 255. 255. 255. 0 are considered equally specific.) The pattern’ % means“any host” and is least specific. The
empty string ' also means “any host” but sorts after * % . Rows with the same Host value are ordered with the most-specific User
valuesfirst (ablank User value means*any user” and is least specific).

To see how thisworks, suppose that the user tablelooks like this:

fmcccoocosooo fmccscocosco +-

| Host | User |

B [ +-

| % | root |
% | jeffrey |

| l'ocal host | root |

| local host | |

Focccoocosooo foccscocosco +-

foccccmco=oo= foccmcco=co +-
| Host | User |
Poccccocozooo Poccccocozco +-
| local host | root |

| I'ocal host | |

| % | jeffrey |

| % | root | .
focccoco=ocos foccccco=co +-

When a client attempts to connect, the server |ooks through the sorted rows and uses the first match found. For a connection from | oc-
al host by | ef f r ey, two of the rows from the table match: the one with Host and User valuesof ' | ocal host' and' ', andthe
onewithvaluesof ' % and' j ef frey' .The' | ocal host' row appearsfirst in sorted order, so that is the one the server uses.

Here is another example. Suppose that the user table lookslike this:

%

%

A connectionby j ef frey fromt honas. | oc. gov is matched by the first row, whereas a connection by j ef f r ey from any host is
matched by the second.

Note

It is a common misconception to think that, for a given user name, al rows that explicitly name that user are used first
when the server attempts to find a match for the connection. Thisis not true. The preceding example illustrates this, where
aconnection fromt hones. | oc. gov by ef f r ey isfirst matched not by the row containing' j ef f rey' asthe
User column value, but by the row with no user name. Asaresult, j ef f r ey is authenticated as an anonymous user,
even though he specified a user name when connecting.

If you are able to connect to the server, but your privileges are not what you expect, you probably are being authenticated as some other
account. To find out what account the server used to authenticate you, use the CURRENT _USER( ) function. (See Information Func-
tions.) Itreturnsavaueinuser _nanme@ost _namne format that indicates the User and Host values from the matching user table
row. Supposethat j ef f r ey connects and issues the following query:

mysqgl > SELECT CURRENT_USER() ;

B +
| CURRENT_USER() |
e e S +
| @ ocal host |
B +
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The result shown here indicates that the matching user table row had ablank User column value. In other words, the server is treating
j ef f r ey asan anonymous user.

Another way to diagnose authentication problemsisto print out the user table and sort it by hand to see where the first match is being
made.

3.5. Access Control, Stage 2: Request Verification

After you establish a connection, the server enters Stage 2 of access control. For each request that you issue through that connection, the
server determines what operation you want to perform, then checks whether you have sufficient privilegesto do so. Thisis where the
privilege columns in the grant tables comeinto play. These privileges can come from any of theuser , db, host ,t abl es_pri v,

col ums_priv,orprocs_pri v tables. (You may find it helpful to refer to Section 3.2, “ Privilege System Grant Tables’, which
lists the columns present in each of the grant tables.)

Theuser table grants privileges that are assigned to you on a global basis and that apply no matter what the default database is. For ex-
ample, if theuser table grants you the DELETE privilege, you can delete rows from any table in any database on the server host! Itis
wiseto grant privilegesin theuser table only to people who need them, such as database administrators. For other users, you should
leave al privilegesintheuser tablesetto’ N' and grant privileges at more specific levels only. Y ou can grant privileges for particular
databases, tables, columns, or routines.

Thedb and host tables grant database-specific privileges. Valuesin the scope columns of these tables can take the following forms:

e Ablank User valuein the db table matches the anonymous user. A nonblank value matches literally; there are no wildcards in user
names.

¢ Thewildcard characters“% and“_" can beused in the Host and Db columns of either table. These have the same meaning as for
pattern-matching operations performed with the LI KE operator. If you want to use either character literally when granting priv-
ileges, you must escape it with a backslash. For example, to include the underscore character (“_") as part of a database name, spe-
cify itas“\ _" in the GRANT statement.

¢ A' % Host vaueinthedb table means“any host.” A blank Host valuein the db table means“ consult the host table for fur-
ther information” (a processthat is described later in this section).

e A' 9% orblank Host valueinthehost table means“any host.”

e A' % orblank Db valuein either table means “any database.”

The server readsthe db and host tablesinto memory and sorts them at the same time that it reads the user table. The server sortsthe
db table based on the Host , Db, and User scope columns, and sortsthe host table based on the Host and Db scope columns. As
withtheuser table, sorting puts the most-specific values first and least-specific values last, and when the server looks for matching
entries, it uses the first match that it finds.

Thet abl es_pri v, col umms_pri v, and procs_pri v tablesgrant table-specific, column-specific, and routine-specific priv-
ileges. Vauesin the scope columns of these tables can take the following forms:

¢ Thewildcard characters“% and“_" can be used in the Host column. These have the same meaning as for pattern-matching opera-
tions performed with the LI KE operator.

e A' % orblank Host value means“any host.”

e TheDb, Tabl e_nane, Col unm_nane, and Rout i ne_narmne columns cannot contain wildcards or be blank.

The server sortsthet abl es_pri v, col utms_pri v, andprocs_pri v tables based on the Host , Db, and User columns. Thisis
similar to db table sorting, but simpler because only the Host column can contain wildcards.

The server uses the sorted tables to verify each request that it receives. For requests that require administrative privileges such as
SHUTDOVWN or REL OAD, the server checks only the user table row because that is the only table that specifies administrative priv-
ileges. The server grants access if the row permits the requested operation and denies access otherwise. For example, if you want to ex-
ecutenysql admi n shut down but your user table row does not grant the SHUTDOWN privilege to you, the server denies access
without even checking the db or host tables. (They contain no Shut down_pr i v column, so thereis no need to do so.)
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For database-related requests (I NSERT, UPDATE, and so on), the server first checks the user's global privileges by looking in the user
table row. If the row permits the requested operation, access is granted. If the global privilegesintheuser table are insufficient, the
server determines the user's database-specific privileges by checking thedb and host tables:

1. Theserver looksinthedb table for amatch on the Host , Db, and User columns. The Host and User columns are matched to
the connecting user's host name and MySQL user name. The Db column is matched to the database that the user wants to access. If
thereisno row for the Host and User , accessis denied.

2. If thereisamatching db tablerow and itsHost columnis not blank, that row defines the user's database-specific privileges.

3. If thematching db tablerow'sHost columnisblank, it signifiesthat the host table enumerates which hosts should be permitted
access to the database. In this case, afurther lookup isdoneinthe host tableto find a match on the Host and Db columns. If no
host tablerow matches, accessisdenied. If there isamatch, the user's database-specific privileges are computed as the intersec-
tion (not the union!) of the privilegesin the db and host table entries; that is, the privilegesthat are’ Y' in both entries. (This
way you can grant general privilegesin the db table row and then selectively restrict them on a host-by-host basis using the host
table entries.)

After determining the database-specific privileges granted by the db and host table entries, the server adds them to the global priv-
ileges granted by theuser table. If the result permits the requested operation, access is granted. Otherwise, the server successively
checks the user's table and column privilegesinthet abl es_pri v and col unms_pri v tables, adds those to the user's privileges,
and permits or denies access based on the result. For stored-routine operations, the server usesthe pr ocs_pri v tablerather than
tabl es_privandcol utms_priv.

Expressed in boolean terms, the preceding description of how a user's privileges are cal culated may be summarized like this:

gl obal privil eges

OR (database privil eges AND host privil eges)
OR table privileges

OR colum privil eges

OR routine privileges

It may not be apparent why, if the global user row privileges are initially found to be insufficient for the requested operation, the serv-
er adds those privileges to the database, table, and column privileges later. The reason is that a request might require more than one type
of privilege. For example, if you executean | NSERT | NTO ... SELECT statement, you need both the | NSERT and the SELECT
privileges. Your privileges might be such that the user table row grants one privilege and the db table row grants the other. In this
case, you have the necessary privileges to perform the request, but the server cannot tell that from either table by itself; the privileges
granted by the entries in both tables must be combined.

Thehost tableisnot affected by the GRANT or REVOKE statements, so it is unused in most MySQL installations. If you modify it dir-
ectly, you can use it for some specialized purposes, such asto maintain alist of secure servers on the local network that are granted all
privileges.

You can also usethe host tableto indicate hosts that are not secure. Suppose that you have amachine publ i c. your . domai n that
islocated in a public area that you do not consider secure. Y ou can enable access to all hosts on your network except that machine by
using host table entrieslikethis:

fooccococcooccooccooos +-- - - -
| Host | Db | ...

Joccccocccoccooccoaos H-- - -

| public.your.domain | % | ... (all privileges set to 'N)
| % your. donmi n | % | ... (all privileges set to 'Y")
foocccoccooccoosoooso +- - - - -

3.6. When Privilege Changes Take Effect

When nysql d starts, it reads all grant table contents into memory. The in-memory tables become effective for access control at that
point.

If you modify the grant tables indirectly using account-management statements such as GRANT, REVOKE, SET PASSWORD, or RE-
NANME USER, the server notices these changes and |oads the grant tables into memory again immediately.

If you modify the grant tables directly using statements such as | NSERT, UPDATE, or DELETE, your changes have no effect on priv-
ilege checking until you either restart the server or tell it to reload the tables. If you change the grant tables directly but forget to reload
them, your changes have no effect until you restart the server. This may leave you wondering why your changes seem to make no differ-
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ence!

To tell the server to reload the grant tables, perform a flush-privileges operation. This can be done by issuinga FLUSH PRI VI LEGES
statement or by executing amysql adm n fl ush-privil eges ornysql adm n rel oad command.

A grant table reload affects privileges for each existing client connection as follows:

« Table and column privilege changes take effect with the client's next request.
« Database privilege changes take effect the next time the client executesa USE db_nane statement.
Note

Client applications may cache the database hame; thus, this effect may not be visible to them without actually changing to
adifferent database or flushing the privileges.

* Global privileges and passwords are unaffected for a connected client. These changes take effect only for subsequent connections.

If the server is started with the - - ski p- gr ant - t abl es option, it does not read the grant tables or implement any access control.
Anyone can connect and do anything, which isinsecure. To cause a server thus started to read the tables and enable access checking,
flush the privileges.

3.7. Causes of Access-Denied Errors

If you encounter problems when you try to connect to the MySQL server, the following items describe some courses of action you can
take to correct the problem.

* Make surethat the server is running. If it is not, clients cannot connect to it. For example, if an attempt to connect to the server fails
with a message such as one of those following, one cause might be that the server is not running:

shel | > nysql

ERROR 2003: Can't connect to MySQ. server on 'host_nane' (111)
shel | > nysql

ERROR 2002: Can't connect to |ocal MySQ server through socket
"/tnp/ nysql . sock' (111)

« It might be that the server is running, but you are trying to connect using a TCP/IP port, named pipe, or Unix socket file different
from the one on which the server islistening. To correct this when you invoke a client program, specify a- - port option to indic-
ate the proper port number, or a- - socket option to indicate the proper named pipe or Unix socket file. To find out where the
socket fileis, you can use this command:

shell > netstat -In | grep nysql

« Make surethat the server has not been configured to ignore network connections or (if you are attempting to connect remotely) that
it has not been configured to listen only locally on its network interfaces. If the server was started with - - ski p- net wor ki ng, it
will not accept TCP/IP connections at al. If the server was started with - - bi nd- addr ess=127. 0. 0. 1, it will listen for TCP/IP
connections only locally on the loopback interface and will not accept remote connections.

* Check to make sure that thereis no firewall blocking accessto MySQL. Y our firewall may be configured on the basis of the applic-
ation being executed, or the port number used by MySQL for communication (3306 by default). Under Linux or Unix, check your
I P tables (or similar) configuration to ensure that the port has not been blocked. Under Windows, applications such as ZoneAlarm or
the Windows X P personal firewall may need to be configured not to block the MySQL port.

« Thegrant tables must be properly set up so that the server can use them for access control. For some distribution types (such as bin-
ary distributions on Windows, or RPM distributions on Linux), the installation processinitializesthe mnysql database containing
the grant tables. For distributions that do not do this, you must initialize the grant tables manually by running the
nysql _i nstal | _db script. For details, see Section 2.1, “Unix Postinstallation Procedures’.

To determine whether you need to initialize the grant tables, look for anysql directory under the data directory. (The data direct-
ory normally isnamed dat a or var andislocated under your MySQL installation directory.) Make sure that you have a file named
user. MyDinthenysql database directory. If not, executethenysql _i nstal | _db script. After running this script and start-
ing the server, test theinitial privileges by executing this command:

shel |l > nmysql -u root test
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The server should let you connect without error.

After afresh installation, you should connect to the server and set up your users and their access permissions:

shel I > nysqgl -u root nysql

The server should let you connect because the MySQL r oot user has no password initially. That is also a security risk, so setting
the password for the r oot accounts is something you should do while you're setting up your other MySQL accounts. For instruc-
tions on setting the initial passwords, see Section 2.2, “ Securing the Initial MySQL Accounts’.

If you have updated an existing MySQL installation to a newer version, did you runthenysql _upgr ade script? If not, do so. The
structure of the grant tables changes occasionally when new capabilities are added, so after an upgrade you should always make sure
that your tables have the current structure. For instructions, seenysql _upgr ade.

If aclient program receives the following error message when it tries to connect, it means that the server expects passwordsin a
newer format than the client is capable of generating:

shel | > nysql
Cient does not support authentication protocol requested
by server; consider upgrading MySQ client

For information on how to deal with this, see Section 1.2.3, “Password Hashing in MySQL”,and Cl i ent does not support
aut henti cation protocol .

Remember that client programs use connection parameters specified in option files or environment variables. If a client program
seems to be sending incorrect default connection parameters when you have not specified them on the command line, check any ap-
plicable option files and your environment. For example, if you get Access deni ed when you run aclient without any options,
make sure that you have not specified an old password in any of your option files!

Y ou can suppress the use of option files by a client program by invoking it with the - - no- def aul t s option. For example:

shel | > nmysqgl adm n --no-defaults -u root version

The option files that clients use are listed in Using Option Files. Environment variables are listed in Environment Variables.

If you get the following error, it means that you are using an incorrect r oot password:
shel | > nmysql admin -u root -pxxxx ver
Access denied for user 'root' @I ocal host' (using password: YES)

If the preceding error occurs even when you have not specified a password, it means that you have an incorrect password listed in
some option file. Try the - - no- def aul t s option as described in the previous item.
For information on changing passwords, see Section 4.5, “Assigning Account Passwords’.

If you have lost or forgotten ther oot password, see How to Reset the Root Password.

If you change a password by using SET PASSWORD, | NSERT, or UPDATE, you must encrypt the password using the PASS-
WORD( ) function. If you do not use PASSWORD( ) for these statements, the password will not work. For example, the following
statement assigns a password, but fails to encrypt it, so the user is not able to connect afterward:

SET PASSWORD FOR ' abe' @ host _nanme' = 'eagle';

Instead, set the password like this:

SET PASSWORD FOR ' abe' @ host _nane' = PASSWORD(' eagl e');

The PASSWORD( ) function is unnecessary when you specify a password using the CREATE USER or GRANT statements or the
nysql adnm n passwor d command. Each of those automatically uses PASSWORD( ) to encrypt the password. See Section 4.5,
“Assigning Account Passwords’, and CREATE USER Syntax.

| ocal host isasynonym for your local host name, and is a so the default host to which clientstry to connect if you specify no
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host explicitly.

To avoid this problem on such systems, you canusea- - host =127. 0. 0. 1 option to name the server host explicitly. Thiswill
make a TCP/IP connection to the local mysql d server. You can also use TCP/IP by specifying a- - host option that uses the actu-
al host name of thelocal host. In this case, the host name must be specified inauser table row on the server host, even though you
are running the client program on the same host as the server.

The Access deni ed error message tells you who you are trying to log in as, the client host from which you are trying to connect,
and whether you were using a password. Normally, you should have one row in the user table that exactly matches the host name
and user name that were given in the error message. For example, if you get an error message that containsusi ng passwor d:
NGO, it means that you tried to log in without a password.

If yougetan Access deni ed error when trying to connect to the database with mysqgl - u user _nane, you may have a
problem with the user table. Check thisby executing nysql -u root nysql andissuing this SQL statement:

SELECT * FROM user;

The result should include arow with the Host and User columns matching your client's host name and your MySQL user name.

If the following error occurs when you try to connect from a host other than the one on which the MySQL server is running, it
means that thereisno row intheuser tablewith aHost value that matches the client host:

Host ... is not allowed to connect to this M/SQL server

You can fix this by setting up an account for the combination of client host name and user name that you are using when trying to
connect.

If you do not know the IP address or host name of the machine from which you are connecting, you should put arow with' % as
the Host columnvalueintheuser table. After trying to connect from the client machine, useaSELECT USER() query to see
how you really did connect. Then changethe' % intheuser tablerow to the actual host name that shows up in the log. Other-
wise, your system is left insecure because it permits connections from any host for the given user name.

On Linux, another reason that this error might occur is that you are using a binary MySQL version that is compiled with a different
version of thegl i bc library than the one you are using. In this case, you should either upgrade your operating systemor gl i bc, or
download a source distribution of MySQL version and compile it yourself. A source RPM is normaly trivial to compile and install,
so thisis not a big problem.

If you specify a host name when trying to connect, but get an error message where the host name is not shown or is an |P address, it
means that the MySQL server got an error when trying to resolve the | P address of the client host to a name:

shel I > nysqgladmin -u root -pxxxx -h sonme_host nane ver
Access denied for user 'root' @' (using password: YES)

If you try to connect asr oot and get the following error, it means that you do not have arow intheuser tablewithaUser
columnvalueof ' root ' andthat mysql d cannot resolve the host name for your client:

Access denied for user '' @ unknown'

These errorsindicate a DNS problem. To fix it, execute nysql adni n fl ush- host s to reset the internal DNS host name cache.
See How MySQL Uses DNS.

Some permanent solutions are:

» Determine what iswrong with your DNS server and fix it.

o  Specify IP addresses rather than host names in the MySQL grant tables.

* Put an entry for the client machine namein/ et ¢/ host s on Unix or\ wvi ndows\ host s on Windows.
e Start nysql d withthe- - ski p- nane-r esol ve option.

o Start nysql d withthe- - ski p- host - cache option.

* On Unix, if you are running the server and the client on the same machine, connect to| ocal host . Unix connectionsto| oc-
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al host useaUnix socket file rather than TCP/IP.

* On Windows, if you are running the server and the client on the same machine and the server supports named pipe connections,
connect to the host name . (period). Connectionsto . use anamed pipe rather than TCP/IP.

If nysgl -u root test worksbutnmysql -h your_hostnane -u root test resultsinAccess deni ed (where
your _host nane isthe actual host name of the local host), you may not have the correct name for your host inthe user table. A
common problem hereisthat the Host valueintheuser tablerow specifies an unqualified host name, but your system's name res-
olution routines return afully qualified domain name (or vice versa). For example, if you have an entry with host ' pl ut o' inthe
user table, but your DNStells MySQL that your host nameis' pl ut o. exanpl e. coni , the entry does not work. Try adding an
entry to theuser table that contains the | P address of your host asthe Host column value. (Alternatively, you could add an entry
totheuser tablewithaHost vauethat contains awildcard; for example, ' pl ut 0. % . However, use of Host valuesending
with “9 isinsecure and is not recommended!)

If mysql -u user_nane test worksbutmysqgl -u user_nane ot her _db doesnot, you have not granted accessto
the given user for the database named ot her _db.

If mysql -u user _nane workswhen executed on the server host, but nysql -h host _nanme -u user _nane does not
work when executed on aremote client host, you have not enabled accessto the server for the given user name from the remote
host.

If you cannot figure out why you get Access deni ed, remove fromtheuser table all entriesthat have Host values containing
wildcards (entries that contain' % or' _' characters). A very common error isto insert anew entry with Host =" % and

User =" sone_user ', thinking that this enables you to specify | ocal host to connect from the same machine. The reason that
this does not work is that the default privileges include an entry with Host =' | ocal host' and User =' ' . Because that entry has
aHost vaue' | ocal host' thatis more specific than' % , it is used in preference to the new entry when connecting from| oc-
al host ! The correct procedureis to insert a second entry with Host =' | ocal host ' and User =' sone_user ', or to delete
theentry with Host =' | ocal host' andUser ="' . After deleting the entry, remember toissuea FLUSH PRI VI LEGES state-
ment to reload the grant tables. See also Section 3.4, “ Access Control, Stage 1: Connection Verification”.

If you are able to connect to the MySQL server, but get an Access deni ed message whenever youissueaSELECT ... | NTO
OUTFI LE or LOAD DATA | NFI LE statement, your entry inthe user table does not have the FI LE privilege enabled.

If you change the grant tables directly (for example, by using | NSERT, UPDATE, or DELETE statements) and your changes seem to
be ignored, remember that you must executea FLUSH PRI VI LEGES statement or anysql admi n fl ush-privi | eges com-
mand to cause the server to reload the privilege tables. Otherwise, your changes have no effect until the next time the server isre-
started. Remember that after you changether oot password with an UPDATE statement, you will not need to specify the new pass-
word until after you flush the privileges, because the server will not know you've changed the password yet!

If your privileges seem to have changed in the middle of a session, it may be that a MySQL administrator has changed them. Re-
loading the grant tables affects new client connections, but it also affects existing connections as indicated in Section 3.6, “When
Privilege Changes Take Effect”.

If you have access problems with a Perl, PHP, Python, or ODBC program, try to connect to the server with mysqgl -u

user _nane db_nane ornysql -u user_nane -pyour_pass db_nane. If you are able to connect using the mysq|l
client, the problem lies with your program, not with the access privileges. (There is no space between - p and the password; you can
also usethe - - passwor d=your _pass syntax to specify the password. If you use the - p or - - passwor d option with no pass-
word value, MySQL prompts you for the password.)

For testing purposes, start the mysql d server with the - - ski p- gr ant - t abl es option. Then you can change the MySQL grant
tables and usethe mysql access script to check whether your modifications have the desired effect. When you are satisfied with

your changes, executenysql admi n fl ush-privil eges totell themysql d server to reload the privileges. This enables you
to begin using the new grant table contents without stopping and restarting the server.

If you get the following error, you may have a problem with the db or host table:

Access to database denied

If the entry selected from the db table has an empty valuein the Host column, make sure that there are one or more corresponding
entriesinthe host table specifying which hosts the db table entry appliesto. This problem occurs infrequently because the host
tableisrarely used.

If everything elsefails, start the nysql d server with a debugging option (for example, - - debug=d, gener al , query). This
prints host and user information about attempted connections, as well asinformation about each command issued. See MySQL In-
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ternals: Porting.

If you have any other problems with the MySQL grant tables and feel you must post the problem to the mailing list, always provide
adump of the MySQL grant tables. Y ou can dump the tables with thenysql dunp nmysqgl command. To file abug report, see the
instructions at How to Report Bugs or Problems. In some cases, you may need to restart mysql d with - - ski p- grant -t abl es

torunnmysql dunp.
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Chapter 4. MySQL User Account Management

This section describes how to set up accounts for clients of your MySQL server. It discusses the following topics:

« Themeaning of account names and passwords as used in MySQL and how that compares to names and passwords used by your op-
erating system

* How to set up new accounts and remove existing accounts
¢ How to change passwords
« Guidelinesfor using passwords securely

¢ How to use secure connections with SSL

See also Account Management Statements, which describes the syntax and use for all user-management SQL statements.

4.1. User Names and Passwords

MySQL stores accountsinthe user table of thenysql database. An account is defined in terms of a user name and the client host or
hosts from which the user can connect to the server. The account may also have a password. For information about account representa-
tionintheuser table, see Section 3.2, “Privilege System Grant Tables”.

There are severa distinctions between the way user names and passwords are used by MySQL and the way they are used by your oper-
ating system:

¢ User names, as used by MySQL for authentication purposes, have nothing to do with user names (login names) as used by Windows
or Unix. On Unix, most MySQL clients by default try to log in using the current Unix user name as the MySQL user name, but that
isfor convenience only. The default can be overridden easily, because client programs permit any user name to be specified with a -
uor- - user option. Because this means that anyone can attempt to connect to the server using any user name, you cannot make a
database secure in any way unless all MySQL accounts have passwords. Anyone who specifies a user name for an account that has
no password is able to connect successfully to the server.

« MySQL user names can be up to 16 characters long. Operating system user names, because they are completely unrelated to
MySQL user names, may be of a different maximum length. For example, Unix user names typically are limited to eight characters.

Warning

The limit on MySQL user name length is hard-coded in the MySQL servers and clients, and trying to circumvent it by
modifying the definitions of the tablesinthenysql database does not work.

Y ou should never alter any of the tablesinthe mysql database in any manner whatsoever except by means of the proced-
urethat isdescribed in mysql _upgr ade. Attempting to redefine MySQL's system tables in any other fashion resultsin
undefined (and unsupported!) behavior.

e Theserver uses MySQL passwords stored in the user table to authenticate client connections using MySQL built-in authentication.
These passwords have nothing to do with passwords for logging in to your operating system. There is no hecessary connection
between the “external” password you use to log in to a Windows or Unix machine and the password you use to access the MySQL
server on that machine.

*  MySQL encrypts passwords stored in the user table using its own algorithm. This encryption is the same as that implemented by
the PASSVWWORD( ) SQL function but differs from that used during the Unix login process. Unix password encryption is the same as
that implemented by the ENCRYPT() SQL function. See the descriptions of the PASSWORD( ) and ENCRYPT() functionsin En-
cryption and Compression Functions.

From version 4.1 on, MySQL employs a stronger authentication method that has better password protection during the connection
process than in earlier versions. It is secure even if TCP/IP packets are sniffed or thenysql database is captured. (In earlier ver-
sions, even though passwords are stored in encrypted form in the user table, knowledge of the encrypted password value could be
used to connect to the MySQL server.) Section 1.2.3, “Password Hashing in MySQL”, discusses password encryption further.

¢ Itispossibleto connect to the server regardless of character set settings if the user name and password contain only ASCII charac-
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ters. To connect when the user name or password contain non-ASCI| characters, the client should call thenysql _options() C
API function with the MYSQL_SET_CHARSET_ NAME option and appropriate character set name as arguments. This causes authen-
tication to take place using the specified character set. Otherwise, authentication will fail unless the server default character set isthe
same as the encoding in the authentication defaults.

Standard MySQL client programs support a- - def aul t - char act er - set option that causesnysql _opti ons() tobecalled
asjust described. For programs that use a connector that is not based on the C API, the connector may provide an equivalent to
nysql _options() that can be used instead. Check the connector documentation.

The preceding notes do not apply for ucs2, which is not permitted as a client character set.
When you install MySQL, the grant tables are populated with an initial set of accounts. The names and access privileges for these ac-
counts are described in Section 2.2, “ Securing the Initial MySQL Accounts’, which also discusses how to assign passwords to them.
Thereafter, you normally set up, modify, and remove MySQL accounts using statements such as CREATE USER, GRANT, and RE-
VOKE. See Account Management Statements.

When you connect to aMySQL server with acommand-line client, specify the user name and password as necessary for the account
that you want to use:

shel | > nysqgl --user=nonty --password=password db_nane

If you prefer short options, the command looks like this:

shell > mysgl -u nmonty -ppassword db_nane

There must be no space between the - p option and the following password value.
If you omit the passwor d value following the - - passwor d or - p option on the command line, the client prompts for one.

Specifying a password on the command line should be considered insecure. See Section 1.2.2, “End-User Guidelines for Password Se-
curity”. You can use an option file to avoid giving the password on the command line.

For additional information about specifying user names, passwords, and other connection parameters, see Connecting to the MySQL
Server.

4.2. Adding User Accounts

Y ou can create MySQL accounts in two ways:

* By using statementsintended for creating accounts, such as CREATE USER or GRANT. These statements cause the server to make
appropriate modifications to the grant tables.

e By manipulating the MySQL grant tables directly with statements such as | NSERT, UPDATE, or DELETE.

The preferred method is to use account-creation statements because they are more concise and less error-prone than manipulating the
grant tables directly. CREATE USER and GRANT are described in Account Management Statements.

Another option for creating accountsis to use one of severa available third-party programs that offer capabilities for MySQL account
administration. phpMyAdmi n is one such program.

The following examples show how to usethe nysql client program to set up new accounts. These examples assume that privileges
have been set up according to the defaults described in Section 2.2, “ Securing the Initial MySQL Accounts’. This means that to make
changes, you must connect to the MySQL server asthe MySQL r oot user, and ther oot account must have the | NSERT privilege for
themysql database and the REL OAD administrative privilege.

As noted in the examples where appropriate, some of the statements will fail if the server's SQL mode has been set to enable certain re-
strictions. In particular, strict mode (STRI CT_TRANS_TABLES, STRI CT_ALL_TABLES) and NO_AUTO_CREATE_USERwill pre-
vent the server from accepting some of the statements. Workarounds are indicated for these cases. For more information about SQL
modes and their effect on grant table manipulation, see Server SQL Modes, and GRANT Syntax.

First, usethe mysql program to connect to the server asthe MySQL r oot user:
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shel | > mysqgl --user=root mysql

If you have assigned a password to the r oot account, you will also need to supply a- - passwor d or - p option, both for thismysq|l
command and for those later in this section.

After connecting to the server asr oot , you can add new accounts. The following statements use GRANT to set up four new accounts:

nysql > CREATE USER 'nonty' @1 ocal host' | DENTI FI ED BY ' sone_pass' ;
nysql > GRANT ALL PRI VILEGES ON *.* TO 'nonty' @I ocal host'
-> W TH GRANT OPTI ON,
nysql > CREATE USER ' nonty' @ % | DENTI FI ED BY ' some_pass' ;
nysql > GRANT ALL PRI VILEGES ON *.* TO 'nonty' @ %
-> W TH GRANT OPTI ON,
nysql > CREATE USER ' admin' @I ocal host " ;
nysql > GRANT RELOAD, PROCESS ON *.* TO 'adm n' @I ocal host';
nysql > CREATE USER ' dumy' @1 ocal host ' ;

The accounts created by these statements have the following properties:

« Two of the accounts have a user name of nont y and a password of sone_pass. Both accounts are superuser accounts with full
privilegesto do anything. The' nonty' @ | ocal host' account can be used only when connecting from the local host. The
"monty' @ % account usesthe' % wildcard for the host part, so it can be used to connect from any host.

It is necessary to have both accounts for nont y to be able to connect from anywhere as nont y. Without thel ocal host account,
the anonymous-user account for | ocal host that iscreated by mysql _i nst al | _db would take precedence when nont y con-
nects from the local host. Asaresult, nont y would be treated as an anonymous user. The reason for thisis that the anonymous-user
account has amore specific Host column vauethanthe' nonty' @ % account and thus comes earlier inthe user table sort or-
der. (user table sorting is discussed in Section 3.4, “Access Control, Stage 1: Connection Verification”.)

e The'adnm n' @I ocal host"' account has no password. This account can be used only by admi n to connect from the local host.
It is granted the REL OAD and PROCESS administrative privileges. These privileges enable the admi n user to executethe nysql -
adm n rel oad,nysgl adm n refresh,andnysql adm n fl ush-xxx commands, aswell asnmysql admi n pro-
cessli st . No privileges are granted for accessing any databases. Y ou could add such privileges later by issuing other GRANT
statements.

e The' dunmy' @1 ocal host"' account has ho password. This account can be used only to connect from the local host. No priv-
ileges are granted. It is assumed that you will grant specific privilegesto the account later.

The statements that create accounts with no password will fail if the NO_AUTO_CREATE_USER SQL mode is enabled. To dea with
this, usean | DENTI FI ED BY clause that specifies a nonempty password.

To check the privileges for an account, use SHOW GRANTS:

rrysql > SHOW GRANTS FOR 'admin' @1 ocal host'

| Grants for adm n@ ocal host |

Asan dternative to CREATE USER and GRANT, you can create the same accounts directly by issuing | NSERT statements and then
telling the server to reload the grant tables using FLUSH PRI VI LEGES:

shel | > mysqgl --user=root mysql
nmysql > | NSERT | NTO user
-> VALUES( Iocal host "monty' , PASSWORD(' sonme_pass'),
oS TN Yy Y,'Y','Y','Y','Y','Y','Y','Y','Y','Y');

nysq| > I NSERT | NTO user
- VALUES(' %, ' monty' , PASSWORD( ' sonme_pass' ),

2 Y Y LY Y LY Y LY Y LY LY LY LY LYY
> Y LYY Y Y Y Y Y Y Y Y Y Y Y
- ,0,0,0,0);

nysql > I NSERT | NTO user SET Host='I ocal host , User="admn',
- Rel oad_priv="Y', Process_priv="Y ;

nysql > I NSERT | NTO user (Host User Password)
-> VALUES(' | ocal host"* durmy )

nysql > FLUSH PRI VI LECES;

When you create accounts with | NSERT, it is necessary to use FLUSH PRI VI LEGES to tell the server to reload the grant tables. Oth-
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erwise, the changes go unnoticed until you restart the server. With CREATE USER, FLUSH PRI VI LEGES is unnecessary.

The reason for using the PASSWORD( ) function with | NSERT isto encrypt the password. The CREATE USER statement encrypts the
password for you, so PASSWORD( ) is unnecessary.

The' Y' values enable privileges for the accounts. Depending on your MySQL version, you may have to use a different number of ' Y’
valuesin thefirst two | NSERT statements. The | NSERT statement for the admi n account employs the more readable extended | N-
SERT syntax using SET.

Inthe | NSERT statement for the durmmy account, only the Host , User , and Passwor d columnsintheuser tablerow are assigned
values. None of the privilege columns are set explicitly, so MySQL assigns them all the default value of ' N' . Thisis equivalent to what
CREATE USER does.

If strict SQL mode is enabled, all columns that have no default value must have a value specified. In this case, | NSERT statements must
explicitly specify valuesfor thess| _ci pher,x509_i ssuer,and x509_subj ect columns.

To set up a superuser account, it is necessary only toinsert auser tablerow with all privilege columnssetto’ Y' . Theuser table
privileges are global, so no entriesin any of the other grant tables are needed.

The next examples create three accounts and give them access to specific databases. Each of them has a user name of cust omand
password of obscur e.

To create the accounts with CREATE USER and GRANT, use the following statements:

shel | > nysql --user=root nysql
nysql > CREATE USER ' custonmi @1 ocal host' | DENTI FI ED BY ' obscure';
nysql > GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP

-> ON bankaccount . *

-> TO 'customl @1 ocal host ' ;
nysql > CREATE USER ' custoni @ host 47. exanpl e. coni | DENTI FI ED BY ' obscure';
nysql > GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP

-> ON expenses. *

-> TO ' cust om @ host 47. exanpl e. com ;
nmysql > CREATE USER ' custonml @ server.domai n' | DENTI FI ED BY ' obscure';
nysql > GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP

-> ON custoner. *

-> TO 'custonml @server. donmi n';

The three accounts can be used as follows:

« Thefirst account can access the bankaccount database, but only from the local host.
* The second account can accessthe expenses database, but only from the host host 47. exanpl e. com

« Thethird account can accessthe cust oner database, but only from the host ser ver . donai n.

To set up the cust omaccounts without GRANT, use | NSERT statements as follows to modify the grant tables directly:

shel | > mysqgl --user=root mysql
nmysqgl > | NSERT | NTO user (Host, User, Passwor d)

-> VALUES(' | ocal host', ' cust om , PASSWORD( ' obscure'));
nmysqgl > | NSERT | NTO user (Host, User, Passwor d)

-> VALUES(' host 47. exanpl e. coni , ' cust oml , PASSWORD( ' obscure'));
mysqgl > | NSERT | NTO user (Host, User, Passwor d)

-> VALUES(' server . donain', ' custom , PASSWORD(' obscure'));
nysql > | NSERT | NTO db

-> (Host, Db, User, Sel ect _priv,lInsert_priv,

-> Update_priv, Del ete_priv, Create_priv, Drop_priv)

-> VALUES(' | ocal host', ' bankaccount', ' custoni,

-> Y,V LY YY),
nysql > | NSERT | NTO db

-> (Host, Db, User, Sel ect _priv,lInsert_priv,

-> Update_priv, Del ete_priv, Create_priv, Drop_priv)

-> VALUES(' host 47. exanpl e. coni , ' expenses', ' custoni,

-> YO LYY LY YY),
nysql > | NSERT | NTO db

-> (Host, Db, User, Sel ect _priv,|Insert_priv,

-> Update_priv, Del ete_priv, Create_priv, Drop_priv)

-> VALUES(' server.donain','custoner','custon,

-> Y 'YL YY)
nysql > FLUSH PRI VI LECES;

Thefirst three | NSERT statements add user table entries that permit the user cust omto connect from the various hosts with the giv-
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en password, but grant no global privileges (all privileges are set to the default value of ' N' ). The next three | NSERT statements add
db table entries that grant privilegesto cust omfor thebankaccount , expenses, and cust oner databases, but only when ac-
cessed from the proper hosts. As usua when you modify the grant tables directly, you must tell the server to reload them with FLUSH
PRI VI LEGES so that the privilege changes take effect.

To create a user who has access from all machinesin a given domain (for example, mydonai n. comn), you can use the“% wildcard
character in the host part of the account name:

nmysqgl > CREATE USER ' nynanme' @ % nydomai n. comi | DENTI FI ED BY ' nypass';

To do the same thing by modifying the grant tables directly, do this:

nmysqgl > | NSERT | NTO user (Host, User, Password, .. .)
-> VALUES(' % mydomai n. com , ' nynanme' , PASSWORD( ' nypass' ), ...);
nysql > FLUSH PRI VI LECES;

4.3. Removing User Accounts

To remove an account, use the DROP USER statement, which is described in DROP  USER Syntax.

4.4, Setting Account Resource Limits

One means of limiting use of MySQL server resourcesis to set the global max_user _connect i ons system variable to a nonzero
value. Thislimits the number of simultaneous connections that can be made by any given account, but places no limits on what a client
can do once connected. In addition, setting max_user _connect i ons does not enable management of individual accounts. Both
types of control are of interest to many MySQL administrators, particularly those working for Internet Service Providers.

In MySQL 5.1, you can limit use of the following server resources for individual accounts:

«  The number of queriesthat an account can issue per hour
¢ The number of updates that an account can issue per hour
¢ The number of times an account can connect to the server per hour

¢ The number of simultaneous connections to the server by an account

Any statement that a client can issue counts against the query limit (unlessiits results are served from the query cache). Only statements
that modify databases or tables count against the update limit.

An “account” in this context correspondsto arow inthenysql . user table. That is, aconnection is assessed against the User and
Host valuesintheuser tablerow that applies to the connection. For example, an account ' user a' @ % exanpl e. conl corres-
pondsto arow intheuser tablethat hasUser and Host valuesof user a and % exanpl e. com to permit user a to connect from
any host inthe exanpl e. comdomain. In this case, the server applies resource limitsin this row collectively to al connections by
user a from any host in theexanpl e. comdomain because all such connections use the same account.

Before MySQL 5.0.3, an “account” was assessed against the actual host from which a user connects. This older method accounting may
be selected by starting the server with the - - ol d- styl e-user-1i m t s option. Inthiscase, if user a connects simultaneously
fromhost 1. exanpl e. comand host 2. exanpl e. com the server applies the account resource limits separately to each connec-
tion. If user a connects again from host 1. exanpl e. com the server applies the limits for that connection together with the existing
connection from that host.

To set resource limits for an account, use the GRANT statement (see GRANT Syntax). Provide a W TH clause that names each resource
to be limited. The default value for each limit is zero (no limit). For example, to create a new account that can accessthe cust oner
database, but only in alimited fashion, issue these statements:

nmysql > CREATE USER 'francis' @Il ocal host' | DENTIFIED BY 'frank';
mysqgl > GRANT ALL ON custoner.* TO 'francis' @I ocal host'

-> W TH MAX_QUERI ES_PER HOUR 20
S MAX_UPDATES_PER_HOUR 10
o> MAX_CONNECTT ONS_PER_HOUR 5
o> MAX_USER_CONNECTI ONS 2;

The limit types need not al be named in the W TH clause, but those named can be present in any order. The value for each per-hour
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limit should be an integer representing a count per hour. For MAX_USER_CONNECTI ONS, the limit is an integer representing the max-
imum number of simultaneous connections by the account. If thislimit is set to zero, the global max_user _connect i ons system
variable val ue determines the number of simultaneous connections. If max_user _connect i ons isaso zero, thereisno limit for the
account.

To modify existing limits for an account, use a GRANT USAGE statement at the global level (ON *. *). The following statement
changes the query limit for f r anci s to 100:

mysqgl > GRANT USAGE ON *.* TO 'francis' @I ocal host'
-= W TH MAX_QUERI ES_PER_HOUR 100;

The statement modifies only the limit value specified and |eaves the account otherwise unchanged.

To remove alimit, set its value to zero. For example, to remove the limit on how many times per hour f r anci s can connect, use this
statement:

nysql > GRANT USAGE ON *.* TO 'francis' @I ocal host"'
-> W TH MAX_CONNECTI ONS_PER_HOUR O;

As mentioned previously, the simultaneous-connection limit for an account is determined from the MAX_USER_CONNECTI ONS limit
andthemax_user _connect i ons system variable. Suppose that the global max_user _connect i ons valueis 10 and three ac-
counts have resource limits specified with GRANT:

GRANT ... TO 'userl' @I ocal host' W TH MAX_USER CONNECTI ONS O;
GRANT ... TO 'user2' @Il ocal host' W TH MAX_USER_CONNECTI ONS 5;
GRANT ... TO 'user3 @I ocal host' W TH MAX_USER_CONNECTI ONS 20;

user 1 hasaconnection limit of 10 (the global max_user _connect i ons value) because it has a zero MAX_USER_CONNECTI ONS
limit). user 2 and user 3 have connection limits of 5 and 20, respectively, because they have nonzero MAX_USER_CONNECTI ONS
limits.

The server stores resource limits for an account in the user table row corresponding to the account. The mex_quest i ons,
nmax_updat es, and nax_connect i ons columns store the per-hour limits, and the max_user _connect i ons column stores the
MAX _USER CONNECTI ONS limit. (See Section 3.2, “Privilege System Grant Tables’.) If your user table does not have these
columns, it must be upgraded; seemysql _upgr ade.

Resource-use counting takes place when any account has a nonzero limit placed on its use of any of the resources.

Asthe server runs, it counts the number of times each account uses resources. If an account reaches its limit on number of connections
within the last hour, further connections for the account are rejected until that hour isup. Similarly, if the account reaches its limit on
the number of queries or updates, further queries or updates are rejected until the hour isup. In al such cases, an appropriate error mes-
sageisissued.

Resource counting is done per account, not per client. For example, if your account has a query limit of 50, you cannot increase your
limit to 100 by making two simultaneous client connections to the server. Queriesissued on both connections are counted together.

The current per-hour resource-use counts can be reset globally for al accounts, or individually for a given account:

« Toreset the current counts to zero for all accounts, issue a FLUSH USER RESOURCES statement. The counts also can be reset by
reloading the grant tables (for example, witha FLUSH PRI VI LEGES statement or anysql admi n r el oad command).

e The countsfor an individual account can be set to zero by re-granting it any of its limits. To do this, use GRANT USAGE as de-
scribed earlier and specify alimit value equal to the value that the account currently has.

Counter resets do not affect the MAX_USER_CONNECTI ONS limit.

All counts begin at zero when the server starts; counts are not carried over through arestart.

For the MAX_USER_CONNECTI ONS limit, an edge case can occur if the account currently has open the maximum number of connec-

tions permitted to it: A disconnect followed quickly by a connect can result in an error (ER_TOO_MANY_USER_CONNECTI ONS or

ER USER LI M T_REACHED) if the server has not fully processed the disconnect by the time the connect occurs. When the server fin-
ishes disconnect processing, another connection will once more be permitted.

4.5. Assigning Account Passwords
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Required credentials for clients that connect to the MySQL server can include a password. This section describes how to assign pass-
words for MySQL accounts.

To assign a password when you create a new account with CREATE USER, include an | DENTI FI ED BY clause:
nysql > CREATE USER 'jeffrey' @I ocal host'
-> | DENTI FI ED BY ' nypass';
To assign or change a password for an existing account, one way istoissuea SET PASSWORD statement:
nysql > SET PASSWORD FOR
-> 'jeffrey' @l ocal host' = PASSWORD(' nmypass');

MySQL stores passwordsinthe user tableinthemysql database. Only userssuch asr oot that have update access to the ny sql
database can change the password for other users. If you are not connected as an anonymous user, you can change your own password
by omitting the FOR clause:

nysql > SET PASSWORD = PASSWORD(' nypass' ) ;

You can also use a GRANT USAGE statement at the global level (ON *. *) to assign a password to an account without affecting the ac-
count's current privileges:

nmysqgl > GRANT USAGE ON *.* TO 'jeffrey' @I ocal host'
-> | DENTI FI ED BY ' nypass';
To assign a password from the command line, use the mysql admi n command:

shell > mysqgl admi n -u user_nanme -h host_name password "newpwd"

The account for which this command sets the password is the onewith auser table row that matchesuser _nane inthe User
column and the client host from which you connect in the Host column.

It is preferable to assign passwords using one of the preceding methods, but it is also possible to modify the user tabledirectly. In this
case, you must also use FLUSH PRI VI LEGES to cause the server to reread the grant tables. Otherwise, the change remains unnoticed
by the server until you restart it.

¢ To establish apassword for anew account, provide avalue for the Passwor d column:

nysql > | NSERT | NTO nysql . user (Host, User, Passwor d)
-> VALUES(' | ocal host',"'jeffrey', PASSWORD(' nypass'));
mysql > FLUSH PRI VI LEGES;

« To change the password for an existing account, use UPDATE to set the Passwor d column value:

nysql > UPDATE nysql . user SET Password = PASSWORD(' bagel ')
-> WHERE Host = 'l ocal host' AND User = 'francis';
mysql > FLUSH PRI VI LEGES;

During authentication when a client connects to the server, MySQL treats the password in the user table as an encrypted hash value
(the value that PASSWORD( ) would return for the password). When assigning a password to an account, it isimportant to store an en-
crypted value, not the plaintext password. Use the following guidelines:

¢ When you assign a password using CREATE USER, GRANT with an | DENTI FI ED BY clause, or thenysqgl adnmi n password
command, they encrypt the password for you. Specify the literal plaintext password:

nysql > CREATE USER 'jeffrey' @I ocal host'
-> | DENTI FI ED BY ' nypass';

¢ For CREATE USER or GRANT, you can avoid sending the plaintext password if you know the hash value that PASSWORD( ) would
return for the password. Specify the hash value preceded by the keyword PASSWORD:

nysql > CREATE USER 'jeffrey' @I ocal host'
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-> | DENTI FI ED BY PASSWORD ' *90E462C37378CED12064BB3388827D2BA3A9B689" ;

*  When you assign an account a nonempty password using SET PASSWORD, | NSERT, or UPDATE, you must use the PASSWORD )
function to encrypt the password, otherwise the password is stored as plaintext. Suppose that you assign a password like this:

mysql > SET PASSWORD FOR
-> 'jeffrey' @l ocal host' = 'nypass';

Theresult isthat the literal value' mypass' is stored asthe password intheuser table, not the encrypted value. Whenj ef f r ey
attempts to connect to the server using this password, the value is encrypted and compared to the value stored in the user table.
However, the stored value isthe literal string ' mypass' , so the comparison fails and the server rejects the connection with an Ac-
cess deni ed eror.

In MySQL 5.1, enabling ther ead_onl y system variable prevents the use of the SET PASSWORD statement by any user not having
the SUPER privilege.

Note
PASSWORD( ) encryption differs from Unix password encryption. See Section 4.1, “User Names and Passwords”.

4.6. Using SSL for Secure Connections

MySQL supports secure (encrypted) connections between MySQL clients and the server using the Secure Sockets Layer (SSL) pro-
tocol. This section discusses how to use SSL connections. For information on how to require users to use SSL connections, see the dis-
cussion of the REQUI RE clause of the GRANT statement in GRANT Syntax.

The standard configuration of MySQL is intended to be as fast as possible, so encrypted connections are not used by default. For applic-
ations that require the security provided by encrypted connections, the extra computation to encrypt the datais worthwhile.

MySQL enables encryption on a per-connection basis. Y ou can choose a normal unencrypted connection or a secure encrypted SSL
connection according the requirements of individual applications.

Secure connections are based on the OpenSSL APl and are available through the MySQL C API. Replication uses the C API, so secure
connections can be used between master and slave servers.

Another way to connect securely is from within an SSH connection to the MySQL server host. For an example, see Section 4.7,
“Connecting to MySQL Remotely from Windows with SSH”.

4.6.1. Basic SSL Concepts

To understand how MySQL uses SSL, it is necessary to explain some basic SSL and X509 concepts. People who are familiar with these
can skip this part of the discussion.

By default, MySQL uses unencrypted connections between the client and the server. This means that someone with access to the net-
work could watch all your traffic and ook at the data being sent or received. They could even change the datawhileit isin transit
between client and server. To improve security alittle, you can compress client/server traffic by using the - - conpr ess option when
invoking client programs. However, this does not foil a determined attacker.

When you need to move information over a network in a secure fashion, an unencrypted connection is unacceptable. Encryption isthe
way to make any kind of data unreadable. In fact, today's practice requires many additional security elements from encryption al-
gorithms. They should resist many kind of known attacks such as changing the order of encrypted messages or replaying data twice.

SSL isaprotocol that uses different encryption algorithms to ensure that data received over a public network can be trusted. It has
mechanisms to detect any data change, loss, or replay. SSL also incorporates algorithms that provide identity verification using the
X509 standard.

X509 makesit possible to identify someone on the Internet. It is most commonly used in e-commerce applications. In basic terms, there
should be some company called a“ Certificate Authority” (or CA) that assigns electronic certificates to anyone who needs them. Certi-
ficates rely on asymmetric encryption agorithms that have two encryption keys (a public key and a secret key). A certificate owner can
show the certificate to another party as proof of identity. A certificate consists of its owner's public key. Any data encrypted with this
public key can be decrypted only using the corresponding secret key, which is held by the owner of the certificate.
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If you need more information about SSL, X509, or encryption, use your favorite Internet search engine to search for the keywordsin
which you are interested.

4.6.2. Using SSL Connections

To use SSL connections between the MySQL server and client programs, your system must support either OpenSSL or yaSSL and your
version of MySQL must be built with SSL support.

To make it easier to use secure connections, MySQL is bundled with yaSSL. (MySQL and yaSSL employ the same licensing model,
whereas OpenSSL uses an Apache-style license.) yaSSL support initially was available only for afew platforms, but now it is available
on all MySQL platforms supported by Oracle Corporation.

To get secure connections to work with MySQL and SSL, you must do the following:

1. If youarenot using abinary (precompiled) version of MySQL that has been built with SSL support, and you are going to use
OpenSSL rather than the bundled yaSSL library, install OpenSSL if it has not already been installed. We have tested MySQL with
OpenSSL 0.9.6. To obtain OpenSSL, visit http://www.openssl.org.

Building MySQL using OpenSSL requires a shared OpenSSL library, otherwise linker errors occur. Alternatively, build MySQL
using yaSSL.

2. If you are not using a binary (precompiled) version of MySQL that has been built with SSL support, configure aMySQL source
distribution to use SSL. When you configure MySQL, invoke the conf i gur e script like this:

shell > ./configure --wth-ssl

That configures the distribution to use the bundled yaSSL library. To use OpenSSL instead, specify the- - wi t h- ss| option with
the path to the directory where the OpenSSL header files and libraries are located:

shell > ./configure --w th-ssl=path

Note

On some platforms the full determination of the Y ou may also need to explicitly add the SSL library and header director-
ies. You can do this by setting the LDFLAGS, CFLAGS, CPPFLAGS and CXXFLAGS with the full directories. For ex-
ample:

shel | > LDFLAGS="-L/usr/local/ssl/lib" CFLAGS="-1/usr/l|ocal/ssl/include" \
CPPFLAGS="-1/usr/l ocal / ssl/include" CXXFLAGS="-1/usr/local/ssl/include" \
configure --w th-ssl=/usr/local/ssl

Before MySQL 5.1.11, you must use the appropriate option to select the SSL library that you want to use.

For yaSSL:

shell > ./configure --wth-yassl

For OpenSSL.:

shell > ./configure --w th-openssl

Note that yaSSL support on Unix platforms requires that either / dev/ ur andomor / dev/ r andombe available to retrieve true
random numbers. For additional information (especially regarding yaSSL on Solaris versions prior to 2.8 and HP-UX), see Bug
#13164.

3. Makesurethat theuser inthenysql database includesthe SSL-related columns (beginning with ssl _ and x509 ). If your
user table does not have these columns, it must be upgraded; seenysql _upgr ade.

4. To check whether aserver binary is compiled with SSL support, invokeit with the - - ss| option. An error will occur if the server
does not support SSL:

shell > nmysqld --ssl --help
060525 14:18:52 [ ERROR] nysql d: unknown option '--ssl'
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To check whether arunning mysql d server supports SSL, examine the value of thehave_ssl| system variable (if you have no
have_ssl variable, check for have _openssl ):

rrysql > SHOW VARI ABLES LI KE have_ssl "'

If the value is YES, the server supports SSL connections. If the value is DI SABLED, the server supports SSL connections but was
not started with the appropriate - - ss| - xxx options (described |ater in this section).

To enable SSL connections, the proper SSL-related options must be used (see Section 4.6.3, “ SSL Command Options’).

To start the MySQL server so that it permits clientsto connect using SSL, use the options that identify the key and certificate files the
server needs when establishing a secure connection:

shel | > nmysqgl d --ssl-ca=ca-cert.pem\
--ssl-cert=server-cert.pem\
--ssl -key=server - key. pem

e --ssl - ca identifiesthe Certificate Authority (CA) certificate.

e« --ssl-cert identifiesthe server public key. This can be sent to the client and authenticated against the CA certificate that it has.
¢ --ssl-key identifiesthe server private key.

To establish a secure connection to a MySQL server with SSL support, the options that a client must specify depend on the SSL require-
ments of the user account that the client uses. (See the discussion of the REQUI RE clause in GRANT Syntax.)

If the account has no special SSL requirements or was created using a GRANT statement that includes the REQUI RE SSL option, acli-
ent can connect securely by using just the - - ssl - ca option:

shell > mysqgl --ssl-ca=ca-cert.pem
To require that a client certificate also be specified, create the account using the REQUI RE X509 option. Then the client must also spe-
cify the proper client key and certificate files or the server will reject the connection:

shell > nmysql --ssl-ca=ca-cert.pem)\
--ssl-cert=client-cert.pem)\
--ssl -key=cl i ent-key. pem

In other words, the options are similar to those used for the server. Note that the Certificate Authority certificate has to be the same.

A client can determine whether the current connection with the server uses SSL by checking the value of the Ss| _ci pher status vari-
able. Thevalueof Ssl _ci pher isnonempty if SSL isused, and empty otherwise. For example:

rrysql > SHOW STATUS LI KE ' Ssl _ci pher';

For thermysql client, you can use the STATUS or \ s command and check the SSL line:

nysql > \'s
SsL: Not in use

Or:

nysql > \'s
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SSL: Gipher in use is DHE- RSA- AES256- SHA

To establish a secure connection from within an application program, usethenysql _ssl _set () C API function to set the appropri-
ate certificate options before calling nysql _real _connect (). Seenysql _ssl _set () . After the connection is established, you
canusenysql _get _ssl _ci pher () todeterminewhether SSL isin use. A non-NULL return value indicates a secure connection
and names the SSL cipher used for encryption. A NULL return value indicates that SSL is not being used. See

nysql _get _ssl _ci pher ().
4.6.3. SSL Command Options

The following list describes options that are used for specifying the use of SSL, certificate files, and key files. They can be given on the
command line or in an option file. These options are not available unless MySQL has been built with SSL support. See Section 4.6.2,
“Using SSL Connections’. (Thereare dso - - mast er - ss| * options that can be used for setting up a secure connection from aslave
replication server to amaster server; see Replication and Binary Logging Options and Variables.)

Table 4.1. SSL Option/Variable Summary

Name Cmd-Line Option file System Var Status Var Var Scope Dynamic
have_openss| Yes Global No
have sd Yes Global No
skip-ssl Yes Yes

sd Yes Yes

ssl-ca Yes Yes Global No
- Variable: sd_ca Yes Global No
ssl-capath Yes Yes Global No
- Variable: sd_capath Yes Global No
ssl-cert Yes Yes Global No
- Variable: sd_cert Yes Global No
ssl-cipher Yes Yes Global No
- Variable: ssl_cipher Yes Global No
ssl-key Yes Yes Global No
- Variable: ssl_key Yes Global No
ssl-verify-server-cert  |Yes Yes

e --ssl

For the server, this option specifies that the server permits SSL connections. For aclient program, it permits the client to connect to
the server using SSL. This option is not sufficient in itself to cause an SSL connection to be used. Y ou must also specify the -
- ssl - ca option, and possibly the- - ssl -cert and- - ssl - key options.

This option is more often used in its opposite form to override any other SSL options and indicate that SSL should not be used. To
do this, specify the option as- - ski p- ssl or--ssl =0.

Notethat use of - - ss| does not require an SSL connection. For example, if the server or client is compiled without SSL support, a
normal unencrypted connection is used.

The secure way to require use of an SSL connection isto create an account on the server that includes a REQUI RE SSL clausein
the GRANT statement. Then use that account to connect to the server, where both the server and the client have SSL support enabled.

The REQUI RE clause permits other SSL-related restrictions as well. The description of REQUI RE in GRANT Syntax, provides addi-
tional detail about which SSL command options may or must be specified by clients that connect using accounts that are created us-
ing the various REQUI RE options.

e --ssl-ca=file_nane
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The path to afile that contains alist of trusted SSL CAs.
e --ssl-capath=directory_nanme

The path to adirectory that contains trusted SSL CA certificatesin PEM format.
e --ssl-cert=file_nane

The name of the SSL certificate file to use for establishing a secure connection.
e --ssl-cipher=cipher_list

A list of permissible ciphersto use for SSL encryption. For greatest portability, ci pher _| i st should be alist of one or more
cipher names, separated by colons. Examples:

--ssl - ci pher =AES128- SHA
- -ssl - ci pher =DHE- RSA- AES256- SHA: AES128- SHA

This format is understood both by OpenSSL and yaSSL. OpenSSL supports a more flexible syntax for specifying ciphers, as de-
scribed in the OpenSSL documentation at http://www.openssl.org/docs/ apps/ciphers.html. However, this extended syntax will fail if
used with aMySQL installation compiled against yaSSL .

If no cipher inthelist is supported, SSL connections will not work.
e --ssl-key=file_nane
The name of the SSL key file to use for establishing a secure connection.

If the key fileis protected by a passphrase, and the MySQL distribution was built using OpenSSL, the program will prompt the user
for the passphrase. The password must be given interactively; it cannot be stored in afile. If the passphrase is incorrect, the program
continues asif it could not read the key. An error occursif the key file is protected by a passphrase for distributions built using
yaSSL.

e --ssl-verify-server-cert

This option is available for client programs only, not the server. It causes the server's Common Name value in the certificate that the
server sends to the client to be verified against the host name that the client uses for connecting to the server, and the connection is
rejected if there is a mismatch. This feature can be used to prevent man-in-the-middle attacks. Verification is disabled by defauilt.
This option was added in MySQL 5.1.11.

Asof MySQL 5.1.18, if you use SSL when establishing a client connection, you can tell the client not to authenticate the server certific-
ate by specifying neither - - ssl - ca nor - - ssl - capat h. The server still verifies the client according to any applicable requirements
established using GRANT statements for the client, and it still usesany - - ssl - cal- - ssl - capat h values that were passed to server
at startup time.

4.6.4. Setting Up SSL Certificates for MySQL

This section demonstrates how to set up SSL certificate and key files for use by MySQL servers and clients. The first example shows a
simplified procedure such as you might use from the command line. The second shows a script that contains more detail. The first two
examples are intended for use on Unix and both use the openss| command that is part of OpenSSL. The third example describes how
to set up SSL files on Windows.

Following the third example, instructions are given for using the filesto test SSL connections. Y ou can also use the files as described in
Section 4.6.2, “Using SSL Connections’.

Example 1: Creating SSL Files from the Command Line on Unix

The following example shows a set of commands to create MySQL server and client certificate and key files. Y ou will need to respond
to several prompts by theopenss| commands. To generate test files, you can press Enter to all prompts. To generate files for produc-
tion use, you should provide nonempty responses.

# Create clean environnent
shell> rm-rf newcerts
shel | > nkdir newcerts && cd newcerts
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# Create CA certificate
shel | > openssl genrsa 2048 > ca- key. pem
shel | > openssl req -new -x509 -nodes -days 1000 \
-key ca-key.pem -out ca-cert.pem
# Create server certificate, rempve passphrase, and sign it
shel | > openssl req -newkey rsa: 2048 -days 1000 \
-nodes -keyout server-key.pem -out server-red.pem
shel | > openssl rsa -in server-key.pem -out server-key.pem
shel | > openssl x509 -req -in server-red.pem -days 1000 \
-CA ca-cert.pem - CAkey ca-key.pem -set_serial 01 -out server-cert.pem
# Create client certificate, renpve passphrase, and sign it
shel | > openssl req -newkey rsa: 2048 -days 1000 \
-nodes -keyout client-key.pem-out client-req.pem
shel | > openssl rsa -in client-key.pem -out client-key.pem
shel | > openssl x509 -req -in client-req.pem -days 1000 \
-CA ca-cert.pem - CAkey ca-key.pem -set_serial 01 -out client-cert.pem

After generating the certificates, verify them:

nmysqgl > openssl verify -CAfile ca-cert.pemserver-cert.pemclient-cert.pem

Example 2: Creating SSL Files Using a Script on Unix

Hereis an example script that shows how to set up SSL certificates for MySQL:

DI R="pwd" / openssl

PRI V=$DI R/ pri vat e

nkdir $DIR $PRIV $DI R/ newcerts

cp /usr/sharelssl/openssl.cnf $D R

repl ace ./denpCA $DIR -- $DI R/ openssl . cnf
# Create necessary files: $database, $serial and $new certs_dir
# directory (optional)

touch $DI R/ i ndex. t xt

echo "01" > $DI R/ seri al

#

# Ceneration of Certificate Authority(CA)
#

openssl req -new -x509 -keyout $PRIV/cakey.pem -out $DI R/ ca-cert.pem\
-days 3600 -config $DI R/ openssl . cnf

Sanpl e out put :

Using configuration from/home/ nonty/ openssl/openssl.cnf

Cenerating a 1024 bit RSA private key

,,,,,,,,,,,,,,,, TrFEFArarar

......... ++++++

witing new private key to '/hone/ nonty/openssl/private/cakey. pen

Enter PEM pass phrase:

Verifying password - Enter PEM pass phrase:

You are about to be asked to enter information that will be

incorporated into your certificate request.

What you are about to enter is what is called a Distinguished Nane

or a DN

There are quite a few fields but you can | eave sone bl ank
For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:FI

State or Province Name (full name) [Some-State]:.
Locality Name (eg, city) []:
Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: MSQL AB
Organi zational Unit Name (eg, section) []:

Common Narme (eg, YOUR nane) []: MySQL adm n

Emai | Address []:

Create server request and key

penssl req -new -keyout $DI R/ server-key. pem -out \
$DI R/ server-req. pem -days 3600 -config $Dl R/ openssl . cnf
Sanpl e out put:
Usi ng configuration from/home/ nonty/ openssl/openssl.cnf
Generating a 1024 bit RSA private key
o o AP
__________ ++++++
witing new private key to '/hone/ nonty/openssl/server-Kkey. pem
Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:
You are about to be asked to enter information that will be
i ncorporated into your certificate request.
What you are about to enter is what is called a Distinguished Nane
or a DN
There are quite a few fields but you can | eave some bl ank
For sone fields there will be a default val ue,
If you enter '.', the field will be left blank.

HHFHEHERE OHBHIHBRHRFHHFHFHH TR T E R

HHBFHFHFEHFH
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Country Name (2 letter code) [AU]:FI

State or Province Nanme (full name) [Some-State]:.
Local ity Name (eg, city) []:

Organi zati on Nanme (eg, conpany) [Internet Wdgits Pty Ltd]: My\SQL AB
Organi zational Unit Nane (eg, section) []:
Common Narme (eg, YOUR nane) []: MySQL server
Emai | Address []:

Pl ease enter the following 'extra' attributes
to be sent with your certificate request

A chal | enge password []:

An optional conpany nane []:

Renove the passphrase fromthe key

HHERHFHHEHERTHER®

openssl rsa -in $DI R/ server-key. pem -out $DI R/ server-key. pem
#

# Sign server cert

#

openssl ca -policy policy_anything -out $DI R/ server-cert.pem\
-config $D R/ openssl.cnf -infiles $D R server-req. pem

Sanpl e out put :

Usi ng configuration from/honme/ nonty/ openssl/openssl.cnf

Enter PEM pass phrase:

Check that the request matches the signature

Si gnat ure ok

The Subj ects Distinguished Name is as foll ows

count r yNane : PRI NTABLE: ' FI'
organi zati onName : PRI NTABLE: ' MySQL AB'
conmmonNane : PRI NTABLE: ' MySQL admi n'

Certificate is to be certified until Sep 13 14:22:46 2003 GVI
(365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commt? [y/n]y
Wite out database with 1 new entries
Dat a Base Updated

Create client request and key

penssl req -new -keyout $DI R/ client-key. pem -out \

$DI R/ client-req. pem -days 3600 -config $D R/ openssl . cnf
Sanpl e out put:
Usi ng configuration from /home/ nonty/ openssl/openssl . cnf
Cenerating a 1024 bit RSA private key
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, TrFEFArarar
............................................. +++++
witing new private key to '/hone/ nonty/openssl/client-key.penm
Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:
You are about to be asked to enter information that will be
incorporated into your certificate request.
What you are about to enter is what is called a Distinguished Nane
or a DN
There are quite a few fields but you can | eave sone bl ank
For sone fields there will be a default val ue,
If you enter '.', the field will be left blank.
Country Name (2 letter code) [AU]:FI
State or Province Name (full name) [Some-State]:.
Locality Name (eg, city) []:
Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: M/SQ. AB
Organi zational Unit Name (eg, section) []:
Common Narme (eg, YOUR nane) []: MySQL user
Emai | Address []:

HHBFHEH OHBHIHIHBTHHFHHEH TR HRH R

3+ H#

Pl ease enter the following 'extra' attributes
to be sent with your certificate request

A chal | enge password []:

An optional conpany nane []:

Renpve the passphrase fromthe key

HHEFHF TR TSR

openssl rsa -in $DI R/ client-key. pem-out $Dl R/ client-key. pem
#

# Sign client cert

#

openssl ca -policy policy_anything -out $DIR/client-cert.pem\
-config $DI R/ openssl.cnf -infiles $DI R/ client-req. pem

# Sanpl e out put:

# Using configuration from/hone/ nonty/openssl/openssl . cnf
# Enter PEM pass phrase:

# Check that the request natches the signature

# Signature ok

# The Subjects Distinguished Nane is as follows

# count r yNane : PRI NTABLE: ' FI''

# organi zat i onNane : PRI NTABLE: ' MySQL AB'

# comonNanme : PRI NTABLE: ' M\ySQL user'
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# Certificate is to be certified until Sep 13 16:45:17 2003 GVI
# (365 days)

# Sign the certificate? [y/n]:y

#

#

# 1 out of 1 certificate requests certified, conmt? [y/n]y

# Wite out database with 1 new entries

# Data Base Updat ed

#

# Create a ny.cnf file that you can use to test the certificates
#

cnf=""

cnf="%cnf [client]"

cnf="$cnf ssl-ca=$Dl R/ ca-cert.pent
cnf="%$cnf ssl-cert=$DI R/ client-cert.pent
cnf="$cnf ssl-key=$Dl R/ cli ent-key. pent
cnf="$cnf [nysqld]"

cnf ="$cnf ssl-ca=$DI R/ ca-cert. penf
cnf="$cnf ssl-cert=$Dl R/ server-cert.pent
cnf ="$cnf ssl-key=$DI R/ server - key. pent
echo $cnf | replace " " '

' > $DI R/ my. cnf

Example 3: Creating SSL Files on Windows

Download OpenSSL for Windows. An overview of available packages can be seen here: ht-

tp:/iwww.sl proweb.com/products/Win320penSSL .html Choose the Win32 OpenSSL Light or Win64 OpenSSL Light package, depend-
ing on your architecture (32-bit or 64-bit). The default installation location will be C: \ OpenSSL- W n32 or C: \ OpenSSL- W n64,
depending on which package you downloaded. The following instructions assume a default location of C: \ OpenSSL- W n32. Modify
this as necessary if you are using the 64-bit package.

if amessage occurs during setup indicating' . . . critical conponent is missing: Mcrosoft Visual C++ 2008

Redi stri but abl es' , cancel the setup and download one of the following packages as well, again depending on your architecture
(32-bit or 64-hit):

e Visua C++ 2008 Redistributables (x86), available at: ht-

tp://www.microsoft.com/downl oads/detail s.aspx ?Family | D=9b2da534-3e03-4391-8a4d-074b9f 2bc1 bf
e Visua C++ 2008 Redistributables (x64), available at: ht-

tp://www.mi crosoft.com/downl oads/detail s.aspx amilyid=BD2A6171-E2D6-4230-B809-9A8D 7548C1B6
After installing the additional package, restart the OpenSSL setup.

During installation, leave the default C. \ OpenSSL- W n32 astheinstall path, and also leave the default option' Copy OpenSSL
DLL files to the Wndows systemdirectory' sdected.

When the installation has finished, add C: \ OpenSSL- W n32\ bi n to the Windows System Path variable of your server:

1.  Onthe Windows desktop, right-click the My Computer icon, and select Properties.

2. Select the Advanced tab from the SySTEM PROPERTIES menu that appears, and click the ENVIRONMENT VARIABLES button.

3. Under SYSTEM VARIABLES, select Path, then click the EDIT button. The EDIT SYSTEM VARIABLE dialogue should appear.
4. Add'; C \ OpenSSL- W n32\ bi n" to the end (notice the semicolon).
5. PressOK 3times.

6. Check that OpenSSL was correctly integrated into the Path variable by opening a new command console
(St ar t >Run>cnd. exe) and verifying that OpenSSL is available:

M crosoft Wndows [Version ...]

Copyright (c) 2006 Mcrosoft Corporation. Al rights reserved.

C:\ W ndows\ syst en82>cd \

C: \ >openssl

Q)§enSSL> exit <<< If you see the OpenSSL pronpt, installation was successful.
C\>
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Depending on your version of Windows, the preceding instructions might be slightly different.
After OpenSSL has been installed, use instructions similar to those from from Example 1 (shown earlier in this section), with the fol-
lowing changes:

* Change the following Unix commands:

# Create clean environnent
shell> rm-rf newcerts
shel | > nkdir newcerts && cd newcerts

On Windows, use these commands instead:

# Create clean environnent
shel | > nmd c:\newcerts
shell > cd c:\newcerts

« Whena'\"' character isshown at the end of acommand line, this' \ ' character must be removed and the command lines entered
al onasingleline.

Testing SSL Connections

Totest SSL connections, start the server as follows, where $DI Ris the path name to the directory where the sample ny. cnf option
file (or my. i ni on Windows) islocated:

shel I > nysqld --defaults-file=$DI R ny.cnf &

Then invoke a client program using the same option file:

shell > nmysql --defaults-file=$DI R/ my. cnf

If you have aMySQL source distribution, you can also test your setup by modifying the preceding ny. cnf fileto refer to the demon-
stration certificate and key filesinthemysql -t est / st d_dat a directory of the distribution.

4.7. Connecting to MySQL Remotely from Windows with SSH

This section describes how to get a secure connection to aremote MySQL server with SSH. The information was provided by David
Carlson <dcar | son@mpl comm conp.

1. Instal an SSH client on your Windows machine. As a user, the best nonfree one | have found isfrom Secur e CRT from ht-
tp://www.vandyke.com/. Another optionisf - secur e from http://www.f-secure.com/. Y ou can also find some free ones on
Googl e at http://directory.google.com/Top/Computers/Internet/Protocol s/SSH/Clients/Windows/.

2. Start your Windows SSH client. Set Host _Nanme = yournysql server _URL_or _| P.Setuseri d=your _useri d tolog
into your server. Thisuser i d value might not be the same as the user name of your MySQL account.

3. Set up port forwarding. Either do aremote forward (Set | ocal _port: 3306,renote_host: yourmysql server -
name_or _ip,renmote_port: 3306)oraloca forward (Set port: 3306, host: | ocal host,renote port:
3306).

4. Save everything, otherwise you will have to redo it the next time.

5. Logintoyour server with the SSH session you just created.

6. Onyour Windows machine, start some ODBC application (such as Access).

7. Create anew filein Windows and link to MySQL using the ODBC driver the same way you normally do, except typein| ocal -
host for the MySQL host server, not your nysql ser ver nane.

At this point, you should have an ODBC connection to MySQL, encrypted using SSH.
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4.8. Auditing MySQL Account Activity

Applications can use the following guidelines to perform auditing that ties database activity to MySQL accounts.

MySQL accounts correspond to rowsinthe mysql . user table. When aclient connects successfully, the server authenticates the client
to aparticular row in thistable. The User and Host column valuesin this row uniquely identify the account and correspond to the
"user _nane' @ host _nane' format in which account names are written in SQL statements.

The account used to authenticate a client determines which privileges the client has. Normally, the CURRENT _USER( ) function can be
invoked to determine which account thisis for the client user. Its valueis constructed from the User and Host columns of theuser
table row for the account.

However, there are circumstances under which the CURRENT_USER( ) value corresponds not to the client user but to a different ac-
count. This occurs in contexts when privilege checking is not based the client's account:

¢ Stored routines (procedures and functions) defined with the SQL SECURI TY DEFI NER characteristic
e Viewsdefined withthe SQL SECURI TY DEFI NER characteristic (as of MySQL 5.1.12)

e Triggersand events

In those contexts, privilege checking is done against the DEFI NER account and CURRENT_USER( ) refersto that account, not to the
account for the client who invoked the stored routine or view or who caused the trigger to activate. To determine the invoking user, you
can call the USER( ) function, which returns avalue indicating the actual user name provided by the client and the host from which the
client connected. However, this value does not necessarily correspond directly to an account in the user table, because the USER( )
value never contains wildcards, whereas account values (as returned by CURRENT _USER( ) ) may contain user name and host name
wildcards.

For example, ablank user name matches any user, so an account of ' * @ | ocal host' enables clientsto connect as an anonymous
user from the local host with any user name. If this case, if aclient connectsasuser 1 from thelocal host, USER() and CUR-
RENT _USER() return different values:

nysql > SELECT USER() CURRENT USER()

| user1@ ocal host | @ ocal host |
Jooccooccooccoosco Joocccoccooccoosos +

The host name part of an account can contain wildcards, too. If the host name containsa' % or' _' pattern character or uses netmask
notation, the account can be used for clients connecting from multiple hosts and the CURRENT _USER( ) valuewill not indicate which
one. For example, the account * user 2' @ % exanpl e. coni can be used by user 2 to connect from any host in the ex-

anpl e. comdomain. If user 2 connectsfrom r enot e. exanpl e. com USER() and CURRENT_USER() return different values:

nysql > SELECT USER(), CURRENT " USER();

If an application must invoke USER( ) for user auditing (for example, if it does auditing from within triggers) but must also be able to
associate the USER() value with an account inthe user table, it is necessary to avoid accounts that contain wildcards in the User or
Host column. Specifically, do not permit User to be empty (which creates an anonymous-user account), and do not permit pattern
characters or netmask notation in Host values. All accounts must have anonempty User value and literal Host value.

With respect to the previous examples, the' ' @ | ocal host' and' user 2' @ % exanpl e. conm accounts should be changed not
to use wildcards:

RENAME USER '' @I ocal host' TO 'userl' @I ocal host "' ;
RENAME USER ' user2' @ % exanpl e.comi TO 'user2' @renote. exanpl e. con ;

If user 2 must be able to connect from several hostsin the exanpl e. comdomain, there should be a separate account for each host.

To extract the user name or host name part from a CURRENT_USER() or USER() value, usethe SUBSTRI NG() function:
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nysql > SELECT SUBSTRI NG | NDEX( CURRENT USER(),' @, 1);

focccccccoococcoococsoocosocosocosocosoooooos +
| SUBSTRI NG_| NDEX( CURRENT_USER(),' @, 1) |
occcoocccoococcoococcoococsoocosocosocosocosoos +

| userl |

o occooooooooooCoooCoCoCoooCoooCoSooooooo +

mysql > SELECT SUBSTRI NG_| NDEX( CURRENT_USER(),' @, - 1) ;
B e +

| SUBSTRI NG_| NDEX( CURRENT USER(),' @,-1) |
e e . +

| I'ocal host |
feocccoccooccooccooccooccoo-coo-soossooso +
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Chapter 5. Backup and Recovery

It isimportant to back up your databases so that you can recover your data and be up and running again in case problems occur, such as
system crashes, hardware failures, or users deleting data by mistake. Backups are also essential as a safeguard before upgrading a
MySQL installation, and they can be used to transfer a MySQL installation to another system or to set up replication slave servers.
MySQL offersavariety of backup strategies from which you can choose the methods that best suit the requirements for your installa-
tion. This chapter discusses several backup and recovery topics with which you should be familiar:

« Types of backups: Logica versus physical, full versusincremental, and so forth.

« Methods for creating backups.

* Recovery methods, including point-in-time recovery.

«  Backup scheduling, compression, and encryption.

« Table maintenance, to enable recovery of corrupt tables.

Additional Resources

Resources related to backup or to maintaining data availability include the following:

e Customers of MySQL Enterprise Edition can use the MySQL Enterprise Backup product for backups. For an overview of the
MySQL Enterprise Backup product, see MySQL Enterprise Backup.

* A forum dedicated to backup issuesis available at http://forums.mysgl.com/list.php?93.

e Detailsfor mysql dunp, nysql hot copy, and other MySQL backup programs can be found in MySQL Programs.

¢ The syntax of the SQL statements described here is given in SQL Statement Syntax.

« For additional information about | nnoDB backup procedures, see Backing Up and Recovering an | nnoDB Database.

* Replication enables you to maintain identical data on multiple servers. This has several benefits, such as enabling client query load
to be distributed over servers, availability of data even if agiven server istaken offline or fails, and the ability to make backups with
no impact on the master by using a lave server. See Replication.

« MySQL Cluster provides a high-availability, high-redundancy version of MySQL adapted for the distributed computing environ-
ment. See MySQL Cluster NDB 7.2. For information specifically about MySQL Cluster backup, see Online Backup of MySQL
Cluster.

« Distributed Replicated Block Device (DRBD) is another high-availability solution. It works by replicating a block device from a
primary server to a secondary server at the block level. See High Availability and Scal ability

5.1. Backup and Recovery Types

This section describes the characteristics of different types of backups.

Physical (Raw) Versus Logical Backups

Physical backups consist of raw copies of the directories and files that store database contents. This type of backup is suitable for large,
important databases that need to be recovered quickly when problems occur.

Logical backups save information represented as logical database structure (CREATE DATABASE, CREATE TABLE statements) and
content (I NSERT statements or delimited-text files). Thistype of backup is suitable for smaller amounts of data where you might edit
the data values or table structure, or recreate the data on a different machine architecture.

Logical backup methods have these characteristics:
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* Thebackup is done by querying the MySQL server to obtain database structure and content information.

« Backup is slower than physical methods because the server must access database information and convert it to logical format. If the
output is written on the client side, the server must also send it to the backup program.

« Output islarger than for physical backup, particularly when saved in text format.

« Backup and restore granularity is available at the server level (all databases), database level (all tablesin a particular database), or
tablelevel. Thisistrue regardless of storage engine.

e The backup does not include log or configuration files, or other database-related files that are not part of databases.
« Backups stored in logical format are machine independent and highly portable.
« Logical backups are performed with the MySQL server running. The server is not taken offline.

¢ Logical backup toolsinclude the mysql dunp program and the SELECT ... | NTO OUTFI LE statement. These work for any
storage engine, even VEMORY.

¢ Torestorelogica backups, SQL-format dump files can be processed using the mysql client. To load delimited-text files, use the
LOAD DATA | NFI LE statement or thenysql i nport client.

Physical backup methods have these characteristics:

« The backup consists of exact copies of database directories and files. Typically thisisacopy of al or part of the MySQL data dir-
ectory. Datafrom MEMORY tables cannot be backed up this way because their contents are not stored on disk.

¢ Physical backup methods are faster than logical because they involve only file copying without conversion.

e Output is more compact than for logical backup.

« Backup and restore granularity ranges from the level of the entire data directory down to the level of individual files. This may or
may not provide for table-level granularity, depending on storage engine. (Each Myl SAMtable corresponds uniquely to a set of files,
but an | nnoDB table shares file storage with other | nnoDB tables.)

« In addition to databases, the backup can include any related files such as log or configuration files.

« Backups are portable only to other machines that have identical or similar hardware characteristics.

« Backups can be performed while the MySQL server is not running. If the server is running, it is necessary to perform appropriate
locking so that the server does not change database contents during the backup.

¢ Physical backup tools include file system-level commands (suchascp, scp,tar,rsync), mysql hot copy for My| SAMtables,
i bbackup for | nnoDB tables, or START BACKUP for NDB tables.

« For restore, files copied at the file system level or with mysql hot copy can be copied back to their original locations with file sys-
tem commands; i bbackup restores | nnoDB tables, and ndb_r est or e restores NDB tables.

Online Versus Offline Backups

Online backups take place while the MySQL server isrunning so that the database information can be obtained from the server. Offline

backups take place while the server is stopped. This distinction can aso be described as “hot” versus “cold” backups; a“warm” backup

is one where the server remains running but locked against modifying data while you access database files externally.

Online backup methods have these characteristics:

« Thebackup islessintrusive to other clients, which can connect to the MySQL server during the backup and may be able to access

data depending on what operations they need to perform.

« Care must be taken to impose appropriate locking so that data modifications do not take place that would compromise backup integ-
rity. The MySQL Enterprise Backup product does such locking automatically.
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Offline backup methods have these characteristics:

¢ Clients can be affected adversely because the server is unavailable during backup. For that reason, such backups are often taken
from areplication slave server that can be taken offline without harming availability.

« The backup procedure is simpler because there is no possibility of interference from client activity.

A similar distinction between online and offline applies for recovery operations, and similar characteristics apply. However, it is more

likely that clients will be affected for online recovery than for online backup because recovery requires stronger locking. During

backup, clients might be able to read data while it is being backed up. Recovery modifies data and does not just read it, so clients must
be prevented from accessing data while it is being restored.

Local Versus Remote Backups

A local backup is performed on the same host where the MySQL server runs, whereas a remote backup is done from a different host.
For some types of backups, the backup can be initiated from a remote host even if the output is written locally on the server. host.

« mysql dunp can connect to local or remote servers. For SQL output (CREATE and | NSERT statements), local or remote dumps
can be done and generate output on the client. For delimited-text output (with the - - t ab option), datafiles are created on the server

host.

* mysql hot copy performsonly local backups: It connects to the server to lock it against data modifications and then copies local
tablefiles.

e SELECT ... | NTO QUTFI LE can beinitiated from alocal or remote client host, but the output file is created on the server host.

¢ Physical backup methods typically areinitiated locally on the MySQL server host so that the server can be taken offline, although
the destination for copied files might be remote.

Snapshot Backups

Some file system implementations enable “snapshots’ to be taken. These provide logical copies of the file system at a given point in
time, without requiring a physical copy of the entire file system. (For example, the implementation may use copy-on-write techniques so
that only parts of the file system modified after the snapshot time need be copied.) MySQL itself does not provide the capability for tak-
ing file system snapshots. It is available through third-party solutions such as Veritas, LVM, or ZFS.

Full Versus Incremental Backups

A full backup includes all data managed by a MySQL server at agiven point in time. An incremental backup consists of the changes
made to the data during a given time span (from one point in time to another). MySQL has different ways to perform full backups, such
as those described earlier in this section. Incremental backups are made possible by enabling the server's binary log, which the server
uses to record data changes.

Full Versus Point-in-Time (Incremental) Recovery

A full recovery restores al data from afull backup. This restores the server instance to the state that it had when the backup was made.
If that state is not sufficiently current, afull recovery can be followed by recovery of incremental backups made since the full backup, to
bring the server to a more up-to-date state.

Incremental recovery is recovery of changes made during a given time span. Thisis also called point-in-time recovery because it makes
a server's state current up to a given time. Point-in-time recovery is based on the binary log and typically follows afull recovery from
the backup files that restores the server to its state when the backup was made. Then the data changes written in the binary log files are
applied as incremental recovery to redo data modifications and bring the server up to the desired point in time.

Table Maintenance

Dataintegrity can be compromised if tables become corrupt. For | nnoDB tables, thisis not atypical issue. For programsto check My -
| SAMtables and repair them if problems are found, see Section 5.6, “My1 SAMTable Maintenance and Crash Recovery”.
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Backup Scheduling, Compression, and Encryption

Backup scheduling is valuable for automating backup procedures. Compression of backup output reduces space requirements, and en-
cryption of the output provides better security against unauthorized access of backed-up data. MySQL itself does not provide these cap-
abilities. The MySQL Enterprise Backup product can compress | nnoDB backups, and compression or encryption of backup output can
be achieved using file system utilities. Other third-party solutions may be available.

5.2. Database Backup Methods

This section summarizes some general methods for making backups.

Making a Hot Backup with MySQL Enterprise Backup

Customers of MySQL Enterprise Edition can use the MySQL Enterprise Backup product to do physical backups of entire instances or
selected databases, tables, or both. This product includes features for incremental and compressed backups. Backing up the physical
database files makes restore much faster than logical techniques such asthe mysql dunp command. | nnoDB tables are copied using a
hot backup mechanism. (Ideally, the | nnoDB tables should represent a substantial majority of the data.) Tables from other storage en-
gines are copied using awarm backup mechanism. For an overview of the MySQL Enterprise Backup product, see MySQL Enterprise
Backup.

Making Backups by Copying Table Files

For storage engines that represent each table using its own files, tables can be backed up by copying those files. For example, Myl SAM
tables are stored asfiles, so it is easy to do a backup by copying files(*. f rm*. MYD, and *. MYI files). To get a consistent backup,
stop the server or lock and flush the relevant tables:

LOCK TABLES thl _|ist READ;
FLUSH TABLES tbl _|ist;

Y ou need only aread lock; this enables other clients to continue to query the tables while you are making a copy of thefilesin the data-
base directory. The FLUSH TABLES statement is needed to ensure that the all active index pages are written to disk before you start
the backup. See LOCK TABLES and UNLOCK TABLES Syntax, and FLUSH Syntax.

Y ou can also create a binary backup simply by copying all tablefiles, aslong as the server isn't updating anything. The nysql hot -
copy script uses this method. (But note that table file copying methods do not work if your database contains | nnoDB tables. nysql -
hot copy does not work for | nnoDB tables because | nnoDB does not necessarily store table contents in database directories. Also,
even if the server is not actively updating data, | nnoDB may still have modified data cached in memory and not flushed to disk.

Making Delimited-Text File Backups

To create atext file containing atable's data, you can use SELECT * | NTO QUTFI LE 'fil e_name' FROM tbl _nane.The
fileiscreated on the MySQL server host, not the client host. For this statement, the output file cannot already exist because permitting
files to be overwritten constitutes a security risk. See SELECT Syntax. This method works for any kind of datafile, but saves only table
data, not the table structure.

Another way to create text datafiles (along with files containing CREATE TABLE statements for the backed up tables) isto use
nysql dunp with the- - t ab option. See Section 5.4.3, “Dumping Datain Delimited-Text Format with nysql dunp”.

To reload a delimited-text datafile, use LOAD DATA | NFI LE or nysql i nport.
Making Backups with nysql dunp or nysqgl hot copy
Thenmysql dunp program and the nysql hot copy script can make backups. mysql dunp is more general because it can back up al

kinds of tables. mysql hot copy works only with some storage engines. (See Section 5.4, “Using nysql dunp for Backups’, and
nysql hot copy.)

For | nnoDB tables, it is possible to perform an online backup that takes no locks on tablesusing the - - si ngl e- t r ansact i on op-
tionto mysql dunp. See Section 5.3.1, “Establishing a Backup Policy”.

Making Incremental Backups by Enabling the Binary Log

MySQL supports incremental backups: Y ou must start the server with the - - | 0g- bi n option to enable binary logging; see The Binary
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Log. The binary log files provide you with the information you need to replicate changes to the database that are made subsequent to the
point at which you performed a backup. At the moment you want to make an incremental backup (containing all changes that happened
since the last full or incremental backup), you should rotate the binary log by using FLUSH LOGS. This done, you need to copy to the
backup location all binary logs which range from the one of the moment of the last full or incremental backup to the last but one. These
binary logs are the incremental backup; at restore time, you apply them as explained in Section 5.5, “ Point-in-Time (Incremental) Re-
covery Using the Binary Log”. The next time you do a full backup, you should also rotate the binary log using FLUSH LOGS, nysq|l -
dunmp --flush-1ogs,ornysqgl hot copy --flushl og.Seenysqgl dunp, and mysql hot copy.

Making Backups Using Replication Slaves

If you have performance problems with your master server while making backups, one strategy that can help isto set up replication and
perform backups on the save rather than on the master. See Using Replication for Backups.

If you are backing up a slave replication server, you should back upitsmast er . i nf o andr el ay- | og. i nf o fileswhen you back
up the lave's databases, regardless of the backup method you choose. These information files are always needed to resume replication
after you restore the dave's data. If your daveisreplicating LOAD DATA | NFI LE statements, you should also back up any
SQL_LOAD- * filesthat exist in the directory that the slave uses for this purpose. The dave needs these files to resume replication of

any interrupted LOAD DATA | NFI LE operations. The location of this directory isthe value of the - - sl ave- | oad- t npdi r option.
If the server was not started with that option, the directory location isthe value of thet nmpdi r system variable.

Recovering Corrupt Tables

If you have to restore My | SAMtables that have become corrupt, try to recover them using REPAI R TABLE or nyi sanchk -r first.
That should work in 99.9% of all cases. If myi santhk fails, see Section 5.6, “My| SAMTable Maintenance and Crash Recovery”.

Making Backups Using a File System Snapshot

If you are using a Veritas file system, you can make a backup like this:

1. From aclient program, execute FLUSH TABLES W TH READ LOCK.
2. From another shell, execute nrount vxfs snapshot.

3.  Fromthefirst client, execute UNLOCK TABLES.

4. Copy filesfrom the snapshot.

5. Unmount the snapshot.

Similar snapshot capabilities may be available in other file systems, such asLVM or ZFS.

5.3. Example Backup and Recovery Strategy

This section discusses a procedure for performing backups that enables you to recover data after several types of crashes:

¢ Operating system crash

* Power falure

¢ Filesystem crash

¢ Hardware problem (hard drive, motherboard, and so forth)

The example commands do not include options such as - - user and - - passwor d for themysql dunp and nysql client programs.
Y ou should include such options as necessary to enable client programs to connect to the MySQL server.

Assume that datais stored in the | nnoDB storage engine, which has support for transactions and automatic crash recovery. Assume
also that the MySQL server isunder load at the time of the crash. If it were not, no recovery would ever be needed.

For cases of operating system crashes or power failures, we can assume that MySQL's disk datais available after arestart. The | nnoDB
data files might not contain consistent data due to the crash, but | nnoDB reads its logs and finds in them the list of pending committed
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and noncommitted transactions that have not been flushed to the datafiles. | nnoDB automatically rolls back those transactions that
were not committed, and flushes to its data files those that were committed. Information about this recovery processis conveyed to the
user through the MySQL error log. The following is an example log excerpt:

I nnoDB: Dat abase was not shut down nornally.

I nnoDB: Starting recovery fromlog files...

I nnoDB: Starting | og scan based on checkpoi nt at
I nnoDB: | og sequence nunber 0 13674004

I nnoDB: Doi ng recovery: scanned up to | og sequence number 0 13739520
I nnoDB: Doi ng recovery: scanned up to | og sequence nunber 0 13805056
I nnoDB: Doi ng recovery: scanned up to | og sequence nunmber 0 13870592
I nnoDB: Doi ng recovery: scanned up to | og sequence nunber 0 13936128
I nnoDB: Doi ng recovery: scanned up to | og sequence nunber 0 20555264
I nnoDB: Doi ng recovery: scanned up to | og sequence nunber 0 20620800
I nnoDB: Doi ng recovery: scanned to |l og sequence nunmber 0 20664692
I nnoDB: 1 unconmitted transactlon(s) whi ch nust be rolled back

InnoDB: Starting roll back of uncommtted transactions

I nnoDB: Rol I'ing back trx no 16745

I nnoDB: Rol I'ing back of trx no 16745 conpl et ed

I nnoDB: Rol | back of uncommitted transactions conpl eted

I nnoDB: Starting an apply batch of log records to the database...
I nnoDB: Apply batch conpl et ed

I nnoDB: Started

nysql d: ready for connections

For the cases of file system crashes or hardware problems, we can assume that the MySQL disk datais not available after arestart. This
means that MySQL fails to start successfully because some blocks of disk data are no longer readable. In this case, it is necessary to re-
format the disk, install anew one, or otherwise correct the underlying problem. Then it is necessary to recover our MySQL data from
backups, which means that backups must already have been made. To make sure that is the case, design and implement a backup policy.

5.3.1. Establishing a Backup Policy

To be useful, backups must be scheduled regularly. A full backup (a snapshot of the data at a point in time) can be done in MySQL with
several tools. For example, MySQL Enterprise Backup can perform a physical backup of an entire instance, with optimizations to min-
imize overhead and avoid disruption when backing up | nnoDB datafiles; mysql dunp provides online logical backup. This discussion
usesnysql dunp.

Assume that we make a full backup of all our | nnoDB tablesin all databases using the following command on Sunday at 1 p.m., when
load islow:

shel | > nysql dunp --single-transaction --all-databases > backup_sunday_1 PM sql

Theresulting . sqgl file produced by mysql dunp contains a set of SQL | NSERT statements that can be used to reload the dumped
tables at alater time.

This backup operation acquires a global read lock on all tables at the beginning of the dump (using FLUSH TABLES W TH READ
LOCK). As soon as thislock has been acquired, the binary log coordinates are read and the lock is released. If long updating statements
are running when the FLUSH statement is issued, the backup operation may stall until those statements finish. After that, the dump be-
comes lock-free and does not disturb reads and writes on the tables.

It was assumed earlier that the tablesto back up are | nnoDB tables, so- - si ngl e-tr ansact i on usesaconsistent read and guaran-
tees that data seen by mysql dunp does not change. (Changes made by other clientsto | nnoDB tables are not seen by themysql -
dunp process.) If the backup operation includes nontransactional tables, consistency requires that they do not change during the
backup. For example, for the Myl SAMtablesin the mysql database, there must be no administrative changes to MySQL accounts dur-
ing the backup.

Full backups are necessary, but it is not always convenient to create them. They produce large backup files and take time to generate.
They are not optimal in the sense that each successive full backup includes all data, even that part that has not changed since the previ-
ous full backup. It is more efficient to make an initial full backup, and then to make incremental backups. The incremental backups are
smaller and take less time to produce. The tradeoff is that, at recovery time, you cannot restore your data just by reloading the full
backup. Y ou must also process the incremental backups to recover the incremental changes.

To make incremental backups, we need to save the incremental changes. In MySQL, these changes are represented in the binary log, so
the MySQL server should always be started with the - - | 0g- bi n option to enable that log. With binary logging enabled, the server
writes each data change into afile while it updates data. Looking at the data directory of aMySQL server that was started with the -

-1 0g- bi n option and that has been running for some days, we find these MySQL binary log files:

-rwrw--- 1 guilhem guilhem 1277324 Nov 10 23:59 gbi chot 2- bi n. 000001
-rWrw--- 1 guilhem guil hem 4 Nov 10 23:59 gbi chot 2- bi n. 000002
-rwrw--- 1 guilhem guilhem 79 Nov 11 11: 06 gbi chot 2-bi n. 000003
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-rwrw--- 1 guilhem guil hem 508 Nov 11 11: 08 gbi chot 2-bi n. 000004
-rwrw--- 1 guilhem guilhem 220047446 Nov 12 16: 47 gbi chot 2- bi n. 000005
-rWrw--- 1 guilhem guil hem 998412 Nov 14 10: 08 gbi chot 2- bi n. 000006
-rwrw--- 1 guilhem guilhem 361 Nov 14 10: 07 gbi chot 2-bi n. i ndex

Each timeit restarts, the MySQL server creates anew binary log file using the next number in the sequence. While the server isrun-
ning, you can also tell it to close the current binary log file and begin a new one manually by issuing a FLUSH LOGS SQL statement or
withamysqgl adm n fl ush-1 ogs command. mysql dunp aso has an option to flush thelogs. The . i ndex filein the data direct-
ory containsthe list of all MySQL binary logsin the directory.

The MySQL binary logs are important for recovery because they form the set of incremental backups. If you make sure to flush the logs
when you make your full backup, the binary log files created afterward contain all the data changes made since the backup. Let's modify
the previous ny sl dunp command abit so that it flushes the MySQL binary logs at the moment of the full backup, and so that the
dump file contains the name of the new current binary log:

shel | > nmysql dunp --single-transaction --flush-1ogs --master-data=2 \
--all -dat abases > backup_sunday_1 PM sql

After executing this command, the data directory contains a new binary log file, gbi chot 2- bi n. 000007, because the -
-fl ush-1 ogs option causes the server to flush itslogs. The - - mast er - dat a option causes mysql dunp to write binary log in-
formation to its output, so the resulting . sql dump file includes these lines:

-- Position to start replication or point-in-tinme recovery from
-- CHANGE MASTER TO MASTER_LOG FI LE=' gbi chot 2- bi n. 000007' , MASTER_LOG_P(OS=4;

Because the my sql dunp command made a full backup, those lines mean two things:

« Thedump file contains all changes made before any changes written to the gbi chot 2- bi n. 000007 binary log file or newer.

¢ All data changes logged after the backup are not present in the dump file, but are present in the gbi chot 2- bi n. 000007 binary
log file or newer.

On Monday at 1 p.m., we can create an incremental backup by flushing the logs to begin a new binary log file. For example, executing a
nysql adm n fl ush-1 ogs command createsgbi chot 2- bi n. 000008. All changes between the Sunday 1 p.m. full backup and
Monday 1 p.m. will beinthe gbi chot 2- bi n. 000007 file. Thisincremental backup isimportant, so it isagood ideato copy it to a
safe place. (For example, back it up on tape or DVD, or copy it to another machine.) On Tuesday at 1 p.m., execute another mysql ad-
m n flush-1 ogs command. All changes between Monday 1 p.m. and Tuesday 1 p.m. will bein thegbi chot 2- bi n. 000008 file
(which also should be copied somewhere safe).

The MySQL binary logs take up disk space. To free up space, purge them from time to time. One way to do thisis by deleting the bin-
ary logs that are no longer needed, such as when we make afull backup:

shel I > nysql dunp --single-transaction --flush-logs --naster-data=2 \
--all -databases --del ete-master-1ogs > backup_sunday_1_PM sql

Note

Deleting the MySQL binary logswith mysql dunp - - del et e- nast er - | ogs can be dangerousif your serverisa
replication master server, because slave servers might not yet fully have processed the contents of the binary log. The de-
scription for the PURGE Bl NARY LOGS statement explains what should be verified before deleting the MySQL binary
logs. See PURGE BI NARY LOGS Syntax.

5.3.2. Using Backups for Recovery

Now, suppose that we have a catastrophic crash on Wednesday at 8 am. that requires recovery from backups. To recover, first were-
store the last full backup we have (the one from Sunday 1 p.m.). The full backup fileisjust aset of SQL statements, so restoring it is

Very easy.
shel | > mysgl < backup_sunday_1_PM sql

At this point, the datais restored to its state as of Sunday 1 p.m.. To restore the changes made since then, we must use the incremental
backups; that is, the gbi chot 2- bi n. 000007 and gbi chot 2- bi n. 000008 binary log files. Fetch the files if necessary from
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where they were backed up, and then process their contents like this:

shel I > nysql bi nl og gbi chot 2- bi n. 000007 gbi chot 2- bi n. 000008 | nysq

We now have recovered the data to its state as of Tuesday 1 p.m., but till are missing the changes from that date to the date of the
crash. To not lose them, we would have needed to have the MySQL server storeits MySQL binary logs into a safe location (RAID
disks, SAN, ...) different from the place where it stores its data files, so that these logs were not on the destroyed disk. (That is, we can
start the server with a- - | 0g- bi n option that specifies alocation on a different physical device from the one on which the data direct-
ory resides. That way, the logs are safe even if the device containing the directory islost.) If we had done this, we would have the gbi -
chot 2- bi n. 000009 file (and any subsequent files) at hand, and we could apply them using nysql bi nl og and mysql to restore
the most recent data changes with no loss up to the moment of the crash:

shel | > nmysql bi nl og gbi chot 2-bi n. 000009 ... | nysq

For more information about using mysql bi nl og to process binary log files, see Section 5.5, “ Point-in-Time (Incremental) Recovery
Using the Binary Log".

5.3.3. Backup Strategy Summary

In case of an operating system crash or power failure, | nnoDB itself does all the job of recovering data. But to make sure that you can
sleep well, observe the following guidelines:

e Alwaysrunthe MySQL server with the - - | og- bi n option, or even - - | 0og- bi n=I og_nane, wherethelog file nameislocated
on some safe media different from the drive on which the data directory islocated. If you have such safe media, this technique can
also be good for disk load balancing (which results in a performance improvement).

* Make periodic full backups, using the nysql dunp command shown earlier in Section 5.3.1, “Establishing a Backup Policy”, that
makes an online, nonblocking backup.

e Make periodic incremental backups by flushing the logs with FLUSH LOGS or nysql adni n fl ush-1 ogs.

5.4. Using nysql dunp for Backups

This section describes how to use my sl dunp to produce dump files, and how to reload dump files. A dump file can be used in several
ways:
e Asabackup to enable data recovery in case of dataloss.
e Asasource of datafor setting up replication slaves.
e Asasource of datafor experimentation:
» To make acopy of adatabase that you can use without changing the original data.

» Totest potential upgrade incompatibilities.
nysql dunp produces two types of output, depending on whether the - - t ab option is given:

e Without - - t ab, nysql dunp writes SQL statements to the standard output. This output consists of CREATE statements to create
dumped objects (databases, tables, stored routines, and so forth), and | NSERT statements to |oad data into tables. The output can be
saved in afile and reloaded later using mysql to recreate the dumped objects. Options are available to modify the format of the
SQL statements, and to control which objects are dumped.

e With--tab, mysql dunp produces two output files for each dumped table. The server writes one file as tab-delimited text, one

line per table row. Thisfileisnamed t bl _nane. t xt inthe output directory. The server also sends a CREATE TABLE statement
for thetableto mysql dunp, which writesit asafilenamedt bl _nane. sqgl inthe output directory.

5.4.1. Dumping Data in SQL Format with nysql dunp
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This section describes how to use my sl dunp to create SQL-format dump files. For information about rel oading such dump files, see
Section 5.4.2, “Reloading SQL -Format Backups'.

By default, mysql dunp writesinformation as SQL statements to the standard output. Y ou can save the output in afile:

shel | > nmysql dunp [argunents] > fil e_nanme

To dump all databases, invoke nysql dunp withthe- - al | - dat abases option:

shel | > nysqgl dunp --all -dat abases > dunp. sql

To dump only specific databases, name them on the command line and use the - - dat abases option:

shel I > nysql dunp --dat abases dbl db2 db3 > dunp. sql
The- - dat abases option causes all names on the command line to be treated as database names. Without this option, mysql dunp
treats the first name as a database name and those following as table names.

With - - al | - dat abases or - - dat abases, nysql dunp writes CREATE DATABASE and USE statements prior to the dump out-
put for each database. This ensures that when the dump fileis reloaded, it creates each database if it does not exist and makes it the de-
fault database so database contents are loaded into the same database from which they came. If you want to cause the dump file to force
adrop of each database before recreating it, use the - - add- dr op- dat abase option aswell. In thiscase, nysql dunp writesa
DROP DATABASE statement preceding each CREATE DATABASE statement.

To dump a single database, name it on the command line:

shel | > nysql dunp --dat abases test > dunp.sql

In the single-database case, it is permissible to omit the - - dat abases option:

shel | > nysql dunp test > dunp. sql

The difference between the two preceding commands is that without - - dat abases, the dump output contains no CREATE DATA-
BASE or USE statements. This has several implications:
«  When you reload the dump file, you must specify a default database name so that the server knows which database to reload.

« For reloading, you can specify a database name different from the original name, which enables you to reload the datainto a differ-
ent database.

¢ If the database to be reloaded does not exist, you must create it first.
« Because the output will contain no CREATE DATABASE statement, the - - add- dr op- dat abase option has no effect. If you
useit, it produces no DROP DATABASE statement.

To dump only specific tables from a database, name them on the command line following the database name:

shel | > nmysqgl dunmp test t1 t3 t7 > dunp.sql

5.4.2. Reloading SQL-Format Backups

To reload a dump file written by mysql dunp that consists of SQL statements, use it asinput to themysql client. If the dump file was
created by nysql dunp withthe- - al | - dat abases or - - dat abases option, it contains CREATE DATABASE and USE state-
ments and it is not necessary to specify a default database into which to load the data:

shel | > nmysql < dunp. sql

Alternatively, from within nysql , useasour ce command:

nysql > source dunp. sql
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If the file is a single-database dump not containing CREATE DATABASE and USE statements, create the database first (if necessary):

shell > nmysqgl admi n create dbl

Then specify the database name when you load the dump file:
shel I > nysql dbl < dunp.sql

Alternatively, from within mysql , create the database, select it as the default database, and load the dump file:

nysql > CREATE DATABASE | F NOT EXI STS dbi;
nysql > USE dbi;
nysql > source dunp. sql

5.4.3. Dumping Data in Delimited-Text Format with nysqgl dunp

This section describes how to use mysql dunp to create delimited-text dump files. For information about reloading such dump files,
see Section 5.4.4, “Reloading Delimited-Text Format Backups’.

If you invoke mysql dunp with the - - t ab=di r _nane option, it usesdi r _nane asthe output directory and dumps tablesindividu-
ally inthat directory using two files for each table. The table name is the basename for these files. For atablenamed t 1, thefilesare
namedt 1. sql andt 1. txt.The. sql filecontainsaCREATE TABLE statement for thetable. The. t xt file containsthe table
data, one line per table row.

The following command dumps the contents of the db1 databaseto filesin the/ t np database:
shel | > nysql dunp --tab=/tnp dbl

The. t xt files containing table data are written by the server, so they are owned by the system account used for running the server. The
server uses SELECT ... | NTO OUTFI LE to write thefiles, so you must have the FI LE privilege to perform this operation, and an
error occursif agiven. t xt fileaready exists.

The server sends the CREATE definitions for dumped tablesto mysql dunp, which writesthemto . sql files. Thesefiles therefore are
owned by the user who executes my sql dunp.

Itisbest that - - t ab be used only for dumping alocal server. If you use it with aremote server, the - - t ab directory must exist on

both the local and remote hosts, and the . t xt fileswill be written by the server in the remote directory (on the server host), whereas the
. sql fileswill bewritten by nysql dunp intheloca directory (on the client host).

For mysql dunp - -t ab, the server by default writestable datato . t xt files one line per row with tabs between column values, no
quotation marks around column values, and newline as the line terminator. (These are the same defaultsasfor SELECT ... | NTO
QUTFI LE.)

To enable data files to be written using a different format, mysql dunp supports these options:

e --fields-term nated-by=str
The string for separating column values (default: tab).
e --fields-encl osed-by=char
The character within which to enclose column values (default: no character).
e --fields-optionally-encl osed-by=char
The character within which to enclose hon-numeric column values (default: no character).
e --fields-escaped-by=char
The character for escaping special characters (default: no escaping).

e --lines-term nated-by=str
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The line-termination string (default: newline).

Depending on the value you specify for any of these options, it might be necessary on the command line to quote or escape the value ap-
propriately for your command interpreter. Alternatively, specify the value using hex notation. Suppose that you want mysql dunp to
quote column values within double quotation marks. To do so, specify double quote asthe value for the- - f i el ds- encl osed- by
option. But this character is often special to command interpreters and must be treated specially. For example, on Unix, you can quote
the double quote like this:

--fields-encl osed-by="""

On any platform, you can specify the value in hex:

--fiel ds-encl osed- by=0x22

It is common to use several of the data-formatting options together. For example, to dump tables in comma-separated values format
with lines terminated by carriage-return/newline pairs (\ r \ n), use this command (enter it on asingleline):

shel | > nmysql dunp --tab=/tnmp --fields-term nated-by=,
--fields-encl osed-by=""" --lines-term nated-by=0x0d0a dbl

Should you use any of the data-formatting options to dump table data, you will need to specify the same format when you rel oad data
files later, to ensure proper interpretation of the file contents.

5.4.4. Reloading Delimited-Text Format Backups

For backups produced with nysql dunp - -t ab, each table is represented in the output directory by an . sql file containing the
CREATE TABLE statement for thetable, and a. t xt file containing the table data. To reload atable, first change location into the out-
put directory. Then processthe. sql filewithmysql to create an empty table and processthe . t xt fileto load the data into the table:

shel | > mysqgl dbl < t1.sql
shel | > nysqlinmport dbl t1.txt

An alternativeto using nysql i nport toload the datafileisto usethe LOAD DATA | NFI LE statement from withinthenysql cli-
ent:
nysql > USE db1;
nysql > LOAD DATA I NFILE 't1.txt' |INTO TABLE t1;
If you used any data-formatting options with nysql dunp when you initially dumped the table, you must use the same options with
nysql i nport or LOAD DATA | NFI LE to ensure proper interpretation of the data file contents:
shell > nmysqglinmport --fields-term nated-by=,
--fields-encl osed-by=""" --lines-term nated-by=0x0d0a dbl t1.txt
Or:

nysql > USE dbi;

nysql > LOAD DATA INFILE "t1.txt' |INTO TABLE t1
-> FI ELDS TERM NATED BY ',' FIELDS ENCLOSED BY ' "'
-> LI NES TERM NATED BY '\r\n';

5.4.5. nysqgl dunp Tips
This section surveys techniques that enable you to use nysql dunp to solve specific problems:
¢ How to make a copy a database

* How to copy adatabase from one server to another

« How to dump stored programs (stored procedures and functions, triggers, and events)
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¢ How to dump definitions and data separately

5.4.5.1. Making a Copy of a Database

shel | > nmysqgl dunp dbl > dunp. sql
shel | > nmysql adm n create db2
shel | > nysql db2 < dunp. sql

Do not use - - dat abases onthemnysql dunp command line because that causes USE db1 to be included in the dump file, which
overrides the effect of naming db2 onthenysqgl command line.

5.4.5.2. Copy a Database from one Server to Another

On Server 1.

shel | > nmysql dunp --databases dbl > dunp. sql

Copy the dump file from Server 1 to Server 2.

On Server 2:

shel | > mysqgl < dunp. sql

Useof - - dat abases with thermysql dunp command line causes the dump file to include CREATE DATABASE and USE state-
ments that create the database if it does exist and make it the default database for the reloaded data.

Alternatively, you can omit - - dat abases from the mysql dunp command. Then you will need to create the database on Server 2 (if
necessary) and specify it as the default database when you reload the dump file.

On Server 1:

shel | > nmysql dunp dbl > dunp. sql

On Server 2:

shel | > nmysqgl admin create dbl
shell > mysqgl dbl < dunp. sql

Y ou can specify adifferent database name in this case, so omitting - - dat abases from the nysql dunp command enables you to
dump data from one database and load it into another.

5.4.5.3. Dumping Stored Programs

Several options control how mysql dunp handles stored programs (stored procedures and functions, triggers, and events):

¢ --events: Dump Event Scheduler events

e --routines:Dump stored procedures and functions

e --triggers:Dump triggersfor tables

The--triggers optionisenabled by default so that when tables are dumped, they are accompanied by any triggers they have. The

other options are disabled by default and must be specified explicitly to dump the corresponding objects. To disable any of these options
explicitly, useitsskip form: - - ski p- event s, - - ski p-routi nes,or--skip-triggers.

5.4.5.4. Dumping Table Definitions and Content Separately
The- - no- dat a option tellsnysql dunp not to dump table data, resulting in the dump file containing only statements to create the

tables. Conversely, the- - no- cr eat e- i nf o optiontellsnysql dunp to suppress CREATE statements from the output, so that the
dump file contains only table data.

74


http://dev.mysql.com/doc/refman/5.5/en/mysqldump.html#option_mysqldump_databases
http://dev.mysql.com/doc/refman/5.5/en/mysqldump.html#option_mysqldump_databases
http://dev.mysql.com/doc/refman/5.5/en/create-database.html
http://dev.mysql.com/doc/refman/5.5/en/use.html
http://dev.mysql.com/doc/refman/5.5/en/mysqldump.html#option_mysqldump_databases
http://dev.mysql.com/doc/refman/5.5/en/mysqldump.html#option_mysqldump_databases
http://dev.mysql.com/doc/refman/5.5/en/mysqldump.html#option_mysqldump_events
http://dev.mysql.com/doc/refman/5.5/en/mysqldump.html#option_mysqldump_routines
http://dev.mysql.com/doc/refman/5.5/en/mysqldump.html#option_mysqldump_triggers
http://dev.mysql.com/doc/refman/5.5/en/mysqldump.html#option_mysqldump_triggers
http://dev.mysql.com/doc/refman/5.5/en/mysqldump.html#option_mysqldump_events
http://dev.mysql.com/doc/refman/5.5/en/mysqldump.html#option_mysqldump_routines
http://dev.mysql.com/doc/refman/5.5/en/mysqldump.html#option_mysqldump_triggers
http://dev.mysql.com/doc/refman/5.5/en/mysqldump.html#option_mysqldump_no-data
http://dev.mysql.com/doc/refman/5.5/en/mysqldump.html#option_mysqldump_no-create-info

Backup and Recovery

For example, to dump table definitions and data separately for thet est database, use these commands:

shel | > nmysqgl dunp --no-data test > dunp-defs.sql
shel | > nysql dunp --no-create-info test > dunp-data.sql

For adefinition-only dump, add the - - r out i nes and - - event s options to also include stored routine and event definitions:

shel | > mysqgl dump --no-data --routines --events test > dunp-defs.sql

5.4.5.5. Using nysql dunp to Test for Upgrade Incompatibilities

When contemplating a MySQL upgrade, it is prudent to install the newer version separately from your current production version. Then
you can dump the database and database object definitions from the production server and load them into the new server to verify that
they are handled properly. (Thisis also useful for testing downgrades.)

On the production server:

shel | > nmysql dunp --all -databases --no-data --routines --events > dunp-defs.sql

On the upgraded server:

shel | > nysql < dunp-defs. sql

Because the dump file does not contain table data, it can be processed quickly. This enables you to spot potential incompatibilities
without waiting for lengthy data-loading operations. Look for warnings or errors while the dump file is being processed.

After you have verified that the definitions are handled properly, dump the data and try to load it into the upgraded server.

On the production server:

shel | > nmysql dunp --all -databases --no-create-info > dunp-data.sql

On the upgraded server:
shel I > nysql < dunp-data. sql

Now check the table contents and run some test queries.

5.5. Point-in-Time (Incremental) Recovery Using the Binary Log

Point-in-time recovery refersto recovery of data changes made since agiven point in time. Typically, thistype of recovery is performed
after restoring afull backup that brings the server to its state as of the time the backup was made. (The full backup can be made in sev-
eral ways, such asthose listed in Section 5.2, “ Database Backup Methods’.) Point-in-time recovery then brings the server up to date in-
crementally from the time of the full backup to a more recent time.

Point-in-time recovery is based on these principles:
« The source of information for point-in-time recovery isthe set of incremental backups represented by the binary log files generated

subsequent to the full backup operation. Therefore, the server must be started with the - - | 0g- bi n option to enable binary logging
(see The Binary Log).

To restore data from the binary log, you must know the name and location of the current binary log files. By default, the server cre-
ates binary log files in the data directory, but a path name can be specified with the - - | og- bi n option to place thefilesin adiffer-
ent location. The Binary Log.

To seealisting of all binary log files, use this statement:

nysql > SHOW BI NARY LOGS;

To determine the name of the current binary log file, issue the following statement:

nysql > SHOW MASTER STATUS;
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e Thenysql bi nl og utility converts the eventsin the binary log files from binary format to text so that they can be executed or
viewed. nysql bi nl og has options for selecting sections of the binary log based on event times or position of events within the
log. Seenysql bi nl og.

« Executing events from the binary log causes the data modifications they represent to be redone. This enables recovery of data
changes for a given span of time. To execute events from the binary log, process mysql bi nl og output using thenysql client:

shel | > nmysql binlog binlog_files | mysgl -u root -p

« Viewing log contents can be useful when you need to determine event times or positions to select partial log contents prior to ex-
ecuting events. To view events from thelog, send nysql bi nl og output into a paging program:

shel | > nmysql binlog binlog_files | nore

Alternatively, save the output in afile and view thefile in atext editor:

shel | > nysql binlog binlog_files > tnpfile
shell> ... edit tnpfile ...

* Saving the output in afile is useful as a preliminary to executing the log contents with certain events removed, such as an accidental
DROP DATABASE. Y ou can delete from the file any statements not to be executed before executing its contents. After editing the
file, execute the contents as follows:

shel I > nysql -u root -p < tnpfile

If you have more than one binary log to execute on the MySQL server, the safe method is to process them all using a single connection
to the server. Here is an example that demonstrates what may be unsafe:

shel | > nmysql bi nl og bi nl og. 000001 | mysqgl -u root -p # DANGER!
shel | > nysql bi nl og bi nl og. 000002 | nysql -u root -p # DANGER!

Processing binary logs this way using different connections to the server causes problemsif the first log file contains a CREATE TEM:
PORARY TABLE statement and the second log contains a statement that uses the temporary table. When thefirst nysql processter-
minates, the server drops the temporary table. When the second nysql process attempts to use the table, the server reports “unknown
table.”

To avoid problems like this, use a single connection to execute the contents of all binary logs that you want to process. Here is one way
to do so:

shel | > nmysql bi nl og bi nl og. 000001 bi nl og. 000002 | mysqgl -u root -p

Another approach isto write all the logsto asingle file and then process thefile:

shel | > nmysql bi nl og bi nl og. 000001 > /tnp/statenments.sq
shel | > mysql bi nl og bi nl og. 000002 >> /tnp/statenments. sq
shell > nmysql -u root -p -e "source /tnp/statenents.sql’

5.5.1. Point-in-Time Recovery Using Event Times

To indicate the start and end times for recovery, specify the- - st art - dat et i me and - - st op- dat et i ne optionsfor mysql -
bi nl og, in DATETI ME format. As an example, suppose that exactly at 10:00 am. on April 20, 2005 an SQL statement was executed
that deleted alarge table. To restore the table and data, you could restore the previous night's backup, and then execute the following
command:

shel | > nmysql bi nl og --stop-dateti me="2005-04-20 9:59:59" \
/var/log/ nysql /bin.123456 | nysql -u root -p

This command recovers all of the data up until the date and time given by the - - st op- dat et i ne option. If you did not detect the er-
roneous SQL statement that was entered until hours later, you will probably also want to recover the activity that occurred afterward.
Based on this, you could run mysql bi nl og again with a start date and time, like so:
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shel | > nmysql binl og --start-dateti me="2005-04-20 10: 01: 00" \
/var/log/ nysql/bin.123456 | nysql -u root -p

In this command, the SQL statements logged from 10:01 a.m. on will be re-executed. The combination of restoring of the previous
night's dump file and the two nysql bi nl og commands restores everything up until one second before 10:00 a.m. and everything
from 10:01 am. on.

To use this method of point-in-time recovery, you should examine the log to be sure of the exact times to specify for the commands. To
display the log file contents without executing them, use this command:

shel | > nmysql binl og /var/l og/ nmysql /bin. 123456 > /tnp/ mysql _restore.sql

Then openthe/ t mp/ nysql _restore. sql filewithatext editor to examineit.

Excluding specific changes by specifying timesfor mysql bi nl og does not work well if multiple statements executed at the same
time as the one to be excluded.

5.5.2. Point-in-Time Recovery Using Event Positions

Instead of specifying dates and times, the- - st art - posi ti on and- - st op- posi ti on optionsfor mysql bi nl og can be used
for specifying log positions. They work the same as the start and stop date options, except that you specify log position numbers rather
than dates. Using positions may enable you to be more precise about which part of the log to recover, especially if many transactions
occurred around the same time as a damaging SQL statement. To determine the position numbers, run mysql bi nl og for arange of
times near the time when the unwanted transaction was executed, but redirect the results to atext file for examination. This can be done
like so:

shel | > nmysql binl og --start-dateti me="2005-04-20 9:55: 00" \
--stop-dateti me="2005-04-20 10: 05: 00" \
/var/l og/ nysql / bin. 123456 > /tnp/ nysql _restore. sql

This command creates asmall text fileinthe/ t np directory that contains the SQL statements around the time that the deleterious SQL
statement was executed. Open this file with atext editor and look for the statement that you do not want to repeat. Determine the posi-
tionsin the binary log for stopping and resuming the recovery and make note of them. Positions are labeled as| og_pos followed by a
number. After restoring the previous backup file, use the position numbers to process the binary log file. For example, you would use
commands something like these:

shel | > nysql bi nl og --stop-position=368312 /var/| og/ nysql/bin. 123456 \
nysql -u root -p
shel | > nmysql binl og --start-position=368315 /var/| og/ nmysql/bin. 123456 \
| nmysql -u root -p

The first command recovers al the transactions up until the stop position given. The second command recovers all transactions from the
starting position given until the end of the binary log. Because the output of nysql bi nl og includes SET Tl MESTANP statements
before each SQL statement recorded, the recovered data and related MySQL logs will reflect the original times at which the transactions
were executed.

5.6. Myl SAMTable Maintenance and Crash Recovery

This section discusses how to use myi santhk to check or repair Myl SAMtables (tables that have . MyDand . IWYI filesfor storing
data and indexes). For general myi santhk background, see myi santhk. Other table-repair information can be found at Rebuilding
or Repairing Tables or Indexes.

You can usenyi santhk to check, repair, or optimize database tables. The following sections describe how to perform these opera-
tions and how to set up a table maintenance schedule. For information about using nyi santhk to get information about your tables,
see Obtaining Table Information with nmyi santhk.

Even though table repair with nyi santhk isquite secure, it is always a good idea to make a backup before doing arepair or any main-
tenance operation that could make alot of changesto atable.

nyi santhk operationsthat affect indexes can cause FULLTEXT indexesto be rebuilt with full-text parameters that are incompatible
with the values used by the MySQL server. To avoid this problem, follow the guidelinesin myi santhk General Options.

My | SAMtable maintenance can also be done using the SQL statements that perform operations similar to what nyi santhk can do:
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e Tocheck Myl SAMtables, use CHECK TABLE.
¢ Torepar Myl SAMtables, use REPAI R TABLE.
« Tooptimize Myl SAMtables, use OPTI M ZE TABLE.

e Toanalyze Myl SAMtables, use ANALYZE TABLE.

For additional information about these statements, see Table Maintenance Statements.

These statements can be used directly or by means of the mysql check client program. One advantage of these statements over ny -
i santhk isthat the server does all the work. With nyi santhk, you must make sure that the server does not use the tables at the
same time so that there is no unwanted interaction between nmyi santhk and the server.

5.6.1. Using nyi sanchk for Crash Recovery

This section describes how to check for and deal with data corruption in MySQL databases. If your tables become corrupted frequently,
you should try to find the reason why. See What to Do If MySQL Keeps Crashing.

For an explanation of how My SAMtables can become corrupted, see MyI SAMTable Problems.

If you run mysql d with external locking disabled (which is the default), you cannot reliably use nyi santhk to check atable when
nysql d isusing the same table. If you can be certain that no one will access the tables through nysql d while you run nyi santhk,
you only haveto executenysql adnmi n fl ush-t abl es beforeyou start checking the tables. If you cannot guarantee this, you must
stop mysql d while you check the tables. If you run myi santhk to check tablesthat nysql d isupdating at the same time, you may
get awarning that atable is corrupt even when it is not.

If the server isrun with external locking enabled, you can use nyi santhk to check tables at any time. In this case, if the server triesto
update atable that myi santhk isusing, the server will wait for nyi sancthk to finish before it continues.

If you usenmyi santhk to repair or optimize tables, you must always ensure that the mysql d server is not using the table (this also ap-
pliesif external locking is disabled). If you do not stop mysql d, you should at least doanmysql adm n fl ush-t abl es beforeyou
run nyi sanchk. Your tables may become corrupted if the server and nyi santhk access the tables simultaneously.

When performing crash recovery, it isimportant to understand that each MyI SAMtablet bl _nane in a database corresponds to the
three filesin the database directory shown in the following table.

File Purpose
tbl _name. frm Definition (format) file
t bl _name. MYD Datafile
t bl _name. WI Index file

Each of these threefile typesis subject to corruption in various ways, but problems occur most often in data files and index files.

nyi sanchk works by creating a copy of the . MYD data file row by row. It ends the repair stage by removing the old . MYDfile and re-
naming the new file to the origina file name. If you use - - qui ck, nyi santhk does not create atemporary . MYD file, but instead as-
sumes that the . MyDfileis correct and generates only a new index file without touching the . MYDfile. Thisis safe, because nyi s-
anthk automatically detects whether the . MYD fileis corrupt and aborts the repair if it is. Y ou can also specify the - - qui ck option
twiceto nyi santhk. Inthiscase, nyi santhk does not abort on some errors (such as duplicate-key errors) but instead tries to re-
solve them by modifying the . MYD file. Normally the use of two - - qui ck optionsis useful only if you have too little free disk space
to perform anormal repair. In this case, you should at least make a backup of the table before running nyi santhk.

5.6.2. How to Check Myl SAMTables for Errors

To check aMy| SAMtable, use the following commands:

e nyisanchk tbl_nane

This finds 99.99% of al errors. What it cannot find is corruption that involves only the datafile (which is very unusua). If you want
to check atable, you should normally run nyi santhk without options or with the - s (silent) option.
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e nyisanthk -mtbl _nane

This finds 99.999% of al errors. It first checks all index entries for errors and then reads through all rows. It cal culates a checksum
for al key valuesin the rows and verifies that the checksum matches the checksum for the keys in the index tree.

e nyisanthk -e tbl_nane
This does a complete and thorough check of all data (- e means “extended check”). It does a check-read of every key for each row
to verify that they indeed point to the correct row. This may take along time for alarge table that has many indexes. Normally, ny -
i santhk stops after the first error it finds. If you want to obtain more information, you can add the - v (verbose) option. This
causes ity i santhk to keep going, up through a maximum of 20 errors.

e nyisanthk -e -i tbl_nane

Thisislike the previous command, but the - i option tells myi santhk to print additional statistical information.

In most cases, asimple myi santhk command with no arguments other than the table name is sufficient to check atable.

5.6.3. How to Repair Myl SAMTables

The discussion in this section describes how to use nyi sanchk on Myl SAMtables (extensions. MYl and . MyD).

Y ou can also use the CHECK TABLE and REPAI R TABLE statements to check and repair Myl SAMtables. See CHECK TABLE Syn-
tax, and REPAI R TABLE Syntax.

Symptoms of corrupted tables include queries that abort unexpectedly and observable errors such as these:

e thl _nane. frmislocked against change

e Can'tfindfilet bl _name. MYl (Errcode: nnn)
¢ Unexpected end of file

* Recordfileis crashed

e Got error nnn from table handler

To get more information about the error, run per r or nnn, where nnn isthe error number. The following example shows how to use
per ror to find the meanings for the most common error numbers that indicate a problem with atable:

1%

hel | > perror 126 127 132 134 135 136 141 144 145

MySQL error code 126 = Index file is crashed

M/SQL error code 127 = Record-file is crashed

M/SQL error code 132 = A d database file

M/SQ error code 134 = Record was al ready deleted (or record file crashed)
M/SQ error code 135 = No nore roomin record file

M/SQ error code 136 = No nore roomin index file

M/SQL error code 141 = Duplicate unique key or constraint on wite or update
M/SQL error code 144 = Table is crashed and last repair failed

M/SQL error code 145 = Tabl e was marked as crashed and shoul d be repaired

Note that error 135 (no more room in record file) and error 136 (no more room in index fil€) are not errors that can be fixed by asimple
repair. In this case, you must use ALTER TABLE to increase the MAX_ROWS and AVG_ROW L ENGTH table option values:

ALTER TABLE thl name MAX _ROAB=xxx AVG ROW LENGTH=yyy;

If you do not know the current table option values, use SHON CREATE TABLE.
For the other errors, you must repair your tables. myi santhk can usually detect and fix most problems that occur.
The repair process involves up to four stages, described here. Before you begin, you should change location to the database directory

and check the permissions of the table files. On Unix, make sure that they are readable by the user that mysql d runs as (and to you, be-
cause you need to access the files you are checking). If it turns out you need to modify files, they must also be writable by you.
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This section is for the cases where atable check fails (such as those described in Section 5.6.2, “How to Check Myl SAMTables for Er-
rors’), or you want to use the extended features that myi santhk provides.

Thenyi santhk options used for table maintenance with are described in myi sanchk. nyi sanchk aso has variables that you can
set to control memory allocation that may improve performance. See nyi sanchk Memory Usage.

If you are going to repair a table from the command line, you must first stop the mysql d server. Note that when you do mysql admni n
shut down on aremote server, the mysql d server is still available for awhile after nysql adni n returns, until al statement-pro-
cessing has stopped and all index changes have been flushed to disk.

Stage 1: Checking your tables

Runnyi sanchk *. Myl ornyi sanchk -e *. Myl if you have moretime. Usethe - s (silent) option to suppress unnecessary in-
formation.

If thenysql d server is stopped, you should use the - - updat e- st at e option to tell myi santhk to mark the table as* checked.”
Y ou have to repair only those tables for which myi santhk announces an error. For such tables, proceed to Stage 2.

If you get unexpected errors when checking (such asout of nenory errors), or if myi santhk crashes, go to Stage 3.

Stage 2: Easy saferepair

First, try nyi santhk -r -q tbl _nane (-r - g means*“quick recovery mode”). This attempts to repair the index file without
touching the datafile. If the data file contains everything that it should and the delete links point at the correct locations within the data
file, this should work, and the table is fixed. Start repairing the next table. Otherwise, use the following procedure:

1. Make abackup of the datafile before continuing.

2. Usenyisanthk -r tbl_nane (-r means“recovery mode’). This removesincorrect rows and deleted rows from the datafile
and reconstructs the index file.

3. If the preceding step fails, usenyi santhk --safe-recover tbl _nane. Safe recovery mode uses an old recovery method
that handles a few cases that regular recovery mode does not (but is slower).
Note

If you want arepair operation to go much faster, you should set the values of thesort _buf fer _si ze and
key _buf f er _si ze variables each to about 25% of your available memory when running nyi santhk.

If you get unexpected errors when repairing (such asout of nenory errors), or if myi santhk crashes, go to Stage 3.

Stage 3: Difficult repair

Y ou should reach this stage only if the first 16KB block in the index file is destroyed or contains incorrect information, or if the index
fileismissing. In this case, it is necessary to create a new index file. Do so as follows:

1. Movethedatafileto asafe place.

2. Usethetable description file to create new (empty) data and index files:

shel | > nysqgl db_nane

nysql > SET autoconmi t=1;

nmysqgl > TRUNCATE TABLE t bl _nane;
nysql > quit

3. Copy theold data file back onto the newly created datafile. (Do not just move the old file back onto the new file. Y ou want to re-
tain a copy in case something goes wrong.)
Important

If you are using replication, you should stop it prior to performing the above procedure, since it involves file system opera-
tions, and these are not logged by MySQL.

80


http://dev.mysql.com/doc/refman/5.5/en/myisamchk.html
http://dev.mysql.com/doc/refman/5.5/en/myisamchk-memory.html
http://dev.mysql.com/doc/refman/5.5/en/myisamchk.html#option_myisamchk_update-state
http://dev.mysql.com/doc/refman/5.5/en/server-system-variables.html#sysvar_sort_buffer_size
http://dev.mysql.com/doc/refman/5.5/en/server-system-variables.html#sysvar_key_buffer_size

Backup and Recovery

Go back to Stage 2. nyi santhk -r - g should work. (This should not be an endless loop.)

You can aso usethe REPAI R TABLE t bl _nanme USE_FRMSQL statement, which performs the whole procedure automatically.
Thereis also no possibility of unwanted interaction between a utility and the server, because the server does all the work when you use
REPAI R TABLE. See REPAI R TABLE Syntax.

Stage 4: Very difficult repair

Y ou should reach this stage only if the . f r mdescription file has al so crashed. That should never happen, because the description fileis
not changed after thetableis created:

1. Restore the description file from a backup and go back to Stage 3. Y ou can a so restore the index file and go back to Stage 2. In the
latter case, you should start with myi santhk -r.

2. If you do not have a backup but know exactly how the table was created, create a copy of the table in another database. Remove
the new datafile, and then movethe. f r mdescription and . MY| index files from the other database to your crashed database.
This gives you new description and index files, but leaves the . MYD data file alone. Go back to Stage 2 and attempt to reconstruct
the index file.

5.6.4. Myl SAMTable Optimization

To coalesce fragmented rows and eliminate wasted space that results from deleting or updating rows, run nyi santhk in recovery
mode:

shel I > nyi sanchk -r tbl_nane

Y ou can optimize atable in the same way by using the OPTI M ZE TABLE SQL statement. OPTI M ZE TABLE does atable repair
and akey analysis, and also sorts the index tree so that key lookups are faster. Thereis also no possibility of unwanted interaction
between a utility and the server, because the server does all the work when you use OPTI M ZE TABLE. See OPTI M ZE TABLE Syn-
tax.

nyi santhk hasanumber of other options that you can use to improve the performance of atable:

e« --anal yze or - a: Perform key distribution analysis. Thisimproves join performance by enabling the join optimizer to better
choose the order in which to join the tables and which indexes it should use.

e --sort-indexor-S: Sorttheindex blocks. This optimizes seeks and makes table scans that use indexes faster.

e --sort-records=i ndex_numor-R i ndex_num Sort datarows according to a given index. This makes your data much

more localized and may speed up range-based SELECT and ORDER BY operations that use this index.

For afull description of all available options, seenyi santhk.

5.6.5. Setting Up a Myl SAMTable Maintenance Schedule

It isagood idea to perform table checks on aregular basis rather than waiting for problems to occur. One way to check and repair My -
| SAMtablesiswith the CHECK TABLE and REPAI R TABLE statements. See Table Maintenance Statements.

Another way to check tablesisto use myi santhk. For maintenance purposes, you can usenyi santhk -s. The- s option (short for
--si |l ent) causesnyi santhk to run in silent mode, printing messages only when errors occur.

It is also agood ideato enable automatic My | SAMtable checking. For example, whenever the machine has done arestart in the middle
of an update, you usually need to check each table that could have been affected beforeit is used further. (These are “ expected crashed
tables.”) To cause the server to check My| SAMtables automatically, start it with the - - nyi sam r ecover option. See Server Com-
mand Options.

Y ou should also check your tables regularly during normal system operation. For example, you can runacr on job to check important
tables once aweek, using alinelikethisinacr ont ab file:

35 0 * * 0 /path/to/nyisanthk --fast --silent /path/to/datadir/*/*. Ml
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This prints out information about crashed tables so that you can examine and repair them as necessary.

To start with, execute nyi santhk - s each night on all tables that have been updated during the last 24 hours. As you see that prob-
lems occur infrequently, you can back off the checking frequency to once aweek or so.

Normally, MySQL tables need little maintenance. If you are performing many updates to Myl SAMtables with dynamic-sized rows
(tables with VARCHAR, BLOB, or TEXT columns) or have tables with many deleted rows you may want to defragment/reclaim space
from the tables from time to time. Y ou can do thisby using OPTI M ZE TABLE on thetablesin question. Alternatively, if you can stop
themysql d server for awhile, change location into the data directory and use this command while the server is stopped:

shel | > nyi sanchk -r -s --sort-index --sort_buffer_size=16M */*. Wl
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Chapter 6. Frequently Asked Questions about Security

Questions

e 6.1: Where can | find documentation that addresses security issues for MySQL ?

e 6.2: DoesMySQL 5.1 have native support for SSL?

¢ 6.3 1sSSL support be built into MySQL binaries, or must | recompile the binary myself to enableit?
e 6.4: Does MySQL 5.1 have built-in authentication against LDAP directories?

¢ 6.5: DoesMySQL 5.1 include support for Roles Based Access Control (RBAC)?

Questions and Answers

6.1: Where can | find documentation that addr esses security issuesfor MySQL ?
The best place to start is Chapter 1, General Security Issues.

_Other portions of the MySQL Documentation which you may find useful with regard to specific security concerns include the follow-
ing:

e Section 1.1, “General Security Guidelines’.

¢ Section 1.3, “Making MySQL Secure Against Attackers’.

* How to Reset the Root Password.

e Section 1.6, “How to Run MySQL as aNormal User”.

* User-Defined Function Security Precautions.

e Section 1.4, “Security-Related mysql d Options’.

e Section 1.5, “ Security Issueswith LOAD DATA LOCAL”.

e Chapter 2, Postinstallation Setup and Testing.

e Section4.6.1, “Basic SSL Concepts’.

6.2: Does MySQL 5.1 have native support for SSL?

Most 5.1 binaries have support for SSL connections between the client and server. We can't currently build with the new YaSSL library
everywhere, asit's still quite new and does not compile on al platforms yet. See Section 4.6, “Using SSL for Secure Connections”.

Y ou can also tunnel a connection using SSH, if (for example) the client application doesn't support SSL connections. For an example,
see Section 4.7, “Connecting to MySQL Remotely from Windows with SSH”.

6.3: s SSL support be built into MySQL binaries, or must | recompile the binary myself to enableit?

Most 5.1 binaries have SSL enabled for client/server connections that are secured, authenticated, or both. However, the YaSSL library
currently does not compile on al platforms. See Section 4.6, “Using SSL for Secure Connections’, for a complete listing of supported
and unsupported platforms.

6.4: Does MySQL 5.1 have built-in authentication against LDAP directories?

No. Support for external authentication methods is on the MySQL roadmap as a“rolling feature”, which means that we plan to imple-
ment it in the future, but we have not yet determined when thiswill be done.

6.5: Does MySQL 5.1 include support for Roles Based Access Control (RBAC)?
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No. Support for rolesis on the MySQL roadmap as a“rolling feature”, which means that we plan to implement it in the future, but we
have not yet determined when this will be done.
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