
char fbsd_execve[]=
"\x99\x52\x68\x6e\x2f" 
"\x73\x68\x68\x2f\x2f"
"\x62\x69\x89\xe3\x51"
"\x52\x53\x53\x6a\x3b"
"\x58\xcd\x80";
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AgendaAgenda
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Memory location of Heap and BSSMemory location of Heap and BSS

heap segmentheap segment

stack segmentstack segment

bssbss segmentsegment
data segmentdata segment

text (code) segmenttext (code) segmentLow address

High address

The heap grows 
down toward higher 
memory addresses

The stack grows up 
toward lower 
memory addresses
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Heap and BSSHeap and BSS

NonNon--executableexecutable
HeapHeap

continued declaration of variablecontinued declaration of variable
char *userinput = malloc(20);char *userinput = malloc(20);
char *outputfile = malloc(20);char *outputfile = malloc(20);

BSSBSS
Just like Heap, but static declarationJust like Heap, but static declaration

static char userinput[BUFSIZE];static char userinput[BUFSIZE];
static char outputfile[BUFSIZE];static char outputfile[BUFSIZE];
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Heap and BSS (cont.)Heap and BSS (cont.)

ExecutableExecutable
Exploiting function pointersExploiting function pointers
Allows to dynamically modify a functionAllows to dynamically modify a function
ex:ex: infinf ((*funcptr*funcptr)(char)(char *str*str););
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Vulnerable codeVulnerable code
int goodfunc(const char *str); /* funcptr start out as this */

int main(int argc, char **argv)

{

static char buf[BUFSIZE];

static int (*funcptr)(const char *str);

‧

‧

‧

funcptr = (int (*)(const char *str))goodfunc;

memset(buf, 0, sizeof(buf));

strncpy(buf, argv[1], strlen(argv[1]));

‧

‧

‧

}
/* This is what funcptr would point to if we didn’t overflow it */

int goodfunc(const char *str)

{

blahblah;

}
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Exploiting methodExploiting method
system() methodsystem() method

easily to guess the address of systemeasily to guess the address of system
change to  system(change to  system(““/bin/bin/sh/sh””); ); 
fairly quicklyfairly quickly

argvargv[] method[] method
store the store the shellcode shellcode in an argument to the program in an argument to the program 
(requiring an executable heap)(requiring an executable heap)
dondon’’t require compatible function pointerst require compatible function pointers

char (char (*funcptr*funcptr))(int(int a); = void (a); = void (*funcptr*funcptr)();)();

Heap offset methodHeap offset method
offset from the top of the heap to the estimated offset from the top of the heap to the estimated 
address of the target/overflow buffer (requiring an address of the target/overflow buffer (requiring an 
executable heap)executable heap)
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Sensitive heap data of functionsSensitive heap data of functionsⅠⅠ
(from w00w00)(from w00w00)

FunctionsFunctions Examples includeExamples include

**gets()/*gets()/*printfprintf(), *(), *scanfscanf()() __iobiob (FILE) structure in heap(FILE) structure in heap

popenpopen()() __iobiob (FILE) structure in heap(FILE) structure in heap

**dir() (dir() (readdirreaddir, , seekdirseekdir,,……)) DIR entries (dir/heap buffers)DIR entries (dir/heap buffers)

atexitatexit()() static/global function pointersstatic/global function pointers

strdupstrdup()() Allocates dynamic data in the heapAllocates dynamic data in the heap

getenvgetenv()() Stored data on heapStored data on heap
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Sensitive heap data of functionsSensitive heap data of functionsⅡⅡ
(from w00w00)(from w00w00)

FunctionsFunctions Examples includeExamples include

tmpnamtmpnam()() Stored data on heapStored data on heap

MallocMalloc()() Chain pointersChain pointers

rpcrpc callback functioncallback function Function pointersFunction pointers

windows callback windows callback 
functionsfunctions FuncFunc pointers kept on heappointers kept on heap

signal handler pointer in signal handler pointer in 
cygnuscygnus ((gccgcc for win)for win)

Functions pointers (note: Functions pointers (note: unixunix
tracks theses in the kernel, not in tracks theses in the kernel, not in 
the heap)the heap)
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ReferenceReference
http://www.w00w00.org/files/heaptut/http://www.w00w00.org/files/heaptut/

Chinese versionChinese version
English versionEnglish version

Hacking Hacking –– The Art of ExploitationThe Art of Exploitation
By Jon EricksonBy Jon Erickson
ISBN 1ISBN 1--5932759327--007007--00
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