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AGENDA
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Red Team (Recon, Escalate, Persist)

Blue Team (Detect, Mitigate, Prevent)



Red Team (Offense)
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Red Team (Offense)
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PowerShell Attack Tool Evolution: PowerSploit to Empire

PowerSploit: [github.com/mattifestation/PowerSploit] 

• Invoke-Shellcode

• Invoke-TokenManipulation

• Invoke-Mimikatz

• Get-GPPPassword

• Add-Persistence

Empire: [PowerShellEmpire.com] 

• Pure PowerShell agent with secure comms

• Run PowerShell code without using PowerShell.exe

• Wraps functionality of the most popular attack PS tools

• Empire server leverages Python
Sean Metcalf (@Pyrotek3)

https://github.com/mattifestation/PowerSploit
http://powershellempire.com/


Hacking with PowerShell
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PowerShell Empire: Deploy
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PowerShell Empire: Inject
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PowerShell Empire: Modules
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Recon

Sean Metcalf (@Pyrotek3)



Recon
•Discover Domain Controllers in Domain

• DNS
• nslookup set type = any 

_ldap._tcp.dc._msdcs.DOMAIN.COM

• PowerShell (.NET)
• [System.DirectoryServices.ActiveDirectory.Domain]

::GetCurrentDomain().DomainControllers

•PowerShell AD cmdlets
• Get-ADDomainController -filter *

•Discover Forest Global Catalogs (PS)
• [System.DirectoryServices.ActiveDirectory.Forest]::Get

CurrentForest().GlobalCatalogs
Sean Metcalf (@Pyrotek3)



Recon
•Discover Privileged Accounts
• Recursive group membership: 

• Domain Admins
• Administrators
• RODC Denied Replication Group(s)

• Accounts with AdminCount = 1

•Discover Partner Organizations
• Trusts
• Contact Objects

•Discover Services & Service Accounts
• SPN Scanning

Sean Metcalf (@Pyrotek3)



“SPN Scanning” Service Discovery
SQL servers, instances, ports, etc. 

MSSQLSvc/adsmsSQL01.adsecurity.org:1433

RDP

TERMSERV/adsmsEXCAS01.adsecurity.org

WSMan/WinRM/PS Remoting

WSMAN/adsmsEXCAS01.adsecurity.org

Forefront Identity Manager

FIMService/adsmsFIM01.adsecurity.org

Exchange Client Access Servers

exchangeMDB/adsmsEXCAS01.adsecurity.org

Microsoft SCCM

CmRcService/adsmsSCCM01.adsecurity.org

Microsoft SCOM

MSOMHSvc/adsmsSCOM01.adsecurity.org
Sean Metcalf (@Pyrotek3)



SPN Scanning for Services

Discover-PSMSSQLServers
https://github.com/PyroTek3/PowerShell-AD-Recon/

SPN Directory:  
http://adsecurity.org/?page_id=183

Sean Metcalf (@Pyrotek3)

https://github.com/PyroTek3/PowerShell-AD-Recon/
http://adsecurity.org/?page_id=183


SPN Scanning for Service Accounts

Find-PSServiceAccounts
https://github.com/PyroTek3/PowerShell-AD-Recon/

SPN Directory:  
http://adsecurity.org/?page_id=183

Sean Metcalf (@Pyrotek3)

https://github.com/PyroTek3/PowerShell-AD-Recon/
http://adsecurity.org/?page_id=183


Cracking Service Account Passwords (Kerberoast)

Request/Save TGS service tickets & crack offline.
“Kerberoast” python-based TGS password cracker.

No elevated rights required.

No traffic sent to target.

https://github.com/nidem/kerberoast
Sean Metcalf (@Pyrotek3)

https://github.com/nidem/kerberoast


Kerberoast: Request TGS Service Ticket



Kerberoast: Save & Crack TGS Service Ticket
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PowerShell Kerberos TGS REP

Sean Metcalf (@Pyrotek3)



Blue Team Response: TGS Password Cracking

Mitigation:
• Service Account passwords >25 characters
• Use (Group) Managed Service Accounts
• Limit Service Account Rights

Detection:
• Event ID 4769: A Kerberos service ticket was 

requested - Lots of these, not real useful.
• IDS Signature:

Kerberos TGS-REP using RC4-HMAC-MD5
Sean Metcalf (@Pyrotek3)



Group Policy Preferences (GPP)

Authenticated Users have read access to 
SYSVOL 

Configuration data xml stored in SYSVOL

Password is AES-256 encrypted (& base64)

Credential Use Cases:
Map drives
Create Local Users
Data Sources
Create/Update Services
Scheduled Tasks
Change local Administrator passwords

Sean Metcalf (@Pyrotek3)



Group Policy Preferences Credential Storage

The private key is publicly available on MSDN

https://msdn.microsoft.com/en-us/library/2c15cbf0-f086-4c74-8b70-1f2fa45dd4be.aspx

Sean Metcalf (@Pyrotek3)

https://msdn.microsoft.com/en-us/library/2c15cbf0-f086-4c74-8b70-1f2fa45dd4be.aspx


Exploiting Group Policy Preferences

\\<DOMAIN>\SYSVOL\<DOMAIN>\Policies\
{Groups.xml, Services,xml, ScheduledTasks.xml}

Sean Metcalf (@Pyrotek3)



Blue Team Response: Exploiting GPP

•Mitigation:
• Install KB2962486 on every computer used to 

manage GPOs
• Delete existing GPP xml files in SYSVOL 

containing passwords

•Detection:
• XML Permission Denied Checks

• Place xml file in SYSVOL & set Everyone:Deny
• Audit Access Denied errors

• GPO doesn’t exist, no legit reason for access

Sean Metcalf (@Pyrotek3)



VBS scripts in SYSVOL: DON’T DO THIS!

https://gallery.technet.microsoft.com/scriptcenter/c6ecba88-88ae-4e9d-9581-c0d27e20ebd6

Sean Metcalf (@Pyrotek3)

https://gallery.technet.microsoft.com/scriptcenter/c6ecba88-88ae-4e9d-9581-c0d27e20ebd6
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Pivoting with Local Admin
Using GPP Credentials

Connect to other computers using ADSAdmin account

Compromise Local Admin creds = Admin rights on all

Always RID 500 – doesn’t matter if renamed.

Mimikatz for more credentials!

Sean Metcalf (@Pyrotek3)



Blue Team Response: 
Pivoting via Local Admin
• Mitigation:

• Use Microsoft LAPS (or similar) for automatic local 
admin password change.

• Deploy KB2871997 on all systems.

• Disallow local account logon across network via 
GPO.

• Restrict workstation to workstation 
communication.

• Implement network segmentation.

• Detection:
• Local admin account logon

Sean Metcalf (@Pyrotek3)



Remote Execution Options
• WMI

Wmic /node:COMPUTER/user:DOMAIN\USER 
/password:PASSWORD process call create 
"COMMAND“

• PowerShell (WMI)
Invoke-WMIMethod -Class Win32_Process -
Name Create -ArgumentList $COMMAND -
ComputerName $COMPUTER -Credential $CRED

• WinRM
winrs -r:COMPUTER COMMAND

• PowerShell Remoting
Invoke-Command -computername $COMPUTER 
-command { $COMMAND}

New-PSSession -Name PSCOMPUTER -ComputerName
$COMPUTER; Enter-PSSession -Name PSCOMPUTER

Sean Metcalf (@Pyrotek3)



Mimikatz: The Credential Multi-tool

Dump credentials 
Windows protected memory (LSASS). *
Active Directory Domain Controller database . *

Dump Kerberos tickets 
for all users. *
for current user. 

Credential Injection
Password hash (pass-the-hash) 
Kerberos ticket (pass-the-ticket) 

Generate Silver and/or Golden tickets 
And so much more!

Sean Metcalf (@Pyrotek3)



Dump Credentials with Mimikatz

User/Admin Account

Service Account

Sean Metcalf (@Pyrotek3)



Dumping AD Domain Credentials
Get access to the NTDS.dit file & extract data.
Copy AD database from remote DC.

Grab AD database copy from backup.

Get Virtual DC data.

Dump credentials on DC (local or remote).
Run Mimikatz (WCE, etc) on DC.

Invoke-Mimikatz on DC via PS Remoting.

Mimikatz DCSync

Sean Metcalf (@Pyrotek3)



Finding NTDS.dit on the Network

Are your DC backups properly secured?

Domain Controller storage?

Who administers the virtual server 
hosting virtual DCs?

Are your VMWare/Hyper-V host admins 
considered Domain Admins?

Hint: They should be.

Sean Metcalf (@Pyrotek3)



NTDSUtil?

Sean Metcalf (@Pyrotek3)



Dump Password Hashes from NTDS.dit

Sean Metcalf (@Pyrotek3)



Over Pass the Hash
Use the NTLM password hash to get 

Kerberos ticket(s)

Sean Metcalf (@Pyrotek3)



Blue Team Response: 
Credential Theft
•Mitigation:

• Protect admin credentials.
• Set all admin accounts to “sensitive & cannot 

be delegated”.
• Admins only logon to specific systems.
• Separate Admin workstations for 

administrators (locked-down & no internet).
• Limit Service Account rights/permissions.

•Detection:  Difficult

Sean Metcalf (@Pyrotek3)



MS14-068: (Microsoft) Kerberos Vulnerability

MS14-068 (CVE-2014-6324) Patch released 
11/18/2014

Domain Controller Kerberos Service (KDC) 
didn’t correctly validate the PAC checksum.

Effectively re-write user ticket to be a Domain 
Admin.

Own AD in 5 minutes

https://adsecurity.org/?tag=ms14068
Sean Metcalf (@Pyrotek3)

https://adsecurity.org/?tag=ms14068


MS14-068 (PyKEK 12/5/2014)

Sean Metcalf (@Pyrotek3)



MS14-068 Kekeo Exploit

Sean Metcalf (@Pyrotek3)



Blue Team Response: MS14-068
Mitigation:

• Patch servers with KB3011780 before running 
DCPromo – patch the server build.

• Check patch status before running DCPromo

Detection:
• IDS Signature for Kerberos AS-REQ & TGS-REQ both 

containing “Include PAC: False”

Sean Metcalf (@Pyrotek3)



Advanced Persistence
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Sneaky AD Persistence Tricks
(Attacker has DA access for 5 minutes)

Golden Tickets

Silver Tickets

AdminSDHolder/SDProp

DCSync

DSRM v2

SSP 

Skeleton Key

Local Policy

Logon Scripts

Group Policy

Scheduled Tasks

WMI

WMI Provider

Output | SYSVOL
Sean Metcalf (@Pyrotek3)



Golden Ticket (Forged TGT) Communication
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Golden Ticket “Limitation”
Admin rights limited to current domain.

Doesn’t work across trusts unless in EA 
domain.

Sean Metcalf (@Pyrotek3)



Golden Ticket – Now More GOLDEN!

Mimikatz now supports SID History in 
Golden Tickets

Sean Metcalf (@Pyrotek3)
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Silver Ticket (Forged TGS) Communication
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Silver Ticket Using Computer Account
• Computer changes computer account pw.

• Computer pw change policies = more of a 
guideline (~30 days)

• Prevent computer account pw from changing:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Netlogon\Pa
rameters\DisablePasswordChange = 1

Sean Metcalf (@Pyrotek3)
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Generate DC Silver Ticket: LDAP
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Use Silver Ticket to DCSync!

Sean Metcalf (@Pyrotek3)



The AdminSDHolder Object

Sean Metcalf (@Pyrotek3)



SDProp Protected Objects

•Account Operators

•Administrator

•Administrators

•Backup Operators

•Domain Admins

•Domain Controllers

• Enterprise Admins

•Krbtgt

•Print Operators

•Read-only Domain 
Controllers

•Replicator

• Schema Admins

• Server Operators

Sean Metcalf (@Pyrotek3)



AdminSDHolder Object Permissions

Sean Metcalf (@Pyrotek3)



AdminSDHolder Applied Permissions

Sean Metcalf (@Pyrotek3)



Regular User Account: Bobafett

Sean Metcalf (@Pyrotek3)



Adding User to Domain Admins
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User Added to Domain Admins by a User Account
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Mimikatz Adds “DCSync”

Sean Metcalf (@Pyrotek3)



Mimikatz DCSync as a User?
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Mimikatz DCSync Required Permissions
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What if a Service Account Has These Rights?
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Mimikatz DCSync: KRBTGT
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Mimikatz DCSync: Administrator

Sean Metcalf (@Pyrotek3)



Mimikatz DCSync Pull DC Account
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Blue Team Response: Mimikatz DCSync

• Detection: IDS Sig
• “DRSUAPI” “DsGetNCChanges request”

• Source != Domain Controller IP

Sean Metcalf (@Pyrotek3)



DSRM 2.0: The Return of DSRM

•Directory Services Restore Mode 

• “Break glass” access to DC

•DSRM password set when DC is promoted

•Rarely changed.

•Account Logon only available in Directory 
Services Restore Mode 
• Reboot or DsrmAdminLogonBehavior = 1/2
• Console Logon: Virt. Client, ILO, or RDP /admin

Sean Metcalf (@Pyrotek3)



What If We Guess the DSRM Password?

Sean Metcalf (@Pyrotek3)



DSRM = DC Local Admin

Sean Metcalf (@Pyrotek3)



Pass-the-Hash with DSRM Account – FAIL! 

Sean Metcalf (@Pyrotek3)



Pass-the-Hash with DSRM Account – FAIL! 
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Pass-the-Hash with DSRM Account – FAIL! 
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Sean Metcalf (@Pyrotek3)
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Pass-the-Hash with DSRM Account – Success! 
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DCSync Password Data with DSRM Account!

Sean Metcalf (@Pyrotek3)
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Red Team Right Now…



Blue Team Response: AD Persistence
•Detection & Mitigation: Varies
• Forged Kerberos Tickets: Potential 

Domain Field Anomalies in Events
•DC Silver Tickets: Change Computer 

Account Passwords after Breach
•AdminSDHolder: Object Permissions
•DCSync: Permissions Check & IDS sig
•DSRM v2: Change DSRM PW regularly & 

Monitor Reg Key & DSRM events
•Protect AD Admins

Sean Metcalf (@Pyrotek3)



Blue Team (Defense)

Sean Metcalf (@Pyrotek3)
Sean Metcalf (@Pyrotek3)



Blue Team (Defense)

Sean Metcalf (@Pyrotek3)

Rob Fuller’s (Mubix) Archc0n 2015 Keynote
http://pub.room362.com/2015/09/archc0n-2015-keynote.html

http://pub.room362.com/2015/09/archc0n-2015-keynote.html


Get-ADComputer -Filter * -Property
• Created

• Modified

• Enabled

• Description

• LastLogonDate
(Reboot)

• PrimaryGroupID
(516 = DC)

• PasswordLastSet
(Active/Inactive)

• CanonicalName

• OperatingSystem

• OperatingSystemServicePack

• OperatingSystemVersion

• ServicePrincipalName

• TrustedForDelegation

• TrustedToAuthForDelegation

Sean Metcalf (@Pyrotek3)



Operating system Version number

Windows 10 / Server 2016 TP 10.0*

Windows 8.1 /Server 2012 R2 6.3*

Windows 8 / Server 2012 6.2

Windows 7 / Server 2008 R2 6.1

Windows Server 2008 (& Vista) 6.0

Windows Server 2003 / 2003 R2 5.2

Windows XP 64-Bit Edition 5.2

Windows XP 5.1

Windows 2000 5.0

Sean Metcalf (@Pyrotek3)

https://msdn.microsoft.com/en-us/library/windows/desktop/ms724832%28v=vs.85%29.aspx

Operating System Table

https://msdn.microsoft.com/en-us/library/windows/desktop/ms724832(v=vs.85).aspx


Get-ADUser -Filter * -Property
• Created

• Modified

• CanonicalName

• Enabled

• Description

• LastLogonDate

• DisplayName

• AdminCount

• SIDHistory

• PasswordLastSet

• PasswordNeverExpires

• PasswordNotRequired

• PasswordExpired

• SmartcardLogonRequired

• AccountExpirationDate

• LastBadPasswordAttempt

• msExchHomeServerName

• ServicePrincipalName

Sean Metcalf (@Pyrotek3)



Defense Starts With Logs
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PowerShell Attack Detection
• Log all PowerShell activity

• Interesting Activity:
• Downloads via .Net 

(New-Object Net.WebClient).DownloadString)

• Invoke-Expression (& derivatives: “iex”).
• “EncodedCommand” (“-enc”) & “Bypass”
• BITS activity.
• Scheduled Task creation/deletion.
• PowerShell Remoting.

• Limit & Track PowerShell Remoting (WinRM).

• Audit & Meter PowerShell usage.
Sean Metcalf (@Pyrotek3)



Detecting Invoke-Mimikatz?

90

Signatures:
• “mimikatz” 
• “gentilkiwi” 
• “Invoke-Mimikatz”

Sean Metcalf (@Pyrotek3)
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Detecting Invoke-Mimikatz

92Sean Metcalf (@Pyrotek3)

• Event Log Keywords:
• “System.Reflection.AssemblyName”

• “System.Reflection.Emit.AssemblyBuilderAccess “

• “System.Runtime.InteropServices.MarshalAsAttribute”

• “TOKEN_PRIVILEGES”

• “SE_PRIVILEGE_ENABLED“



93Sean Metcalf (@Pyrotek3)



Detecting Invoke-Mimikatz

94Sean Metcalf (@Pyrotek3)

• Event Log Keywords:
• “System.Reflection”
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Offensive PowerShell Detection in PS Logs

• Invoke-TokenManipulation: 
• “TOKEN_IMPERSONATE” 
• “TOKEN_DUPLICATE” 
• “TOKEN_ADJUST_PRIVILEGES”

• Invoke-CredentialInjection:
• “TOKEN_PRIVILEGES” 
• “GetDelegateForFunctionPointer”

• Invoke-DLLInjection
• “System.Reflection.AssemblyName“
• “System.Reflection.Emit.AssemblyBuilderAccess“

96Sean Metcalf (@Pyrotek3)



• Invoke-Shellcode
• “System.Reflection.AssemblyName“
• System.Reflection.Emit.AssemblyBuilderAccess
• “System.MulticastDelegate”
• “System.Reflection.CallingConventions”

•Get-GPPPassword
• “System.Security.Cryptography.AesCryptoServiceProvi

der”
• “0x4e,0x99,0x06,0xe8,0xfc,0xb6,0x6c,0xc9,0xfa,0xf4”
• “Groups.User.Properties.cpassword”
• “ScheduledTasks.Task.Properties.cpassword”

•Out-MiniDump
• “System.Management.Automation.WindowsErro

rReporting”
• “MiniDumpWriteDump”

97Sean Metcalf (@Pyrotek3)



PowerShell v5 Security Enhancements

• Script block logging 

• System-wide transcripts (w/ invocation header)

• Constrained PowerShell

• Antimalware Integration (Win 10)

Windows Management Framework (WMF) version 5 will be 
available for download:   “Later, in Q4 of 2015”

Sean Metcalf (@Pyrotek3)

http://blogs.msdn.com/b/powershell/archive/2015/06/09/powershell-the-blue-team.aspx

http://blogs.msdn.com/b/powershell/archive/2015/06/09/powershell-the-blue-team.aspx


PowerShell v5 Security: Script Block Logging

Sean Metcalf (@Pyrotek3)



PowerShell v5 Security: System-Wide Transcripts

Sean Metcalf (@Pyrotek3)



PowerShell v5 Security: Constrained PowerShell

Sean Metcalf (@Pyrotek3)



Windows 10 PowerShell Security: 
AntiMalware Scan Interface (AMSI)

Sean Metcalf (@Pyrotek3)



Mitigation Level One (Low): Deploy KB2871997
 Set GPO to prevent local accounts from connecting 

over network to computers:
 LOCAL_ACCOUNT (S-1-5-113) 

 LOCAL_ACCOUNT_AND_MEMBER_OF_ADMINISTRATORS_GRO
UP (S-1-5-114) 

 Implement RDP Restricted Admin mode (Server):
 Win 7/Win 2k8R2: KB2984972 / KB2984976 / KB2984981 
 Win 8/Win 2012: KB2973501 
 HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa

= 0

 Removes Credentials at Logoff
 Removes “clear-text” password from memory:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Secu
rityProviders\Wdigest = 0

 WDigest Usage: DC Event ID & Server Event ID 4624:
“Authentication Package: WDigest”

Sean Metcalf (@Pyrotek3)



Mitigation Level One (Low)

 Minimize groups (& users) with DC admin/logon 
rights

 Separate user & admin accounts

 No user accounts in admin groups

 Admin accounts = “sensitive & cannot be 
delegated”

 Long, complex (>25 characters) passwords for SAs.

 Remove GPP policies and files with creds.

 Patch server image (& servers) before running 
DCPromo

Sean Metcalf (@Pyrotek3)



Mitigation Level Two (Moderate)

 Randomize computer local admin account 
passwords. Microsoft LAPS or TrustedSec SHIPS
Service Accounts (SAs): 
Leverage “(Group) Managed Service Accounts”.
 Implement Fine-Grained Password Policies (DFL 

>2008).
Limit SAs to systems of the same security level, 

not shared between workstations & servers 
(for example).

Remove Windows 2003 from the network.
Separate Admin workstations for administrators 

(locked-down & no internet).
PowerShell logging

Sean Metcalf (@Pyrotek3)



Mitigation Level Three (“It’s Complicated”)
Number of Domain Admins = 0

 Complete separation of administration

 ADAs use SmartCard auth w/ rotating pw

 ADAs never logon to other security tiers.

 ADAs should only logon to a DC 
(or admin workstation or server).

 Time-based, temporary group membership.

No Domain Admin service accounts on non-DCs.

 Disable local admin account & delete all local accounts.

 Restrict workstation to workstation communication.

 Implement network segmentation.

 CMD Process logging & enhancement (KB3004375).

New Admin Model

Sean Metcalf (@Pyrotek3)



Additional Mitigations

• Monitor scheduled tasks on sensitive systems (DCs, etc).

• Block internet access to DCs & servers.

• Include computer account password changes as part of 
domain-wide password change scenario (1 day).

• Change the KRBTGT account password (twice) every 
year & when an AD admin leaves.

• Patch Workstations quickly, especially privilege 
escalation vulnerabilities.

• Deploy INTERNAL IDS. Make sure you are watching 
traffic inside your network.

• Incorporate Threat Intelligence in your process and 
model defenses against real, current threats.

Sean Metcalf (@Pyrotek3)



Summary:

•Attackers will get code running on a target 
network.
• The extent of attacker access is based on 

defensive posture.
•Protect AD Admins or a full domain 

compromise is likely!

Slides:  Presentations.ADSecurity.org

My research into Active Directory attack, defense, & detection is ongoing. 
There’s plenty more to come… 

Sean Metcalf (@Pyrotek3)

https://presentations.adsecurity.org/


Thanks!
• Alva “Skip” Duckwall (@passingthehash)

• http://passing-the-hash.blogspot.com

• Benjamin Delpy (@gentilkiwi)

• http://blog.gentilkiwi.com/mimikatz

• Casey Smith (@subtee)

• Chris Campbell (@obscuresec)

• http://obscuresecurity.blogspot.com

• Joe Bialek (@clymb3r)

• https://clymb3r.wordpress.com

• Matt Graeber (@mattifestation)

• http://www.exploit-monday.com

• Rob Fuller (@mubix)

• http://www.room362.com

• Will (@harmj0y)

• http://blog.harmj0y.net

• Many others in the security 
community!

• My wife & family 
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https://www.ADSecurity.org

Sean Metcalf (@Pyrotek3)

http://passing-the-hash.blogspot.com/
http://blog.gentilkiwi.com/mimikatz
http://obscuresecurity.blogspot.com/
https://clymb3r.wordpress.com/
http://www.exploit-monday.com/
http://www.room362.com/
http://blog.harmj0y.net/
http://dansolutions.com/
https://www.adsecurity.org/


References
• Skip Duckwall & Benjamin Delpy’s Blackhat USA 2014 presentation “Abusing Microsoft 

Kerberos – Sorry Guys You Still Don’t Get It” http://www.slideshare.net/gentilkiwi/abusing-
microsoft-kerberos-sorry-you-guys-dont-get-it

• Tim Medin’s DerbyCon 2014 presentation: “Attacking Microsoft Kerberos: Kicking the Guard 
Dog of Hades”
https://www.youtube.com/watch?v=PUyhlN-E5MU

• TechEd North America 2014 Presentation: TWC: Pass-the-Hash and Credential Theft 
Mitigation Architectures (DCIM-B213) Speakers: Nicholas DiCola, Mark Simos 
http://channel9.msdn.com/Events/TechEd/NorthAmerica/2014/DCIM-B213

• Chris Campbell - GPP Password Retrieval with PowerShell
http://obscuresecurity.blogspot.com/2012/05/gpp-password-retrieval-with-powershell.html

• Protection from Kerberos Golden Ticket - Mitigating pass the ticket on Active Directory 
CERT-EU Security White Paper 2014-07
http://cert.europa.eu/static/WhitePapers/CERT-EU-
SWP_14_07_PassTheGolden_Ticket_v1_1.pdf

• An overview of KB2871997 
http://blogs.technet.com/b/srd/archive/2014/06/05/an-overview-of-kb2871997.aspx

• Microsoft security advisory: Update to improve Windows command-line auditing: 
(2/10/2015) http://support.microsoft.com/en-us/kb/3004375
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References
• Kerberos, Active Directory’s Secret Decoder Ring 

http://adsecurity.org/?p=227

• Kerberos & KRBTGT: Active Directory’s Domain Kerberos Account 
http://adsecurity.org/?p=483

• PowerShell Code: Check KRBTGT Domain Kerberos Account Last Password Change
http://adsecurity.org/?p=481

• Mimikatz and Active Directory Kerberos Attacks http://adsecurity.org/?p=556

• Mining Active Directory Service Principal Names
http://adsecurity.org/?p=230

• MS14-068: Vulnerability in (Active Directory) Kerberos Could Allow Elevation of 
Privilege
http://adsecurity.org/?tag=ms14068

• Microsoft Enhanced security patch KB2871997
http://adsecurity.org/?p=559

• SPN Directory:  
http://adsecurity.org/?page_id=183

• PowerShell Code: Find-PSServiceAccounts
https://github.com/PyroTek3/PowerShell-AD-Recon/blob/master/Find-
PSServiceAccounts
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References
• DEF CON 22 - Ryan Kazanciyan and Matt Hastings, Investigating PowerShell 

Attacks
https://www.youtube.com/watch?v=qF06PFcezLs

• Mandiant 2015 Threat Report
https://www2.fireeye.com/WEB-2015RPTM-Trends.html

• PowerSploit: https://github.com/mattifestation/PowerSploit

• PowerView: 
https://github.com/Veil-Framework/PowerTools/tree/master/PowerView

• PoshSec: https://github.com/PoshSec

• Microsoft Kerberos PAC Validation
http://blogs.msdn.com/b/openspecification/archive/2009/04/24/understanding
-microsoft-kerberos-pac-validation.aspx

• "Admin Free" Active Directory and Windows, Part 1 & 2
http://blogs.technet.com/b/lrobins/archive/2011/06/23/quot-admin-free-quot-
active-directory-and-windows-part-1-understanding-privileged-groups-in-
ad.aspx
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