ASLR — Windows Vista
Cas de contournement de protection



ASLR = Address Space Layer
randomization

* Fonctionnalité PaX reprise dans Vista

* Principe : 1 application = 1 process principal et
souvent plusieurs DLL

* chargement du process, des dlls, de la stack,
du heap a des adresses arbitraires

* ASLR = "protection” contre I'exploitation de la
plupart des buffers overflows distants (couple
avec NX)
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General Misc  Shellcodes  Help

dllfpid | | proc/addr |CreateFHeﬁ

shellcode: v runin remoke process | runoon skack

ASLR test results, 288 proc, 4 threads, library ws2 32: -
values COMmmon changing min max
PEB : fFFDBOBO | B0008FA60 | fFFD30AO | JFFDFBAA
stack : B012F9ChH4 | 8000008060 | OM12F9ChH | BO012F9CY
heap : 8000006808 | B803F0000 | 80150800 | @02E0080
image : 804800008 | 80000000 | O00400800 | A0400080
ntdll : 77BABOBG | 8000008008 | 77BAOBAO | F7BAOOAA
kernel3d2 : 778700008 | 00000008 | 7787000808 | 77870008
other dll1 : 767CHO00A | O000A000B | 767CA0A8 | 767CO0000
tdfd teb : FFFDEGBA | BA0B818688 | YFFDEBAA | JFFDFBAA
t80 stack : 688130000 | 80000000 | 091300008 | 08130000
ta1 teb : FFFDCOBO | 80083000 | 7FFDDBAO | JFFDEGAA
t81 stack : 000000800 | @1FFO0088 | @8CDOOAOB | 91440000
ta2 teb : FFFDCOBG | 8006810060 | 7FFDCBAO | JFFDDOBGA
tB2 stack : 81000800 | 807F8088 | 611780808 | 81540000
t@3 teb : fFFDBOBG | 8008708060 | 7YFFDEBAO | JFFDCOAA
tBA3 stack : 81000800 | 807F0088 | 01280008 | 91640000
tot teb : JFFDB8OBO | 8008708060 | YFFDBEBAO | FFDFBAA
tot stack : 00000800 | O1FFO088 | 69130008 | 91640000
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General Misc  Shellcodes  Help

dijpid | | procfaddr | CreateFiled

shellcode: v runinremote process | runoon stack,

ASLR test results, 288 proc, 4 threads, library ws2 32: -
values common changing min max
PEB : FFFDOBBAA | O000FAB8 | 7FFD30880 | FFFDFBOA
stack : B812F9Ch4 | 000006888 | O812F9ChL | GB1ZFoCH
heap : A0P0OOAG | OO3FO0AB0 | 681500680 | ABZEQBO0A
image : 00400000 | OO0OOOABG | OALOOOGO | ABLOOBOA
ntdll : F7EADDBG | O0000000BO | Y7EAODGO | F7EADOOA
kernel32 : 77B70000 | 00000008 | 77B70008 | 77B70000
other dll1 : 76ACHA08 | 0ABOABGA | 76ACHBOA | 76ACOO00
t8d teb : 7FFDEBAA | 800810888 | 7FFDEBBO | 7FFDFBOA
t88 stack : 6881306008 | 06006000 | 601306008 | 861300088
te1 teb - FFFDCBAG | 600883088 | 7FFDDOBGO | FFDEGOA
t81 stack : O08060OABO | B1FFABO8 | AACDOGGA | 814400088
t82 teb : FFFDCOBG | 6006810888 | 7FFDCOGO | FFFDDOOA
tB2 stack : 091000800 | O087F0008 | 81170608 | 81540000
tB83 teb : FFFDEOAG | 600B7088 | 7FFDBOBG | FFFDCOOA
tB83 stack : 81000008 | OA7FA060 | A12B0608 | A1640008
tot teb : 7FFDEOAOG | 0086870888 | 7FFDBOBBO | 7FFDFOOA
tot stack : O0806GOAGO | B1FFABO8 | AG130668 | 816400080
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Good , but ...

* Probleme : Mauvaise randomization (1/256)

* Randomization == reboot (exploits locaux
toujours présents)

* 1/256 = possibilite d'exploiter en remote un cgi
ou un thread (sans crash du process)



