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Profil

* Président et co-propriétaire de GoSecure Inc.,
fondee en Mai 2002

» Possede plus de 10 années d’experience dans le
domaine de la sécurité de I'information

e Grande expertise de consultation aupres
d’organisations oeuvrant dans differents secteurs
d’activités tels que:

— Gouvernements

— Banques

— Entreprises (petite, moyenne et de grande envergure)
— Police et sécurité publique




Apercu

e Technique de recherche - Google
e Opérateurs de base - Google
e Opérateurs avances - Google

* Le piratage via Google :
— Explorer a la recherche de “vulnérabilités en or”
— ldentifier les systemes d’exploitation
— Effectuer des balayages de vulnérabilités
— « Proxying »

 Protéger vos informations contre Google




Technique de recherchéi“‘-'Google

e Technique de recherche :
— Seulement inscrire un mot et effectuer une recherche

* Vous devez verifier votre présence Internet :
— Google est une base de données qui possede presque tout !

* Une des plus puissantes bases de données au monde
« Consolide beaucoup de renseignements

 Google est utilisé par :
— Les étudiants ...
— Les entreprises ...

— Al'Qaeda ...

» Google est un magasin genéral idéal pour préparer une attaque et trouver des
informations telles que des cartes géographiques, plans, adresses, photos et
informations techniques MAPS.GOOGLE.COM

 Exemple : On peu coordonner une attaque dans un pays étranger a
partir de carte satellites, plans des réseaux de transports publiques,
horaires, caméras de surveillance des réseaux routiers. De plus, on
peu trouver les plans et guides d’utilisation d’explosifs et des
detonateurs de classe civil et militaire.




Technique de recherché’*"—‘GoogIe

* Que peut faire Google pour un pirate ? :

— Rechercher des informations sensibles comme le
livre de paie, le # NAS et méme la boite de courriel
personnelle

— Effectuer des balayages de vulnérabilités
— Proxy transparent




Technique de recherché"-‘Gt)OgIe

e Google, ami ou ennemi ? :

— Google est le meilleur ami de chacun (le votre et celui
des pirates)

— La cuelllette d’'information et I'identification des
vulnérabilités sont les premieres étapes d’'un scénario
typique de piratage

— Passif, furtif et contient une immense collection de
données

— Google est beaucoup plus qu’un moteur de recherche

— Avez-vous utilisé Google pour verifier votre
organisation aujourd’hui ?




File Edit ‘Wew Favorites Tools  Help w
- | _' st | W ! -
@ Back \ \_/l \ﬂ @ lj 7 Search E - Favorites e\Mecha @ \: = K D‘ﬂ
Address @http:!fwww.gmgle.cai Go  Links
A
8 Canada
Web |mages Groups Dews more »
| Advanced Search
Preferences
| Google Search || 'm Feeling Lucky CanAURENIotl
Search: © the web O pages from Canada
Google ca offered in: Erangais
Advertising Programs - Business Solutions - Aboot Google - Go to Google. com
22004 Google - Searching 4,285,199 774 web pages W
X | Discussions = tﬂ ﬁ | E | EDiscussiDns niot available on http: ffuene, google. ca/ /)]
|@ & Internst




Technique de recherch&™ Google

 Recherche avancée Google :
— Un peu plus sophistiqué ......
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Opérateurs de base - Gogle

* Opérateurs de Google :

— Les opérateurs sont utilisés pour raffiner les résultats et
maximiser la valeur d’une recherche. lls sont vos outils
de méme que des armes pour les pirates

* Opéerateurs de base :
+1 -1 - 7 ") *1 “”1 |1 OU
o Opéerateurs avances:

— allintext:, allintitle:, allinurl:, bphonebook:, cache:,
define:, filetype:, info:, intext:, intitle:, inurl:, link:,
phonebook:, related:, rphonebook:, site:, numrange:,
daterange
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Opérateurs de base - Gogle

* Opérateurs de base - Google ? :
— (+) inclusion forcée d’'un mot commun

— Google ignore par défaut les mots communs (exemple : ou,
comment, chiffre, lettre singuliere, etc.) :

— Exemple : StarStar Wars Episode +|
— (-) exclut un terme de recherche
Exemple : apple —red

— (“ ™) Utiliser les guillemets au debut et a la fin d’'une expression pour
une recherche exacte :
Exemple : “Robert Masse”

— Robert masse sans guillemets “ " obtient 309,000 résultats, mais
“robert masse” avec guillemets “ ” obtient seulement 927 résultats,
Réduisant de 99% les resultats qui ne sont pas pertinents
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Opérateurs de base - Gogle

* QOpérateurs de base :
— (~) recherche de synonyme :
Exemple: ~food

— Affiche tous les resultats qui s’associent a la nourriture, aux
recettes, a la nutrition et a toutes autres informations connexes a ce
terme

— (.) recherche toutes les possibilités avec un caractere simple
« wildcard » :

Exemple: m.trix
— Affiche tous les résultats de : M@trix, matrix, metrix.......

— (*) recherche toutes les possibilités avec n’'importe quel mot
« wildcard »

_ ©




Opérateurs avancés - Google

e Opeérateurs avances : “site:”
— Site: Domain_name

— Permet de trouver seulement les pages Web du
domaine spécifie. Si nous recherchons un site
sPemflque, nous obtenons habituellement la
structure Web du domaine

— Exemples :
sSite:ca
Site:gosecure.ca
site:www.gosecure.ca
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Opérateurs avancés - Google

* Opeéerateurs avances : “filetype:”
— Filetype : extension_type

— Permet de trouver les documents contenant des
extensions spécifiques

— Les extensions supportées sont :

- HyperText Markup Language (html) - Microsoft PowerPoint (ppt)
- Adobe Portable Document Format (pdf) - Microsoft Word (doc)
- Adobe PostScript (ps) - Microsoft Works (wks, wps, wdb)
- Lotus 1-2-3 - Microsoft Excel (xIs)
(wkl, wk2, wk3, wk4, wk5, wki, wks, wku) - Microsoft Write (wri)
- Lotus WordPro (Ilwp) - Rich Text Format (rtf)
- MacWrite (mw) - Shockwave Flash (swf)

- Text (ans, txt)

— Note: Nous pouvons aussi rechercher des fichiers asp
php et cgi, a condition que le texte soit compatible
Exemple: Budget filetype: xls
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Opérateurs avancés - Google

e Opérateurs avances
— Un fichier de budget que nous avons trouve
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Opérateurs avancés - Google

o Opeéerateurs avances : “intitle:”

Intitle: search_term

Permet de trouver le terme de recherche a l'intérieur du titre d'une
page Web

Allintitle: search_terml search term2 search_terms3

Permet de trouver de multiples termes de recherche qui inclut tous
ces mots a l'intérieur du titre d’'une page Web

Ces operateurs sont particulierement utiles pour trouver des listes
de répertoire

Exemple :
Find directory list:
Intitle: Index.of “parent directory”
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Opérateurs avancés - Google

o Opérateurs avanceés : “inurl.”
— Inurl: search_term

— Permet de trouver le terme de recherche dans
'adresse Web d’un document

— Allinurl: search_terml search _term2 search _term3

— Permet de trouver de multiples termes de recherche
dans lI'adresse Web d’'un document

— Exemples :
Inurl: cgi-bin
Allinurl: cgi-bin password
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Opérateurs avancés - Google

o Opérateurs avances : “intext.”

— Intext: search _term

— Permet de trouver un terme de recherche dans le
corps du texte d’un document

— Allintext: search_term1 search_term2 search _term3

— Permet de trouver de multiples termes de recherche
dans le corps du texte d’'un document

— Exemples :
Intext: Administrator login
Allintext: Administrator login
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‘2 Administrator login page - Microsoft Internet Explorer

File Edit ‘iew Favorikes  Tools

Help

eﬁack v @ v \ﬂ \ELI :] /.Tiﬁearch ‘gl_ﬁ:.;:“Favnrites -@Media @3 <~ .:; .ﬁ] v _I ﬂ

EBX

u

Address |

v| G0 Links *

G(‘JDglE' intesxt s Adminiskrator Login %

& Search web - @ =1 57 blacked E Options A @ Adrniristr atar @ Lagin

Administrator login

Username |

password

submit

@ Cone

ﬁ Internet




Opérateurs avancés - Google

e Opérateurs avances : “cache’:
— Cache: URL

— Permet de trouver I'ancienne version dans la mémoire
tampon de Google

— Parfois, méme apres la mise a jour d’un site,
I'ancienne information peut étre trouvee dans la
memoire tampon

— Exemple :
Cache: www.gosecure.com
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Opérateurs avancés - Google

e Opérateurs avances:
— <numberl>..<number2>

— Permet d’effectuer une recherche avec une série de
numero en specifiant deux numeéros, sépares par deux
points, sans espaces. Assurez-vous de speécifier une
unité de mesure ou tout autre indicateur de ce que la
série de numeéro représente

— Exemples :
Computer $500..1000
DVD player $250..350
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Opérateurs avancés - Google

 Opérateurs avanceés : “daterange:”
— Daterange: <start_date>-<end date>

— Permet de trouver les pages Web pour une période
comprise entre deux dates

— Note: start_date & end date utilisez la date Julienne

— La date Julienne est calculee a partir du nombre de
jours depuis le 01 janvier 4713 ac. Par exemple la
date Julienne pour le 01 Aout 2201 est 2452122
Exemples :
2004.07.10=2453196
2004.08.10=2453258
Représente en date julienne: 2453196-2453258
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Opérateurs avancés - Google

* QOpérateurs avances : “link:”
— Link: URL
— Permet de trouver des pages Web possedant un lien au URL spécifiée
— Related: URL
— Permet de trouver des pages Web similaires a la page Web spécifiée
— info: URL
— Présente certaine information que Google possede au sujet de cette page
Web
— Define: search_term
— Permet de fournir une définition des mots recuelllis a partir de diverses
sources en ligne
— Exemples:
Link: gosecure.ca
Related: gosecure.ca
Info: gosecure.ca
Define: Network security
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e Back - e v \ﬂ @ l\] 7 ! Search ‘ﬂzﬁ.f’ Favarites e" Media ejl ['-'_"_'.‘a = A D‘ ﬂ
Address @hl http: j ey, google, cafsearchrhl=endlr=Cde=UTF-380=related www, gosecure, cal b G0 Lirks
GODSIE = |relatediwwey, gosecure. caf w % Search Web - @ F@ E_"l 1 blacked E Dptions
Web Images Groups [Mews more » 2
= |ated: ; [ Saarch ] Advanced Search
0 L)S e related:waww. gosecure.ca S —
Search: @ the web O pages from Canada
Web Results 1- 10 of about 28 similar to www.gosecure.ca/. (0.34 seconds)
GoSecurs
whiny. osecure. cal - 2k - Cached - Similar pages =
LOT Systems | Linux Quebec Technolodies
whinwy inuxgquebec.comd - 4k - Cached - Similar pages
sourceForge net CYS Repository
sourceForge.net Home, My Favorites. ...
sourceforge netfcvs/Pgroup 1d=B0358 - 34k - Cached - Similar pages
Chronoss-devel Info Page
Chronoss-devel . About Chronoss-devel. To see the collection of prior postings
ta the list, visit the Chronoss-devel Archives. Using Chronoss-devel. ...
lists. sourceforge. netflistsilistinfo/chronoss-devel - Sk - Cached - Similar pages
Chronoss-user Info Page
Chronoss-user --. About Chronoss-user. To see the collection of prior postings
tn the list wisit the Chrnnnss-nser Archives Using Chronnss-nser 5
X | Discussions = | ;:f; % tﬂ ﬁ | 5 | EDiscussinns not available on htkp: v, google.caf (7))
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A Google Search: info:www.gosecure.ca - Microsoft Internet Explorer E|E|
o

File Edit ‘iew Favoriies Tools  Help i

Ug

@Eack - @ - \ﬂ @ ;‘] /:J Search “E'::{’Favnrites e\Media @3 [-__:"r :“; -

Address @http:I,l'www.gnnqle.n:a,l'searn:h?snurcei|:|=r|av|:|ientE-:ie=LITF-Ei&q=inFn%S.ﬁ.www‘*fc.EEgnsecure"foEEca v GD Lirks
GGDSIE* inf o, gosecure. ca v| [ Searchweb ~ @ Pagefiank L 1 blocked Eﬂptinns

13

Web Images Groups  News more »

= . Advanced Search
. Search | /M=
GO ()gle IﬂfD.W.gDSEELIrE.EEI ‘ Preferences

Search: @ the web O pages from Canada

Web Showing web page information for www.gosecure.ca
Gosecure

Google can show you the following information for this URL:

Showr Google's cache of s gosecure ca

Find web pages that are similar to wisw gosecure ca
Find web pages that link to ww gosecure.ca

Find web pages that contain the term “www gosecure ca”

v
X | Discussions v "[g % tﬂ ﬁ | E | EDiscussinns niot avaiable on http: /e, google. ca) /)]
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2 Google Search: define:"network security” - Microsoft Internet Explorer '._ 'E|E|
File Edit Mew Favorites Tools  Help -,1.'
e Back - x_/'l |ﬂ @ 1 ﬂ j,._HJ Search ‘“E;:( Favarites w" Media @3 | - ““-'F E v LJ‘ ﬂ
Address E:l http: f sy, google, cafsearch?hl=en®ie=UTF-8%0=define %34 % 2 Znebwar k+security %22 &met a= w Go  Links
Gﬂ'DglE = |define:"network security” bl % Search'Web - @ Paéuﬁank 5 1 blocked E Options /4 E ?

Web |mages Groups MNews more » &
a " L Advanced Search
GO L)gle define: "network security’] | Search | o
Search: ® the web O pages from Canada
Web
Tip: Try removing guotes fram your search to get mare results.
Definitions of Network Security on the Vel A
Protection of networks and their services from unauthonized madification, destruction, or disclosure, and provision of assurance
that the netwark perfarms its critical functions correctly and there are no harmful side-effects. Metwork security includes
praviding for data integrity.
whawy 1] state 1w usfld/pubs/compsecurity/glassary. html
—ecurity procedures and controls that pratect a netwark fram: (a) unauthorized access, maodification, and infarmation
disclosure; and (b) physical impairment or destruction.
whiniy. Cia0.gow’ciao_document library/glossary™. htm
Managing the physical and logical accessibility of your netwark resources. Physical includes safeguarding the actual
equipment; logical includes contralling customers’ access to network resources.
wharyy thinkhdi. comfpublications/glossary.asp
w
XA | Discussions = | @ % tﬂ ﬁ | gl | ﬂDiscussinns nok available on hktps ) ey, google, caf 7]
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Opérateurs avancés - Google

e Opérateurs avancés : “phonebook:”
— Phonebook
— Recherche au complet 'annuaire telephonique de Google
— rphonebook
— Recherche seulement les listes résidentielles
— bphonebook
— Recherche seulement les listes d’entreprises

— Exemples :
Phonebook: robert las vegas (robert a Las Vegas)

Phonebook: (702) 944-2001 (recherche inverse, peu ne pas
fonctionner)

Cette fonction se limite au EU

_ y




) Google Search: robert las vegas - Microsoft Internet Explorer |Z||E|r5__<|
¥

File Edit Miew Favarites Tools  Help .1.
@ Back - </ \iLI |EL| { :] g’.'_j Search ‘i-l:(’ Favarites @ Media -E‘E <] - L:; @ LJ‘ ﬁ
Address |ﬂj hikkps i e, google, cafsearchrhl=enBie=_UTF-88pb=FfRg=robert+las+vegastpb=Ff W | [ETn] Liriks
Google + robert las vegas v | P searchweb ~ i FaeERank Dho blacked e options & @ 7

Web |mages Groups MNews more » &

GO L)Sle |r|:|I:|er1 las wegas H Search PhoneBook ] [ Search the WWeh ] Preferences

PhoneBook

Business Phonebook Results 1-5 of about 219 for robert las vegas. (0.31 seconds)
Century “ision Center, Robert Pearson Od - (702) 944-2001 - | Las Vegas, MY 83101 - ¥ahoo! Maps - MapQuest

Eab, Head Start Centers, Robert Jones Gardens - (702 433-3770 - 1750 Marion Dr, Las Vegas, NY 89115 - ¥ahoo! Maps - MapQuest

Clark County Of, Constable Robert Bobby G Gronauer - (/02) 385-2436 - | Las Vegas, MY 83101 - Y aboa! Maps - MapQuest

Clark County Of, Constable Robert Bobby G Gronauer, Las Wegas Township - (f02) 455-409% - 309 5 5rd St, Las Vegas, MY 89107 -

ahoal Maps - Maptluest

American Family Insurance, Career Opportunities, Harrison Robert - (702) 732-4708 - 3993 Howard Hughes Pkwy, Las Vegas, MY 89109 - =

Yahoo! Maps - MapCluest

More business listings... {Removal info)

Residential Phonebook Results 1- 5 of about 7 for rebert las vegas. (0.31 seconds)

| Robert - (702) 433-6314 - 3890 S Mellis Blvd, Las Vegas, MY 89121 - ¥ahoo! Maps - MapQuest

Enrique Robert - [702) 792-9312 - 2700 5 Valley Yiew Blvd, Las Vegas, MY B3102 - ¥ahoo! Maps - MapGuest

F S Robert- (702) 631-2034 - |, Las Vegas, MY 89101 - ¥ahoo! Maps - MapQuest

Hrwward Rahart - 7110 2EM-EFRESR - 1 ase Weanae bYW BH1M1 - ¥ahonl Mans - Baniinest M
¥ | Discussions = | ')fg % rj ﬁ | ﬁ | ﬂDiscussinns not available on bkkp:f e, google.caf Q)
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A Google Search: (702) 944-2001 - Microsoft Internet Explorer : i [z|
File Edit ‘jew Favorites Tools  Help l';

eﬁack o h_/'l \ﬂ \g ;\] f.__j Search ‘E';:{’Favnrites @Media @3 { :,; o - \_J‘ﬂ

Address ﬂjhttp:,l',l'www.gnngle.n:a,l'searn:h?hI=enB:ie=l_lTF-E&pl:l=F&q=°fo28?02°£o29+944-2m1+&ph=F&btnG=SEarth+F‘hDneEcu:lk v B4 G0 Links
Google - |(702) 944-2001 v| @cearchweb - 3 PRk Dho blocked Pdoptions & [ 7

Web Images Groups MNews more » —

GOUSIQ (702) 944-2001 | Search PhoneBook || Searchthe Web | Preferences

PhoneBook

Business Phonebook Results 1- 8 of 8 for (702) 944.2001 . (0.03 seconds)

Century Vision Center, Robert Pearson Od - (702) 944-2001 - | Las Yegas, Ny 89101 - Yahoo! Maps - MapCluest

Century Vision Center, Ronald Dutton Od - (702) 944-2001 - | Las YVegas, MY 83101 - Yahoo! Maps - MapQuest

Century Yision Center - (702) 944-2001 - 8230 Y Sahara Ave, Las Wegas, NY 89117 - Yahoo! Maps - MapQuest -

Century Vision Center, Michael Crutchfield Od - (702) 944-2001 - 8230 W Sahara Ave, Las Vegas, Ny 83117 - Yahoo! Maps - MapQuest

Cohen David B MO - (702) 944-2001 - 8230 VW Sahara Ave, Las Yegas, NV 83117 - ¥ahoo! Maps - MapQuest

Crutchfield Michael Od - (702) 944-2001 - 8230 W Sahara Ave Infocus, Las Vegas, N 853101 - ¥ahoo! Maps - MapCluest

Dutton Ronald Od - (702) 944-2001 - 8230 ¥ Sahara Ave, Las Yegas, NY 83117 - ¥ahoo! Maps - MapCluest

somers William Od - (702) 944-2001 - 8230 W Sahara Ave, Las Yegas, Nv 89117 - Yahoo! Maps - MapCluest

W
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Le piratage via Google=”

e Salaire:
— Salary filetype: xls site: edu
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‘ZA http:/Avww.google.calfsearch?q-cache:HW 7aGUTTMIMJ:www.csun.edu/-facacct/salary/calc/salar. .. [Z”E|rg|
File Edit ‘iew Fawvorites Tools  Help ull':-'r

. — Iyt .
1 Wy =1 . . 3 ] . .
@ Back - [ | % | = :| o | ! Search 5. Favorites -@ Media E} . | |‘ Ii i

Sddress :El htkp: f vy, goiogle, cafsearchyg=cache; HW 7 acUT TMIM I v, csun, edu) ~Facacckfzalaryfcalc fsalary_calc, xls4= [ETu] Links

Google - | salary filetype:xls site:edu v | @@ searchweb - g FageRank D o hiocked 2
1 Based on 7/1/02 Salary Schedule SALARY INCREASE CALCULATOR

Enter Base Timebase or Adjusted

2 Desired Salary Action Salary Adjustment Salary Comments

3 Full-Tirme to Part-time AY 6,000 1 3 60000  Base Salary X Timebase

4 Full-Tirme to Part-Tirme 12 month $5 200 1 B4 14000 Base Salary X Timebase

S AY to 12 Manth (15% Increase) 6 000 +15.0% B0 200.00 Base Salary X 1.15

6 12 Maonth to AY (Minus 15%) BB 500 -15.0% P65 00000  Base Salary divided by 1.15

7 Difference-in-Pay Leave (7/1/02) &5 000 -$3035 $2 96500 |Base Salary minus minimum of Rank =
Tt

+ >
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Le piratage via Google=”

e Numéro d’assurance social :
— Intitle: Payroll intext: ssn filetype: xlIs site: edu
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22 Payroll Register - Microsoft Internet Explorer E|

File Edit ‘iew Fawvorites Tools  Help

@Eack = u) |ﬂ @ _:“] f_j Search ‘-5::.;—’ Favorites -@Media Ejl [_1:- .,___; -

[

Sddress @ hkkp: sy, google, cafsearchrg=cache: aT19-K- QG000 T MpsfadvELE 7 Tuk_06/E_HEP 1, 5L54 % @0 Links
Gﬂ'ﬂglﬁ = lintitle:payroll inkext:ssn filebype:xls sitetedu hd % Search Web - ﬁ- F@ EI 2 blocked =
2

= Regular | Cwertime Federal | State

& Fay Hours Hours Sross WWithhald WYithhold

7 Mame SSN Fate | YWorked ‘Worked Fay Tax Tax F

8 - - - - - - - - -

D Kristy Cole e T i 12.50 26.0 0.0 325.00

10 Jose Herrera ataE e 11.75 40.0 3.0 522.83 =

11 Erooke Hoover e s Ty 14.20 220 oo 312.40

) - . .- .- - - — P - . - — - — —_—— . —— —_— 1
<5 )
x Discussions « | ')f; % ‘Eﬂ g | E | _Eﬁ Discussions nok awvailable on btkp: J v, slaials| 1) L2 )
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 Numéro d’assurance social :
— Payroll intext: Employee intext: ssn iletype: xIs
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| http:!ﬁﬂww.guugle.ca!search?q=cache:5E-CQMi3Utc_- Microsoft Internet Explorer E”E”‘E
"

File Edt ‘iew Favortes Tools  Help i
Oﬁack v \_/l \ﬂ @ ;j /:j Search {:(’ Favorites e\Media @l [:v :j; E v D‘ﬁ
Address @hIhttp:J',l'www.gnngle.n:ag'searn:h?q=n:al:he:EE-CQMiSLItn:J: st ¥ GD Lirks
GDDglE' pavrall intext:employes intextissn filstype:ls v %SEarch Web @ F@@%lnckﬁd Eﬂptinns M @payrnll @Emplnyee E”
w
Employee #1 Time Card Employee #4 -
Pay Period Ending: July 27, 2000 Pay Period Ending: July 27, 2000
nocial Security Numbeso T2 Zeae social Securty Number: oo
us: single Exemptions: 0 Martal Status: Single Exemptions: 1
ductions: Hospital: §15.00 Cther. $25.00 Special Deductions: Hospital: none  |Other: §10.00 v
¢ &
X Discussions v ’f; % tﬂ ﬁ| E | E Niscusaions not available on htkp: | e, google, ca L)
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Le piratage via Google o

e Information financiere :

— Filetype: xlIs “checking account” “credit card” - intext:
Application -intext: Form only 39 results
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2 http:/iwww.google.calsearch?q-cache: 120tViPs-0c.) N /iicrosoft Internet Explorer

File Edit Yiew Favorites Tools  Help #’

eBack = 'O Ia @ \_/lj pSearch ‘?'/'I\L{Favnrites el‘ﬂedia @ 8' F{} @ D ﬁ

Address ‘@ bt f fenens, google, cafsearch?g=cache: 1 20EWiPs-0c Jowany, o5, stedwards, eduf~Ilbaker [cisc 1 315 checkbook/register  xls+Filetype xls+%22checking+account %2 2+ % 22credit -+ ‘ o Liriks
GODglE v |:king account” “credit card" -inkext: application -inkext:form V| & Search Web - @ Fﬂf @ 11 blocked E AukoFill E Options 4 @ checking account @ credt ci 7

x | Discussions « | "fg % tﬂ g | 5 | EDiscussiDns not available on hkbp: ffwens, google. caf

|

1619 7/6/99 Mortgage payment 1350.00 11150.00 1
1620 7/6/99 car insur 123682 991318
I‘ 711099 OTC Deposits 345000 1025818
1621 7/13/93 Internet Connection 16.00 10242 .18
1622 | 7/113/99 Pedernales electric 21136 10030.82
I‘ 7/13/93 OTC Deposits 98556 1101638
1623 7114/99 SW Bell Tel 54 21 10962 .17
.|’1624 7/15/99 Flying trip to New Orleans 7 hrs @ $45 31500 10647 17

|

@ [one




Le piratage via Google=”

e |Information financiere :
— Intitle: “Index of” finances.xls (9)
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5 http:ffiwww. personal. psu.edufusers/b/j/bje1 81/Finances. xls - Microsoft Internet Explorer

File Edit Yiew Insert Format

QBack > \ﬂ \E' N /..-\: Search ‘E:'I_'\'f:’Favnrites @Media @T %
Address i&l] bkt f fenens, personal. psu. edufusers/bfifbigl 81 /Finances, xls

w %Search Web - @

G(‘JL‘iglE‘ = linkitle:"Index of" finances, xls

Help

v e g
T =

PageRank B 16 blocked

EX
'I;r

w .Gu:u

E Options 4 @ Index af @ finances @ xls

EZ8 - 5

A c | D E G | H | 1=
2 Date Description Amount Type Note Iltem hreakdown
3 Grocery $0.00
4 Summer 2004 Apartment $705.00
5 527 |Car sewice for flashing lights $63.50 Debit - Temporary Payment Books $0.00
B 527 Dad's repayment far car service Check Reimbursement school §0.00
7 530 |Shampoo and fish tank tubing $4.60 Cash Fersonal Transportation $300.20
g 531 (First Pres offering through May $150.00 Check Fersonal Fersanal ¥2356.80
g .1 Gas for Rachel's car $25.00 Debit Transportation Dining $40.50
10 B.5  Dinner at Brat Stop wi Mom and Dad $27.00 Debit Dining Gifts $0.00
11 6.7  Kitten supplies $35.20 Debit Personal Maon-PsL §0.00
12 6.8  |Plane ticket to NYC $255.20 Debit Transportation Mlisc 57 244.00
13 B.9 FP5U account refund (general deposit) -$50.00 | Deposit Total $8,526.50
14| B.10 Feservation deposit for Tuckaway Heights $100.00 Check Apartment
150 B.12  Metra ticket to Chicago $5.00 Cash Transportation
16 B.12 Food at Blues Fest $3.50 Cash Dining
17 B.12 Blues Fest keychain $3.00 Cash Fersonal
18] B.12  Dinner at Giordano's w' Joy, Neighbor, Yince $10.00  Cash Dining
19 B.12 Gasfor Rachel's car $15.00 Dehit Transportation
200 B3 | Garage sale proceeds fram Mom -$25.00|Cash Gift
21 B.15  |Initial shots for Chat $99.00 Check Cat
22 B.15  |Deposit for Tuckaway Heights (minus resery. dep.) $605.00 Check Apartment
23] BB | Z-yearVine Line subscription renewal $44.00 Check Fersonal
24
25 Check reimbursement is still a deposit
26 withdrawal considered part of deposit when cash back is taken
27
20 {
29 =eparate PSFCU and 5/3 somehowlll
30 o
M 4 » W[\2004 ¢ Balance - 2004 4 03-04 /4 Balance - 03-04 /NYC { Balance - NYC £ Sp 03 fLeeds £ | ¢ 2l
X | Discussions = | _,:J % tﬂ g | | ﬂDiscussiDns not available on hktp: /vy, personal psu, edu)f o)

|

The server does not appear to be a valid discussion server, i

# Unknown Zone
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« Boite de courriel personnelle :
— Intitle: Index.of inurl: Inbox (456) (mit mailbox)
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A Index of ininin——————eii'/ail/inbox - Microsoft Internet Explorer
File

@Back - @ - |ﬂ @ ;j /:\J Search “Ej:(’Favnrites e"l"-“ledia @ [‘:

Address ‘

Edit  ‘iew  Fawvorites

Tools

Help

S
d b o

GODglE - |intitle:index.nf inurlinbo

V| i searchweb - g P20eRank D ye blocked

V| G0
E Options 4 @ indes @ of @ inbioe
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« Boite de courriel personnelle :

— Apres plusieurs clics, nous avons obtenu les
messages électroniques prives




2 http:/hwww-2.cs.cmu.edufafsics.cmu.edufuser/mws/0ldFiles/Mailfinbox/#1 - Microsoft Internet Explorer

File Edit Yiew Favorites Tools  Help ;'f
eBack - ) \iLI @ _I\J /.\JSearch ‘g_‘\'.;-’Favnrites @Media @3 - & = I_J‘ﬂ
Address ‘@ bt fenenn-2 o5, oo, eduf af s fos, oo, edufuser frves fOldFiles Mail finbos %2351 V| = =t
GUDglE‘* |intitle:index.nf irrl:inbo V| §% Searchweb - @ FageRank B 16 blocked Eﬂptinns S @ indes @ of @ inbioe
S
Eeturn—Path: <kspiwvevlp@xd0lgate. ada. at>
Delivered-To: mwsHiuxl. gp. o=, cmu. edu
Eeceived: from EDRC.CMILEDU ([128.2.203.42]) by uxl.=p.cs.cmu edo id aal8148;
1T Mar 2004 T:15 EST
Received: from MEG. andrew. cmu. edu ([128.2.10.115]) by edrc. cmu. edu id aa04183;
1T Mar 2004 T:14 EST
Received: from med. toho—u. ac. jp (c-6T-166-49-63. client. comcast. net [67. 166.49. 631
by mxh. andrew. cmu. edu (8. 12, 10/8. 12, 10} with SNTP id i2HCEOmNO17771
for <mws@andrew. cmu. edur; Wed, 17 Mar 2004 07:14:08 -0500
Mezzage-ID: <97df01c40c9f3T30606f05a%bc03d3Bmed. tocho—u. ac. jp»
From: "Kelwin Spiwvey” <kspiveylp@x400gate.ada. at>
To: mwa@andrew. cmu. edu
Snbject: More efficient than wia—gra
Date: Wed, 1T Mar 2004 23:12:27 -0800
MIME-Version: 1.0
Content—-Type: text/html;
charzet="1z0-8869-1"
Content-Tranafer-Encoding: quoted-printable
F-NMIME-futoconwerted: from 8bit to quoted-printable by mxh. andrew. cmu. edu id 12HCEOmNO1T7T1
F-UIDL: becff044eT3425d3d%cdabealbdTTL3
<HTML »<BODT >
<P»<FONT SIIE=3D2:Generic cialis (Regalis), at cheap prices. <BE>
Most places charge $20, we charge $5. Quite a difference. <BR:<BR:
Cializ iz known as a Super—-V=EDagra or Weekend-V=EDagra becauze itz effec=
tz start sooner and last much longer. </FONT:
CfPr<P><FONT SIIE=3D2>5hipped worldwide. <BE:<BR>¥Tour easy-to-usze solution=
iz here: <4
HEEF=3D"http:/ www. mega—health. net/cia/ Yoxvgen” *hitp: /fwr. mega—health. ne=
t/cia/ Toxyzend i </FONT >
{fP<P><FONT SIIE=3D2:——— </FONT»
<BR><FONT SIIZE=3D2>The link below iz for those who hate spam...</FONT:
<BER><FONT SIZE=3D2><L4
HREF=3D"http:/ wwr. mega—health. net/of f. html ™ *http: /A mega—health. net /o=
. html</ h»<{/FONT »<BR>—=3D=3D- 3
X | Discussions = | "fg % tﬂ gl 5| ﬂDiscussiDns not available on hkbps ffees-2, 05, cu, eduf o)
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Le piratage via Google=”

* Fichiers confidentiels :
— “not for distribution” confidential (1,760)
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3 Confidential - Not for distribution 1 A ONCE Network Proposal to CommerceNet Prepared by: Kerry - Microsoft Internet Explorer |:||§|rz|

File Edit ‘iew Favorites Tools  Help -.'f
@Back i \_/I |ﬂ @ . l\] /:HJ Search ‘i:ﬁ Favarites e‘Media ﬂ‘; [-:* :; K "D‘ﬁ
Address | | v Go  Links
GDDglE* "niot for distribution” confidential v | fpsearchweb - g Ta0fRank T g blocked P options & [ nat1 >
A
Confidential - Not for distribution 1
Page 2

A ONCE Network Proposal to CN

111 . . = - . . . : .
Proposal: ™ Executive Smnmit Series = focused on the Busimess Implications of Web Services.

SUMMARY b
X | Discussions * | ’f; % tﬂ ﬁl &Il EDiscussiuns not available on hkkpef216,239,39, 104) 7))
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 Fichiers confidentiels :

— “not for distribution” confidential filetype: pdf
(marketing info) (456)
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3 Microsoft PowerPoint - AIMMS. Informs.AREVA. ppt - Microsoft Internet Explorer |Z||E|E|
File Edt ‘iew Favorites  Tools  Help -.'f
@ Back ~ \_/l |ﬂ @ h jl'_j Search {:(’ Favarites e‘ Media 6‘3 [-: v :_; g - ‘ D‘ ﬂ
Address o \4 Go  Links
GUDSIE = "not for distribution” confidential filetype: pdf v % Search'Web - @ F,ﬂf @ 16 blocked E Options /4 @ nat| %

A
An Introduction to AINIMS
n s 4
Clearing the US Energy Market
part [LTI

Gertjan de Lange Peter Niewwesteeg

Cimef Commercial Cffeer ARMLL Cempuitendt o dreva
v
X | Discussions = | "fg % tﬂ f{” £| EDiscussinns niot available on httpeff216,239,39, 104/ /)]
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Le piratage via Google®”

« Détection du systeme d’exploitation

« Utilise le mot-clé par défaut de la page
d’installation du serveur Web pour faire une
recherche

o Ultilise le titre pour faire une recherche

« Utilise le bas de page dans le repertoire de la
page d’'index
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Le piratage via Google o

o Détection du systeme d’exploitation - Windows:
— “Microsoft-11S/5.0 server at”
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A Index of /legislacoes/parecer_jurid_arquivos - Microsoft Internet Explorer

File —Edt ‘'iew Favorites Tools Help

eﬁack M \_/| \ﬂ @ h /'__\J Search {:(’ Favorites e\rﬂedia ﬁ} [_:* :; E M

g

=B

X
;r

!

Address | |

GDDSIE = | "Microsoft-115/5.0 server at"

v | i Searchweb - @ Pagefiank £ 17 blncked

Index of /legislacoes/parecer jurid arquivos

Name Last modified
a Parent Directory 08-Nar-2004 16:37
filelizt.zml 03-0ct-2002 10:10
header, him 03-0ct-2002 10:10
imagelll. g1f 03-0ct-2002 10:10

aize Description

1k
4k
11k

Nicrosoft-IT5/8, 0 Server at wow, winfopmin Fort 50

X | Discussions » | ﬁ % t} ﬁ | £| @) Discussions not avalable on

Y

I@ Done ® Internet




Le piratage via Google®”

 Recherche de mots de passe :

— Recherche des noms de fichier bien connus pour
des mots de passe dans les URL

— Recherche des fichiers de connexion de la base de
données ou des fichiers de configuration pour
trouver un mot de passe et un nom d’utilisateur

— Recherche un fichier de nom d’utilisateur specifique
pour un produit spécifique
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Le piratage via Google=”

 Recherche de mots de passe :
— Inurl: etc inurl: passwd
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A MiniUnix/etc/passwd - Microsoft Internet Explorer : E”'E
File Edit ‘iew Favortes Tools  Help 'l?;'
e sack () \ﬂ @ ;‘] ‘/'__ﬁ Search {:g Favarites e\rﬂedia ﬁ‘} [-:' :; & - D‘ﬁ
Address W '—} @0 Links
Google = linurl:etr inurl:passwd v @hoearchwed - g5 FaERank By biocked pdoptions & [Betc [&] pass ?

MiniUnix/etc/passwd

Find at most |9 ¥ related files.

[] including files from this version of Unix.

roct:s0:l::/s

sys::2:lrsfusr/ays:

bin::3:1::/bin:

crellslssfusr/ce

man::3: 1z usr/man: W

admz :3: 122/ s/ adm:

sl::3:1::/src/source/sl:

sfiidilii/ere/source/s2:

g3::3:1::/src/ source/=3:

sd::3:li s/ sre/ source/ 2d:

shr:3ily e/ ere/ source/ 20:

sB::3: 1 i/ sre/ source/ =6:

sTe:3:1::/sre/ source/sT:

sB::3: 111/ srve/ source/ =8: v

X | Discussions v ﬁ % tﬂ ﬁ | E | EDiscussiuns not available an htkp: ffminnie. tuhs, org/ L]

I@ Done # Internet




File Edit ‘ew Favorites Tools  Help

A http:Hcustom. lab. unb. bripub/FreeBSD/current/srcletc/master. passwd - Microsoft Internet Explorer
@Eack Y \ﬂ @ :‘] f..-‘]Searn:h "i-I:r"' Favarites @Media @3 - Hﬁ; —=

el
fAddress o

W

G(‘JLﬁglE" inurl:et inurl: passwd v fpsearchweb + g0 PRk Bh g blocked

X
e

|

Go  Links

Eoptinns éf @etc @passwd

# 4FreeB3D: srefetc/master.passwd,v 1.39 2004/08/01 21:33:47 markm Exp 3§

#

root::0:0::0:0:Charlie &:/root:/bin/csh

toor:#:0:0::0:0:Bourne-again Superuser:/root:

daemon: ¥:1:1::0:0: 0wner of many system processes:/root:/use/shin/nologin
operator:*i2:5i0:0:3ystem &:/:/usr/shin/nologin

bin:*:3:7::0:0:Binaries Commands and Jource:/:/usr/sbin/nologin
cey:Tr4:65533::0:0: Tey Sandbox:/ :/usr/shin/nologin

kamem: ¥:5:65533 1 :0:0:EMem Sandbox:/:/usr/shin/nologin

games:*:7i13::0:0: Gawes pgeudo-user:/usr/games: fusr/shin/nologin

news: *:5:53::0:0:Hews Jubsaystem:/ :/usr/shin/nologin

man: ¥:9:9::0:0: Mister Man Pages:/usr/share/man:/usr/shin/nologin
gshd:*:22:22::0:0:3ecure 3hell Daemon:/war/empty:/usr/shin/nologin
Smm3p:*:25:25:0:0:0:8endmail Submiszion User:/war/spool/clientmgquens: /usr/shin/nologin
mailnull:*:Z6:26::0:0:3endwail Default User:/wvar/spool/mogueue:/usc/shin/nologin
hind:#:53:53::0:0:Bind Sandbox:/:/usri/shin/nologin

proxy:*:62:62::0:0:Packet Filter pseudo-user:/nonexistent:/usr/shin/nologin
_pflogd:*:64:64::0:0:pflogd privsep user:/var/empty:/usr/shin/nologin

uucp: ¥ 66:66::0:0:TUCE pseudo-user: /var/spool/uucppublic: fusc/ local/ libexee/ uucp/ uucico
pop:*i68:6::0:0:Poat Office Owner:/nonexistent:/usr/shin/nologin

iy ¥ 180802 :0:0: World Wide Webh Owner:/nonexistent:/usr/shin/nologin

nobody: *: 65534165534 :0:0: Unprivileged user:/nonexistent:/usr/shin/nologin

X | Discussions | _£J % tﬂ ﬁ | | _@Discussinns not available on hitp: ffoustom,lab.unb,brf

Ej Dane
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Le piratage via Google=”

 Recherche de mots de passe :
— Intitle: “Index of..etc” passwd
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File Edit Mjew Favorites Tools  Help

<3 Index of Jetc - Microsoft Internet Explorer :|E|
..1;

O Back - \_/I |ﬂ @ ! ;j f.“_j Search iﬁ:( Favarites e\ Media ﬁ‘jl [_: - :; g D‘ ﬂ
Address El http://ftp.cs.concordia. cajetcf Go  Links
Google + lintitle:"Index of , etc” passwd B Searchweb -+ g T20eRenk L 45 blocked 4 option: *

Index of /etc

Name Lazt modified Size Dezcription

a Farent Directory 01-Now—2002 15:40

E group J31-0ct-2007 16:48
localtime

7

-
b

g naswitch. conf J31-0ct-20072 16:52

J0-0ct-2002 15:26

E passwd J31-0ct-2002 16:49

Apachesd. 3 74 Server at ftp. cs concordia ca Fort E¢

* | Discussions ~ | @ % ﬁ} ﬁ | g | EDiscussinns not available on hkkpejftp.cs.concordia, caf
2] & Internet




Le piratage via Google=”

 Recherche de mots de passe :
— Inurl: admin.pwd filetype: pwd
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 http: www.kdsi. net/mid-ne. automation/Admin, pwd - Microsoft Internet Explorer

Fle Edt ‘iew Favortes Took  Help 11.’
@Eack v u) \ﬂ @ ¢ Ij /J Seatch i:( Favorites e\Madia @ r:v :_;, = D‘ﬂ

Address | | v Gn Links
GUDSIE' il o Flekype:pud v B - @ ek Do poged eloptiors & [fadnin 7

ndneauto:DgINThTHy9512: 2025: 100: Nichael Floodman:/home/mdneauto:/bin/false

X Discussions * ﬁj % tl" ﬁ ‘ E ‘ EDiscussinns ik avalable on hetp: [, ks net) /)

‘@ i Internet




Le piratage via Google=”

 Recherche de mots de passe ::
— Filetype: inc dbconn
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3 http: www. powerof2.orgmodulesfincludes/dbconn.inc - Microsoft Internet Explorer

Fle Edt ‘iew Favortes Took  Help -.1.'

@Eack v J u \j Jﬁearch H (Fawrl e e\Madhﬂ ’ -

Address | | v Gn Links

GUDSIE' fletype:inc dbconn v %Saarch Web @ F."HE'E:H&”"@IShIDEkEd EOptinns A @dhmnn
var JERR_DESC: //0racle Error Desc. A
var fatr;

function ny_comnl) { //Create database cormection using bg-id
fthiz—i = 0
$thiz->c = 80CIplogon ("poweroftwa’, "fourbylf’, "prod’) or die ("Could not cormect’):

function ny err() {
Serr = OCIError ($this-bsqlstnt):
§thiz-»ERR = ferr['code’]:
§thiz—»ERR_DESC = $err["message’]; v

f;] % tl" ﬁ ‘ E ‘ EDiscussinns nak available on hetp: v, powerof2, org) /)
&]Done i Internet

X | Discussions *




A Google Search: filetype:log inurl:"password. log" - Microsoft Internet Explorer |Z||E|[z

|
4:

File Edit Wiew Favorites Tools  Help

y \__/'l \ﬂ @ { :j j.__xl Search ‘S-‘:(’ Favarites @ Media Q‘E <] ~ L_____,;; E - LJ‘ ﬂ
Address | V| G0 Links
GDDSIE - |F||Et':."|:|e:||:lg inurl:"passwﬂrd.lﬂg" W | % Search \Web - @ @ @ 15 blacked E ':'I:ltil:lrls ﬁ @ paSSWDrd |Ell;|

Web |mages Groups MNews Froogle more » -

GO ngle |ﬁ|etj.fpe:|u:|g inurl:"password.log" H Search ] w

Web Results 1- 10 of about 23 for filetype:log inurl:"password.log”. 0.21 seconds)
name: = "lbhunt": password: = "lbhunt" UREL: = "hitp:fhome.nc.rr. ...

name: = "jbhunt"; passward: = "jbhunt”; URL: = "http:/fhome.nc.rr.comiclay 123ref23 html”,;

Beth Haas name: = "BHaas"; password: = "Beth Haas"; URL: = "hitp ...

home. nc.r.comiclay123/password. log - 2k - Supplemental Result - Cached - Similar pages

name: = "tad" password: = "homepage”, URL: = "<a href="http hanane ...

narme: = "tad"; password: = "homepage”; LUREL: = "<a href="http: deoveee. dob. corm. tw"=httpSAeeeen. dob. corm, bu<fas",

EMD_FILE —
dob.the. edu twfauthorHDA fpassword. log - Tk - Cached - Similar pages

name: = "mormo”; password: = "momo”; LRL: = "password btm" ...

name; = "momo”; password, = "momo”; URL: = "password. htm"; END_FILE

Jason123 uhome. net/password.log - Tk - Supplemental Result - Cached - Similar pages

name: = "23202" password: = "ilgf" UEL: = "address htm™; name ...

name; = "23202"; passwoard: = "ilgf"; URL: = "address. htm"; name: = "23203"; password;

= "ilgf;, URL: = "address. htm"; name: = "23204"; passward: = "ilgf™; URL ...

weany [iB. nchu. edu twigroupsdgroup2l/password. log - 8k - Cached - Similar pages

name: = "admin"; password: = "computer': UEL: = "hitp:fimembers. ...

name: = "admin”; passwoard: = "computer”; UREL: = "http:fmembers tripod. defRick_Cooperffr.htm®;

name: = "paul"; passward: = "papst”; URL: = "http:/members ...

mitglied. lycos de/Rick_Cooper/mbrfpassward.log - 2k - Supplemental Result - Cached - Similar pages

N IR PR IO T I o I PP e B B !
¥ | Discussions = "f; % tﬂ ﬁ | ﬁ | ﬂDiscussiDns niok available an bktp: v, google , caom)f Q)
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Le piratage via Google o

e Syntaxe des témoins « cookies »:

— Filetype: Inc Iinc intext: setcookie -cvs -examples -
sourceforge -site: php.net (120) (cookie schema)




<A hitp:{fsa.rochester.edu/debatefinclude/cookies_news.inc - Microsoft Internet Explorer |;||E|rz|
LD

File Edit Yiew Favorites  Tools  Help i

. A A i . . oy .
e Back - | </ \ﬂ @ [ ﬂ /- ! Search “}:{ Favorites @ Media &j} [ = LJ‘ ﬂ
Address | | Go  Links
GGDSIE * | text:setoookis -Cvs -examples -sourceforge -ste:phpanet ¥ | (5 SearchWeb ﬁ PageRiank L 16 blacked E Options *

{7
{fCookie for name, web and email in news-tnk vl.2,2 trka@limm-zottizes. net
if ($param name h& $zavel="1")1{
fname=fparam rname;
femail=fparam_email;
$web=$param_weh;
telzeif (fzave=="1")
zetcookie( param name”, "7, timel)-100000;
zetcookie( param email”, ", time()-100000) ;
setcockie! param web”, ", time!)-100000)
setcockie! param name”, Jname, time(]+315360000) ;
setcockie ! param email”, Jemail, time()+315360000) ;
zetcookie( param web”, §web, time()+315360000) ;

i

A Discussions = "fg % tﬂ fx] | E | ﬁDiscussinns nat avaiable on http:/fsa.rochesker, edu)
&) Dare & Internet




Le piratage via Google o

» Listes de repertoires sensibles :

— Mots clés qui représentent des atouts critiques : Index of

— Recherche des noms de répertoires de vulnérabilités
bien connus

12




Le piratage via Google=”

» Listes de repertoires sensibles :
— “Index of cgi-bin” (3590)
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4 Index of /cgi-bin/ - Microsoft Internet Explorer

File Edt ‘iew Favorites Tools  Help

j

©Eack v \_) \ﬂ @ h j'_-xl Search ﬁ:( Favorites e\MEdia 6‘3 [,:v ;:_; S -

Address @hl bt oy b, fifi-bing

GUDSIE * |"index of cgi-bin” v i SearchWeb - @ Pagefiank Th 15 blocked

Index of /cgi-bin/

Name Lazt modified S1ze  Description
] |
#] _Parent Directory
_j form-adnin. pl 18-Jar-2000 10:24 13K
form. gl {8-Tan-2000 10:24 18K
tutkimis/ 16-0ct-2002 09:36 4K

’j_‘; % tﬂ ﬁ | E | EDiscussinns nok: available on http: formy.ubw.fif

X | Discussions *

@ Dane

i Internet
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 Listes de répertoires sensibles :
— Intitle: “Index of” cfide (coldfusion directory)
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A Index of /CFIDES - Microsoft Internet Explorer : EI[’XI
File Edit |\Mjew Favorites Tools  Help 'l';'
A = A . ) Y Tk o }
@Back - @ A\ \ﬂ @ .'_lj j_JSearn:h ‘“Eﬂf‘ Fawarites e\'Mecha Q} ['-'_"_'.x' = N - D‘ﬂ
fddress W Go Links
Google - |intitle:"Index of" cfide v | [ searchweb - 0 FagERank Dhys blocked edopions & [@ 7

Index of /CFIDE/

Application.cfm 199 05/19/02 07:39 FHM
administrator/ gir 0821703 06:07 PHM
olazzses/ i 08/21/03 DE6:07 PHM
componentutils) i 08/21/03 06:07 PHM
debug/ dir 0D8/21/03 D6:07 PN
inatall.cfm 4035 05/19/02 07:39 PN
probe.cfm g061 05/19/02 07:39 PN
scripts/ i 08/21/03 06:07 PHM

X | Discussions = | ﬁ % tﬂ ﬁ | £ | EDiscussinns niok available on htbp: ff148, 223,105, 180:8500]
I@ @ Internet
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Le piratage via Google=”

» Listes de repertoires sensibles :
— Intitle: index.of.winnt
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A Index of Awinnt - Microsoft Internet Explorer, Z E|[g|
File Edit |\Mjew Favorites Tools  Help -.'f
eBack o \_/I \ﬂ @ h j_j Search ‘{n"f Fawvarites @'Media ﬁ‘} [-_-.-_T;:v :_l_ N - L‘J‘ﬂ
4L [ Lt s T
fddress T W Gn:I Links
Google - | intitle:index. of winnt v | [ searchweb - 0 FageRank Dhoys blocked edopions & [@ 7
5
Name Last modified sige Description

a Parent Directory 27-Jul-2004 17:15 =

z NT4 PlainPassword.red 11-0ct-2001 15:48 1k

E MinZ000 PlainPasswor..> 11-0Oct-2001 15:48 1k

E Win95 FlainPassword.reg 11-0Oct-2001 15:48 1k

E Win93 PlainPassword.reg 11-0ct-Z001 15:485 1k

z WMinfE-CacheHandling.reg 11-0ct-2001 15:48 1k

E MindowsTerminal3erve..> 11-0Oct-2001 15:48 1k

E..} apache/ 17-Mar-2003 18:26 =

E} hotfixXes—-post3P3/ 29-hug-2001 19:54 = )
@ nocache.reg N2-oct-2002 10:04 1k

@ optionspack4NTuork/ Z29-dug-2001 19:54 =

E..} optionspackidntserver/ 29-bhug-2001 19:54 =

E} optiohspackdwings/ 29-hug-2001 19:54 =

[..:.:3 ambirant S 1N-Mar-2nNnN= 14:02 -

»
€ %

Discussions = | ﬁ % tﬂ ﬁ | £ | ﬂDiscussinns nok available on http: ffafrodite, upf.kche.br)
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Le piratage via Google o

 Listes de répertoires sensibles :

— Intitle: “index of” iissamples (dangeous lissamples)
(32)

79




<} Index of fglidesfiissamples/homepage - Microsoft Internet Explorer '._ 'E|[g|
File Edit |\Mjew Favorites Tools  Help -.'f
e Back - \_/I \ﬂ @ [ ﬂ j_j Seatch ﬁ:f Fawvarites @'Media ﬁ‘} [_,;v :_; N - L‘J‘ﬂ

Address @http:,I',l'hclme.e::.rr.cl:um,l'glides,l'iissamplesll'hn:umepage,l' b Go Links
Gﬂﬂglﬂ = linkitle:"index of" iissamples v | [ searchweb - 0 FageRank Dhoys blocked edopions & [@ 7

Index of /glides/iissamples/homepage

Name Last modified Size Dezcription
Parent Directory 13-Now2003 11:56 =
WS FTP. Lz 13-Jan-2001 18:31 4k
bullet. gif 13-Jan-2001 18:31 1k
default. azp 13-Jan—2001 18:31 1k
file. gif 13-Jan—-2001 18:31 1k
global. asa 13-Jan-2001 18:31 1k
suestbk. azp 13-Tan—2001 18:31 Bl
myfilez. asp 13-Tan—2001 18:31 4k
gignbook. azp 13-Jan—-2001 18:31 Tk
zuhb. inc 13-Tan-2001 18:31 Gl
theme. inc 13-Jan—-2001 18:31 1k
themes, 13-Now-2003 11:56 -

X | Discussions = | ﬁ % tﬂ ﬁ | £ | ﬂDiscussinns nok available on http: ffhome, ec.rr. comyf
I@ @ Internet
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 Listes de répertoires sensibles :
— Inurl: lissamples (1080)
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A Google Search: inurl:iissamples - Microsoft Internet Explorer __ E|[g|
File Edit |\Mjew Favorites Tools  Help -,'f
- | = _FI-IL o b _-..l _"l L | -
e Back - </ \ﬂ @ [ l\-| /- ! Search ‘Eﬂf Favorites e\' Media ﬁ‘} ['-'_"_'.‘a = N - D‘ ﬂ
Address @http:II',I'WWW.gnl:ugle.n:a,l'searn:h?q=inur|:iissample5++&hl=enEdr=Ede=UTF-E&5tart=10&53=N W Go Links

G'DDSIE' inurl:iissamples v | [ searchweb - 0 FageRank Dhoys blocked edopions & [@ 7

.
Web |mages Groups MNews more» —
- 8 Advanced Search
GO (_)Sle inur:iissamples [ Search | o

Search: @ the web O pages from Canada

Web Results 11 - 20 of about 1,080 for inurl:iissamples . (0.21 secaonds)

wisie shadey comiissamplesiexairhowitworks/icodebrws asp
similar pages

File fiissamples/issamples/oop/dfullhit htw. The template file ...

File filssamples/issamples/oop/gfullhit.htw. The template

file specified in CiTemplate cannot be found.

donr.nv.gov!.. fiissamplesdizsamples/oop’ giullhit. htwa&CiRestriction=none&CiHilteType=Full - 1k - Cached - Similar pages

This text is coming from Headerlnfo.asp.
This text is coming from Headerlnfo.asp.
floti.bell. ac.ukfisfiissamples’ sdk/asp/simple/Headerlnfo.asp - 1k - Cached - Similar pages

floti bell ac ukfisfissamples/sdkfaspidocsitoolbar.asp

similar pages
[ More results from floti.bell. ac.uk |

The format of QUERY STRING (s invalid.
The farmat of QUERY _STRING is invalid.

ﬁ % tﬂ ﬁ | £ | EDiscussinns niok available on https f vy, google. caf
I@ @ Internet
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Le piratage via Google o

« Manipulation de la base de données :

— Chaque application de la base de données laisse une
signature unique sur les fichiers de la base de données

_ iy




Le piratage via Google o

 Manipulation de la base de données :

— “Welcome to phpMyAdmin” AND “Create new
database” -intext: “No Privilege” (pour trouver une
page ayant les privileges de mises a jour mysql)
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2 phpMyAdmin running on localhost - phpMyAdmin 2.5.7-pl1 - Microsoft Internet Explorer '._ 'E|[z|
File Edit ‘iew Favaorites Tools  Help -.1.’
e Back - e - \ﬂ @ { ﬂ pl ! Search ‘“i:f Favarites ﬁ" Media @} < v '““-ﬁ LJ‘ ﬂ
Address ﬂj hikkpe: f e, e, caf W fevventks W SFfphiladelphiaf phphtyddmingmain, php?lang=en-iso-53559- 1 &server=1 b Go | Links
G'DDglE * |dmin" AMD " Create new database” -intext:"Mo Priviedgs” v | @ Search Wweb  ~ @- FageRiank L 16 blocked E Options & @ »

Welcome to phpMyAdmin 2.5.7-pl1

MySQOL 3.23.49 running on localhost as seveni@localhost

MySaQL phpMyAdmin

- Create new database [Dacumentatian] - Language () | English (en-iso-8859-1) v

Creat
ok r- phpMyAdmin documentation

r- Official phpMyAdmin Homepage
- Show processes [Documentation] [Changelog] [CwS] [Lists]
- Databazes

- Expart

The Scfg[' PmaAbsoluteUri'] directive MUST be set in your configuration file!

X | Discussions = | ’i‘; % tﬂ ﬁ | &I | ﬂDiscussinns not available on https [ s, owe, ca) 7]

Iéj Done & Internet
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 Manipulation de la base de données :

— “Welcome to phpMyAdmin” AND “Create new
database” (ce qui nous donne le resultat suivant)




‘A avbaseZ running on localhost - phpMyAdmin 2.5.7 - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

@Back = \_/l \ﬂ @ _;j f-__xj Search “E;:(’ Favarites G‘Media ‘6‘3 [-:v j

e

A=

]
o

i

-
fddress w Gn:I Lirks
GODS]E' "Welcome to phpMyAdmin® AND " Create new database” V| %SearchWeh v @ @@16 blocked Eﬂptinns A @ »
Structure S0OL | | Export Search Query -
Field : h W
Sort: v W v
Show : ] A []
Criteria : | | |
Ins: |:| And : O
[el : |:| Or: '@}
Modify : Or: O And: @ Or: O And: @ Or: O And: @
' Ins [] Del [] Ins [ ] Del [] Ins [1 Del []
lse Tables : SCL-query on database avbase?:
S Add/Delete Criteria Row ;|0 ¥
account M
author
ST | Add/Delets Fisld Columns - [0 ¥
comment ’ Update QLIEI’}" ]
compilatian
document ’ Submit Query ]
farmat b
v

X | Discussions = | f’fg % t; ﬁ | E | EDiscussiDns nok available on htbp: fflomu, unice. fry

9

I@ & Internet
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« Manipulation de la base de données :

— “Select a database to view” intitle: “fillemaker pro”
(94) Filemaker
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Fil= Edit ‘iew Faworites Tools  Help

eﬁack < \q_/l |ﬂ @ _:’] ’:j Search ‘-E;L - Favorites ler'-'han:lla €} _':- .,:I',_,_

Address |4 http: 150,146,234/

GDDSI'E ~ "Select a database ko view" intitle:"filemaker pra® “ | @&k Searchweb - @- FageRiank L 16 blocked

F]leMakm ¢ ¢

Web Companion N &
These FileMaker Pro datahases are Ehared by IAC. .

Select a database to vie#ﬁl

plconelectures. FP3
DIPENDENTITAC. FF3
newcnr. FP3
preprintdb. FFP3
preprintiac, Ipd
plzzalac. FF3
otaffi. FP3
financestaff. FFS = =
rezistro. FP3
tecnoareastaff. FP3
SCIENTIFICCOMMITTEER. FPS
o TAFF. FFP3

preprintdb, FPA
seminari. FP3
quadernifinale fpa

¥ | Discussions = | ’j_‘; % ﬁ | g | EDlscussmns nok available on bkkbps 150,146, 2, 34

€ %

@ Done

8 Internct




Le piratage via Google o

 Manipulation de la base de données :

— Apres plusieurs clics, vous pouvez rechercher des
iInformations dans la table




A Table View - staff.fp3 - Microsoft Internet Explorer [ZJ[EIFF_TI
'l;;

Eile Edit ‘“iew Favorites Tools Help

0 — i
- 1 , | [ ] i i oL - -
lg Back, 2 | % | | ,.-;l | S Search 7. Favorites -@ Mediz {? =

Ue

Address | v Go  Links
Google - "Select a database to view” intitle:"filemaker pro” v | @B searchweb - g FaERank \Dh e blocked e options >
Y
Table View Form View Search
Databasze: staff. fp3
WViewing record range 1-25 of 36
Nome Cognome telefono email paginaw
Record range: 13-
1.25 H 1 Eita Abbondanza 0622470276 abbondanzali ac. rm. cnr. it
Total recards: 36 L. +39- . . . .
corted ¢ Massimiliano Adamo 0622470235 adamo®iac. rm chr. 1t WA, 1Ac. Tm. chr. 1
3 Piero Barone 39~ barone®l ac. rm. cnir. 1t W, 1AC. TI0. CIr. 1°
BT | e
d Massimo Bernaschi U massimo®iac, rm cnr. 1t W, 1ac, rm. cnr. 1°
m DEEE4TOZEG
E Nichiel Bert=ch +39- bertsch®iac. rm. cnr. 1t womr. 1Aac. rm. cnr. 1-
. 064402627
6 Stefano Bilanchini +39- blianchin® ac. rm. cnr. 1t W, 1AC. TI0. CIr. 1°
. DEE34T0255
T MNassimiliano Caramlia e caramlaliac, rm. cnr. 1t W, 1ac, Tm. chr. 1°
- DEER4TOZEE
. 4. .. +39- ; . .
2 Giuliana Carinsl e dlrEezioflac. Tmo cnir. 1t hd
L pJ
X | Discussions = | _,_LJ % tﬂ ﬁ | | ﬂDiscussiDns nok available on bkkbps 150,146, 2, 34 L)

Ej applet FMCantralPanel skarted & Internet




Le piratage via Google o

* Manipulation de la base de données :

— “# Dumping data for table
(username|user|users|password)” -site: mysqgl.com —
cvs (289) (données de sauvegarde mysqgldump)




2 http://216.239.39.104/search?q-cache:Uuoa7Sgg4BAJ: typo3.sunsite. dk/LAMP/24. ahversion/fmysqLsqld - Mi... [= |[B|[X]
'ﬂ'

File Edit ‘Wiew Fawvorites Tools  Help i

H — Tl 5
- i e | "'-\.__. o] i i ol - -
Q Back =2 | % | | ,,_.-: | "l | Search 7. Favorites -@ Media {? o=

s

Address | w G0
Go L'?'gl'l.':‘ = |ile {username|user |users|passwaord)” -site:mysqgl.com -cws | ¥ % Search Web = @' Rageffank E‘ 16 blacked E op 7
Process priv eromt W, T ) NOT NIILL defanlt "N, -~

File_priv enum "N, ¥ ) NOT NULL default "N°,
Grant_priv erom N, ¥ ) NOT NULL default "N,
Eeferences_priv ervm ("N, ¥ ) NOT WHULL default "N,
Index_priv eroam (" N, 7Y ) NOT NULL default "N,
Alter priv enam{ N ,° 7 ) NOT NULL default "N,
Show_db_priv erum ("I, T ) NOT NULL default "W,
Super_priv ermam{ N, Y ) NOT NULL default "N,
Create tmp_table priv eromm( N, T ) NOT NULL default "N,
Lock_tables_priv ernm (" N, "T ) NOT NULL default “N°,
Execute_priv eram( N, T ) NOT WNULL default "N,
Eepl =lawe priv eroami N ,7 T ) MNOT NULL defanlt "N,
Eepl client priwv erom (" N, ¥ ) NoT NULL default "N,
z=l_tvype erum( 7,7 ANY , " ¥509°,° SPECIFIED" ) NOT MNULL default °7,
zz2]l_cipher hlob NOT MIILL,
%509 iz=suer blob NOT NOLL,
xH09_ =zubject blob MOT NULL,
max_dqueztionz int (11} unsigned MOT NULL default ° 07,
max_updates int (11} unsigned NOT NULL default "0°,
max_connectionzs int (11) unsigned NOT NULL default ° 07,
PEIMARY KEY (Hozt, Uzer)

1 TYPE=Mw15aM COMMENT="Uszers and global priwvileges’ ;

— Dumping data for table " user’

INSERT INTOQ user VALUES (" localheost’, root’™, 7 ,°¥ ., ¥, ¥, ¥, ¥V,'Y.,.'¥,' ¥, v, v, ¥,y ,'vy,' ¥, 7

INSERT INTO user WALUES (" localhost’, " tvpo3d,” ' ,’W,'W.,.'W,'W.,.'wW,'wW,'wW,'w, W, W, w, W, Ww,'N, N,
"

< >
¥ | Discussions - | ¥ % tﬁ g | | ) Discussions nok available on htp: 216,239,539, 104) Q)

] Done & Internet




Le piratage via Google o

 Manipulation de la base de données :

— “# Dumping data for table
(username|user|users|password)” —site: mysql.com
-CVS




& | hitp:/fspot. pcc.eduf~rpalmerfcis233jfassignmentsfassign06/cis233j.5ql - Microsoft Internet Explorer

File Edit ‘Wiew Fawvorites Tools  Help

@Back < M_/] |ﬂ @ _;\‘] j.'_j Search l_i":(} Favorites @Media E‘E 5T :.,_-;; |D|ﬂ

Address | V| 30
Gﬂﬂglﬁ* e {username|user|users|password)” -site:mysgl.com -cvs W %Search Web - ﬁ- F@@lﬁ blacked EDp =
— MySQL dump 8. 22 ~
—— Ho=t: localhost Lataba=ze: ci1i=22333
—— Server wersion 3.23.5l-max-nt
Drop Database if exists ciz2355;
Create Database ciz2333];
u=ze ci=?33j;
— Table structure for table "users’
CEELTE TABLE uszers
UzerKey int (%) NOT NULL auto_increment,
TzerName warchar (15) NOT NULL default ™7,
Pazsword <warchar (15) NOT NULL default 77,
bdotive tinwint (1) default " 17, _
PEIMLET KEET (UserKeyw)
7 TYPE=MwIS4M:
—— Dumping data for table “users’
INSERT INTQ uzers WALUES (1, Greg , biffle’, 1) ;
INSERT INTO uszers WALUES (2, Doug’, pbmaster’,1):
INSERT INTO users VALUES (3,7 S5tewn’, ” linusxmaster™, 1)
INSERT INTO users WALUES (4, Skip', wpmaster’, 1)
"
¥ | Discussions - | ')f; % tﬁ g | ﬁl EDiscussiDns not available on http:ffspot. poc. eduf L]

@ Done
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Le piratage via Google o

* Information sensible du systeme :

— Les rapports de securité du réseau contiennent une
liste des vulnérabilités de votre systeme

— Les fichiers de configuration contiennent souvent
I'inventaire des parametres d’application
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Le piratage via Google o

* Rapport de sécurité du réseau (ISS) :

— “Network Host Assessment Report” “Internet Scanner”

(iss report) (13)

97




‘2 Network Host Assessment Report - Microsoft Internet Explorer '._ E”Zl
File Edit ‘iew Favaorites Tools  Help -,':,"
. W — _..'L . . § - _‘|| - .
e Back - </ \ﬂ @ 1 ﬂ 7 ! Search Hbﬁf Favarites w' Media ﬁ‘} T N - LJ‘ ﬁ
Address | | v Go  Links
G'DDglE * "Mebwork Host Assessment Report” "Internet Scanner” % | @8 Search Wweb  ~ @- FageRank Lh 16 blocked E Options 4 @ »
-
Page1 —
Network Host Assessment Report Sorted hy DNS A(19100
Name W

Report Deseription

This report provides detailed network host configuration and wilnerability information. It identifies all services and vulnerabilities associated

with each assessihle system.

Session Name: E&D Sectioné Sezzion ID: 13

File Hame: Sessiond 000413 Template: Comprehensiva

Comment: Weekly Scan Termination Status: Frushed

Scan Summary Information

Hoziz Scanmed: 3 Scan Stari: 2000004013 18:15:20

Hositz Active: 3 Scan End: 200004415 18:17:.02

Hosts Inactive: 0 Elapsed: 00.01.42

b

X | Discussions = | ’i‘; % tﬂ ﬁ | &I | ﬂDiscussinns not available on httpyff216.239,39. 104/ 7]

I@ Done & Internet



Le piratage via Google o

* Rapport de sécurité du réseau (ISS) :
— “Host Vulnerability Summary Report” (1SS report) (25)
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2 Host Yulnerability Summary Report - Microsoft Internet Explorer ._ 'E”'SZ|
File Edit ‘iew Favorites Tools  Help .':.'
e Back - _/I |ﬂ @ { l\l P ! Search ‘i :(’ Favorites @ Media QE <]~ k,.; N - |_|;J‘ ﬁ
Address w Go | Links
GDDglE = "Host Yulnerability Surmmary Report” v | fpsearchweb - g Ta0fRank T g blocked P options &[] Host

I I-I.H\l' I A
Host Vulnerability Smnimary Report Sorted by DNS Name 419100 —
Report Description
This report displays summary information detailing the organization's susceptibility to attack in relation to its policy and vulnerabality
conditions. Bpecifically, this report identifies network vulnerabilities and suggests corrective action. Vulnerabilities are classified as hugh,
medivm and low. High nisk vulnerabilities are those which provide unauthonzed access to the host, and possibly, the network.
Session Name: E & D1 Section A Sassion ID: 13
File Name: Sessiond 000413 Template: Comprehensive
Comment: Weekly Sean Termination Status: Finished
Scan Sunmmary Information
Hosts Scanmed: 3 Scan Start: 2000/04/13 18:15:20
Hosts Active: 3 Scan End: 200004713 18:17:02
Hosts Inactive: 0 Flapsed: 00:01:42
DNS Name Host IP Address Operating System Vulnerability Name Severity 3
X | Discussions * | ’f; % tﬂ ﬁ | &I | ﬂ Discussions not available on htkp: /216, 239,39, 104) 7))
Iﬂj Done  Internet
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* Rapport de sécurité du réseau (Nessus) :

— “This file was generated by Nessus” ||
Intitle:"Nessus Scan Report” -site:nessus.org (185)

\ 101 /




2 Nessus Scan Report - Microsoft Internet Explorer

File Edit  View

@Eack - \_J |ﬂ @ ;j ; ) search ““E:::” Favorites e‘Media @ E

Favorites  Tools  Help

Fa

-5 B8 -

Address | |

GDDS[E * |y Messus" || inkitle:"Messus Scan Report” -sitenessus.org

{5 Search Web  ~ @

FageRiank [h 1¢, blocked

Gn:u

B

"

Links

e options

Host List

Host(s)

Possible Issue

charlermagne, dyndns.org

Security holefs) found

[ return to top ]

Analysis of Host

Address of Host

Port/Service

Issue regarding Port

charlemagne, dyndns.org

dizcard (9kcp)

Ma Infarmation

charlemagne, dyndns.org

davtime {13/kcp)

Securiby warningis) Found

charlemagne, dyndns.org

frp (21 kcp)

Security warning(s) found

charlemagne, dyndns.org

kelnet (23 cp)

Security warning(s) found

charlemagne. dyndns.org

smkp (25 tcp)

Security nokes found

charlemagne, dvndns.org

kime (37kcp)

Security nokes found

charlemagne. dvndns.org

Finger (79 kcp)

Security warning{s) found

charlemagne. dvndns.org

i (50, bcp)

Security hole Found

charlemagne. dvndns.org

pop3 (110/tcp)

Security nokes found

charlemagne. dvndns.org

sunrpc (111 /kcp)

Security nokes found

charlemagne, dvndns.org

generaltcp

Securiky hole Found

charlemagne, dvndns.org

generalficmp

Security warning(s) found

X

1
. .
Discussions = "jj %

= .

t; ﬁ | k2 | EDiscussinns not available on htkp: fiboisson, hormeip, net

L
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 Rapport de balayage du reseau (Snort) :
— “SnortSnarf alert page” (15,500)
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) Overview of 2558 alerts from 218.191.177.52 in Jvar/log/auth. log et al - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help 0

. - q.\ - \ . _.'-'._ . . . i ﬁ
Q Back ? \ﬂ @ |, Search 7. Favorites @ Media QFH = _J
Address | | v a Go  Links
Google - |"snartsnarf alert page" v | fsearchweb -+ g0 FR0ERER Dhe blocked doptions & [@ 7

SnortSnarf alert page =

SILICON

source: 218 181.177. 52 overview

snortonarf 020516, 1

Siznature section (3371) Top 20 source IPs Top 20 dest IPs

2008 such alerts found using input module SnortFilelnput, with sources:

e fvar/log/auth. log

Earliest: 04:04:21 on 6762004
Latest: 07:34:21 an 5/7/2004

19 different signatures are present for 28 127 177 52 as a source

a 1 Tretarcae F TAE] KTE Bad Taein -
X | Discussions = | _5I % tﬂ ﬁ | | ﬂDiscussinns nok available on http: ) benzila,no-ip.comy

&

& Internet

ﬂj Done
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* Rapport de sécurité du réseau (Snort) :

— Intitle: “Analysis Console for Intrusion Databases”

+intext:"by Roman Danyliw” (13 results, acid alert
database) inurl:acid/acid_main.php
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2 Analysis Console for Intrusion Databases (ACID) - Microsoft Internet Explorer

File Edit View Fawvorites Tools  Help

Q- © [ B G P frroons @res @ 2-% 0 |

fddress v ||

GDDSIE * | ACID "by Roman Darvlive” filebype: php w | ¥ SearchWeb ~ @ FageRiank [h 1¢, blocked E Autafil

Analysis Console for Intrusion Databases

Added 40 alertis) to the Alert cache

Queried on : Thu August 12, 2004 17:10:13
Database: znott@  (schema version: 10B)
Time window: [2004-06-22 16:04:58] - [2004-08-12 17:10:03]

Sensors: 1 Traffic Profile by Protocol
Unique Alents: 116 [ 17 TCP (86%)

categaries ) S —

Total Number of Alerts: 5550 UDP {11%)

o Source |P addresses: 997 -

e Dest. IP addresses: 135 ICMP (2%)
Unigue IP links 1138 []

source Ports: 3333 Fortscan Traffic (0%)
o TCP (3126) UDP ( 254)
# Dest. Ports: EI

_-——r— L —

‘ Discussions « | "jj % ' ' t; ﬁ | E | EDlscussmns not available on htkp: /e, awdonling, com]
&) Done @ Internet




Le piratage via Google®”

* Fichiers de configuration (robots.txt) :

— (inurl: “robot.txt” | inurl: “robots.txt”) intext:disallow
filetype:txt

— Robots.txt signifie qu’il protege votre vie privee contre
les spiders « crawlers »

— Il permets cependant de déterminer I'architecture du
systeme de fichier !
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2 hitp: hwww.whitehouse. govlrobots. xt - Microsoft Internet Explorer

Fle Edt Yew Favortes Took  Help :,u

@Eack v \_/I ﬂ ﬂ JSEarch H ( Favortes e\Medm f [ ;* :_,; :

Address ¥ Gn Links
GUDglE' oot bt i vobats.bt" ) ntextcisalow etypestit | G Search Web = ﬁ agenk L 16 ke Eﬂptinns A E”

Uzer-agent: ¥
Dizallow:/cgi-bin
Dizallow: /zearch
Dizallow: /query. htnl
Dizallow: /help

Dizallow: /360pics/irag
Dizallow: /36lpics/text
Dizallows /911791 1day/1raq
Dizallows /911791 1day/text
Dizallow: /911 heroes/1rag
Dizallow: /911 heraes/text

LTS s ISP J N B U —

ﬂ] % tﬂ ﬂ ‘ E‘ ) iscusions ot avalable on htp: oy, M, o1/ )
&) Done i Intemet
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A Google Search: filetype:log inurl:"password. log" - Microsoft Internet Explorer |Z||E|[z

|
4:

File Edit Wiew Favorites Tools  Help

y \__/'l \ﬂ @ { :j j.__xl Search ‘S-‘:(’ Favarites @ Media Q‘E <] ~ L_____,;; E - LJ‘ ﬂ
Address | V| G0 Links
GDDSIE - |F||Et':."|:|e:||:lg inurl:"passwﬂrd.lﬂg" W | % Search \Web - @ @ @ 15 blacked E ':'I:ltil:lrls ﬁ @ paSSWDrd |Ell;|

Web |mages Groups MNews Froogle more » -

GO ngle |ﬁ|etj.fpe:|u:|g inurl:"password.log" H Search ] w

Web Results 1- 10 of about 23 for filetype:log inurl:"password.log”. 0.21 seconds)
name: = "lbhunt": password: = "lbhunt" UREL: = "hitp:fhome.nc.rr. ...

name: = "jbhunt"; passward: = "jbhunt”; URL: = "http:/fhome.nc.rr.comiclay 123ref23 html”,;

Beth Haas name: = "BHaas"; password: = "Beth Haas"; URL: = "hitp ...

home. nc.r.comiclay123/password. log - 2k - Supplemental Result - Cached - Similar pages

name: = "tad" password: = "homepage”, URL: = "<a href="http hanane ...

narme: = "tad"; password: = "homepage”; LUREL: = "<a href="http: deoveee. dob. corm. tw"=httpSAeeeen. dob. corm, bu<fas",

EMD_FILE —
dob.the. edu twfauthorHDA fpassword. log - Tk - Cached - Similar pages

name: = "mormo”; password: = "momo”; LRL: = "password btm" ...

name; = "momo”; password, = "momo”; URL: = "password. htm"; END_FILE

Jason123 uhome. net/password.log - Tk - Supplemental Result - Cached - Similar pages

name: = "23202" password: = "ilgf" UEL: = "address htm™; name ...

name; = "23202"; passwoard: = "ilgf"; URL: = "address. htm"; name: = "23203"; password;

= "ilgf;, URL: = "address. htm"; name: = "23204"; passward: = "ilgf™; URL ...

weany [iB. nchu. edu twigroupsdgroup2l/password. log - 8k - Cached - Similar pages

name: = "admin"; password: = "computer': UEL: = "hitp:fimembers. ...

name: = "admin”; passwoard: = "computer”; UREL: = "http:fmembers tripod. defRick_Cooperffr.htm®;

name: = "paul"; passward: = "papst”; URL: = "http:/members ...

mitglied. lycos de/Rick_Cooper/mbrfpassward.log - 2k - Supplemental Result - Cached - Similar pages

N IR PR IO T I o I PP e B B !
¥ | Discussions = "f; % tﬂ ﬁ | ﬁ | ﬂDiscussiDns niok available an bktp: v, google , caom)f Q)

I@ i Intermet




<A hitp:{fsa.rochester.edu/debatefinclude/cookies_news.inc - Microsoft Internet Explorer |;||E|rz|
LD

File Edit Yiew Favorites  Tools  Help i

. A A i . . oy .
e Back - | </ \ﬂ @ [ ﬂ /- ! Search “}:{ Favorites @ Media &j} [ = LJ‘ ﬂ
Address | | Go  Links
GGDSIE * | text:setoookis -Cvs -examples -sourceforge -ste:phpanet ¥ | (5 SearchWeb ﬁ PageRiank L 16 blacked E Options *

{7
{fCookie for name, web and email in news-tnk vl.2,2 trka@limm-zottizes. net
if ($param name h& $zavel="1")1{
fname=fparam rname;
femail=fparam_email;
$web=$param_weh;
telzeif (fzave=="1")
zetcookie( param name”, "7, timel)-100000;
zetcookie( param email”, ", time()-100000) ;
setcockie! param web”, ", time!)-100000)
setcockie! param name”, Jname, time(]+315360000) ;
setcockie ! param email”, Jemail, time()+315360000) ;
zetcookie( param web”, §web, time()+315360000) ;

i

A Discussions = "fg % tﬂ fx] | E | ﬁDiscussinns nat avaiable on http:/fsa.rochesker, edu)
&) Dare & Internet




4 Index of /cgi-bin/ - Microsoft Internet Explorer

File Edt ‘iew Favorites Tools  Help

j

©Eack v \_) \ﬂ @ h j'_-xl Search ﬁ:( Favorites e\MEdia 6‘3 [,:v ;:_; S -

Address @hl bt oy b, fifi-bing

GUDSIE * |"index of cgi-bin” v i SearchWeb - @ Pagefiank Th 15 blocked

Index of /cgi-bin/

Name Lazt modified S1ze  Description
] |
#] _Parent Directory
_j form-adnin. pl 18-Jar-2000 10:24 13K
form. gl {8-Tan-2000 10:24 18K
tutkimis/ 16-0ct-2002 09:36 4K

’j_‘; % tﬂ ﬁ | E | EDiscussinns nok: available on http: formy.ubw.fif

X | Discussions *

@ Dane

i Internet



A Index of Awinnt - Microsoft Internet Explorer, Z E|[g|
File Edit |\Mjew Favorites Tools  Help -.'f
eBack o \_/I \ﬂ @ h j_j Search ‘{n"f Fawvarites @'Media ﬁ‘} [-_-.-_T;:v :_l_ N - L‘J‘ﬂ
4L [ Lt s T
fddress T W Gn:I Links
Google - | intitle:index. of winnt v | [ searchweb - 0 FageRank Dhoys blocked edopions & [@ 7
5
Name Last modified sige Description

a Parent Directory 27-Jul-2004 17:15 =

z NT4 PlainPassword.red 11-0ct-2001 15:48 1k

E MinZ000 PlainPasswor..> 11-0Oct-2001 15:48 1k

E Win95 FlainPassword.reg 11-0Oct-2001 15:48 1k

E Win93 PlainPassword.reg 11-0ct-Z001 15:485 1k

z WMinfE-CacheHandling.reg 11-0ct-2001 15:48 1k

E MindowsTerminal3erve..> 11-0Oct-2001 15:48 1k

E..} apache/ 17-Mar-2003 18:26 =

E} hotfixXes—-post3P3/ 29-hug-2001 19:54 = )
@ nocache.reg N2-oct-2002 10:04 1k

@ optionspack4NTuork/ Z29-dug-2001 19:54 =

E..} optionspackidntserver/ 29-bhug-2001 19:54 =

E} optiohspackdwings/ 29-hug-2001 19:54 =

[..:.:3 ambirant S 1N-Mar-2nNnN= 14:02 -

»
€ %

Discussions = | ﬁ % tﬂ ﬁ | £ | ﬂDiscussinns nok available on http: ffafrodite, upf.kche.br)
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<} Index of fglidesfiissamples/homepage - Microsoft Internet Explorer '._ 'E|[g|
File Edit |\Mjew Favorites Tools  Help -.'f
e Back - \_/I \ﬂ @ [ ﬂ j_j Seatch ﬁ:f Fawvarites @'Media ﬁ‘} [_,;v :_; N - L‘J‘ﬂ

Address @http:,I',l'hclme.e::.rr.cl:um,l'glides,l'iissamplesll'hn:umepage,l' b Go Links
Gﬂﬂglﬂ = linkitle:"index of" iissamples v | [ searchweb - 0 FageRank Dhoys blocked edopions & [@ 7

Index of /glides/iissamples/homepage

Name Last modified Size Dezcription
Parent Directory 13-Now2003 11:56 =
WS FTP. Lz 13-Jan-2001 18:31 4k
bullet. gif 13-Jan-2001 18:31 1k
default. azp 13-Jan—2001 18:31 1k
file. gif 13-Jan—-2001 18:31 1k
global. asa 13-Jan-2001 18:31 1k
suestbk. azp 13-Tan—2001 18:31 Bl
myfilez. asp 13-Tan—2001 18:31 4k
gignbook. azp 13-Jan—-2001 18:31 Tk
zuhb. inc 13-Tan-2001 18:31 Gl
theme. inc 13-Jan—-2001 18:31 1k
themes, 13-Now-2003 11:56 -

X | Discussions = | ﬁ % tﬂ ﬁ | £ | ﬂDiscussinns nok available on http: ffhome, ec.rr. comyf
I@ @ Internet
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A Google Search: inurl:iissamples - Microsoft Internet Explorer __ E|[g|
File Edit |\Mjew Favorites Tools  Help -,'f
- | = _FI-IL o b _-..l _"l L | -
e Back - </ \ﬂ @ [ l\-| /- ! Search ‘Eﬂf Favorites e\' Media ﬁ‘} ['-'_"_'.‘a = N - D‘ ﬂ
Address @http:II',I'WWW.gnl:ugle.n:a,l'searn:h?q=inur|:iissample5++&hl=enEdr=Ede=UTF-E&5tart=10&53=N W Go Links

G'DDSIE' inurl:iissamples v | [ searchweb - 0 FageRank Dhoys blocked edopions & [@ 7

.
Web |mages Groups MNews more» —
- 8 Advanced Search
GO (_)Sle inur:iissamples [ Search | o

Search: @ the web O pages from Canada

Web Results 11 - 20 of about 1,080 for inurl:iissamples . (0.21 secaonds)

wisie shadey comiissamplesiexairhowitworks/icodebrws asp
similar pages

File fiissamples/issamples/oop/dfullhit htw. The template file ...

File filssamples/issamples/oop/gfullhit.htw. The template

file specified in CiTemplate cannot be found.

donr.nv.gov!.. fiissamplesdizsamples/oop’ giullhit. htwa&CiRestriction=none&CiHilteType=Full - 1k - Cached - Similar pages

This text is coming from Headerlnfo.asp.
This text is coming from Headerlnfo.asp.
floti.bell. ac.ukfisfiissamples’ sdk/asp/simple/Headerlnfo.asp - 1k - Cached - Similar pages

floti bell ac ukfisfissamples/sdkfaspidocsitoolbar.asp

similar pages
[ More results from floti.bell. ac.uk |

The format of QUERY STRING (s invalid.
The farmat of QUERY _STRING is invalid.

ﬁ % tﬂ ﬁ | £ | EDiscussinns niok available on https f vy, google. caf
I@ @ Internet
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2 phpMyAdmin running on localhost - phpMyAdmin 2.5.7-pl1 - Microsoft Internet Explorer '._ 'E|[z|
File Edit ‘iew Favaorites Tools  Help -.1.’
e Back - e - \ﬂ @ { ﬂ pl ! Search ‘“i:f Favarites ﬁ" Media @} < v '““-ﬁ LJ‘ ﬂ
Address ﬂj hikkpe: f e, e, caf W fevventks W SFfphiladelphiaf phphtyddmingmain, php?lang=en-iso-53559- 1 &server=1 b Go | Links
G'DDglE * |dmin" AMD " Create new database” -intext:"Mo Priviedgs” v | @ Search Wweb  ~ @- FageRiank L 16 blocked E Options & @ »

Welcome to phpMyAdmin 2.5.7-pl1

MySQOL 3.23.49 running on localhost as seveni@localhost

MySaQL phpMyAdmin

- Create new database [Dacumentatian] - Language () | English (en-iso-8859-1) v

Creat
ok r- phpMyAdmin documentation

r- Official phpMyAdmin Homepage
- Show processes [Documentation] [Changelog] [CwS] [Lists]
- Databazes

- Expart

The Scfg[' PmaAbsoluteUri'] directive MUST be set in your configuration file!

X | Discussions = | ’i‘; % tﬂ ﬁ | &I | ﬂDiscussinns not available on https [ s, owe, ca) 7]

Iéj Done & Internet




‘A avbaseZ running on localhost - phpMyAdmin 2.5.7 - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

@Back = \_/l \ﬂ @ _;j f-__xj Search “E;:(’ Favarites G‘Media ‘6‘3 [-:v j

e

A=

]
o

i

-
fddress w Gn:I Lirks
GODS]E' "Welcome to phpMyAdmin® AND " Create new database” V| %SearchWeh v @ @@16 blocked Eﬂptinns A @ »
Structure S0OL | | Export Search Query -
Field : h W
Sort: v W v
Show : ] A []
Criteria : | | |
Ins: |:| And : O
[el : |:| Or: '@}
Modify : Or: O And: @ Or: O And: @ Or: O And: @
' Ins [] Del [] Ins [ ] Del [] Ins [1 Del []
lse Tables : SCL-query on database avbase?:
S Add/Delete Criteria Row ;|0 ¥
account M
author
ST | Add/Delets Fisld Columns - [0 ¥
comment ’ Update QLIEI’}" ]
compilatian
document ’ Submit Query ]
farmat b
v

X | Discussions = | f’fg % t; ﬁ | E | EDiscussiDns nok available on htbp: fflomu, unice. fry

9

I@ & Internet
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 Exemple de balayage d’'une cible vulnérable :

— Obtenez les nouvelles vulnérabilités a partir d'un
bulletin consultatif

— Trouvez la signature dans le site Web du vendeur
— Faites une recherche Google pour trouver des cibles

— Effectuez des actions qui seront encore plus
malveillantes
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2} Secunia - Advisories - Smart Guest Book Database Content Disclosure Security Issue - Microsoft Internet Explorer E][E|E|
'l;;

File Edit iew Favorites Tools  Help

. — fi
o k Y ] .__‘_! L. N . i 1- -
Q Back " » ,y: u) - search 7 Favories -@ Media {? kg i 3

fddress @http:,l',l'seu:unia.u:u:um,l'advisu:uries,l’l2401,!' v . Go Links *
G(’JL‘:lglE‘ = ook.mdb siteisecunia,com % | @ Search web - @ =157 blocked €] AutoFil E Options 4 @ SmarkGuestBook @ mdb

Smart Guest Book Database Content Disclosure Security Issue [Ssearch |

Secunia Advisories

Secunia Advisory: SA12401 ‘_ﬁ
Release Date: Z004-03-30 :

Search
Critical: 11T

Moderately critical

Impact: Exposure of sensitive information

Where: From remote
Solution Status: Unpatched 2004-08-23
Mew at Secunia.com:
Software: Smart Guest Book 2.x * Improved product
Zelect a product and wiew a complete list of all EangE;:f_a Statistics

Patched/Unpatched Secunia advisories affecting it, * Feedback system

* all Secunia advisories

Description: g u s
A . . now include "Solution
& security issue has been reported in Smart Guest Book, which may allow Status"

bout Yirus Info malicious people to gain knowledge of sensitive information,
The problem is that the database file "SrmartGuestBook.mdb" by defaultis 77
accessible by anvone, This may disclose various information including the 2004-08-16
administrative username and password by downloading the file from an A new spoofing

: sffected web site. vulnerability has been
unia Wirus Alerts found in Internet

Solution: :
- . . Explorer 6. A test is
T — E‘:Iace the database file in a separate database directory and restrict access to avgilable here.,

Mailing Lists

Products
Secunia Testzone Provided andfor discovered by:

F— Security Met Information 2004-07-01

. Many browsers are
Customer Area ¥

viulnerable to the Frame
Injection Yulnerability.
Test vour browser
here.

Flease note: The information, which this Secuonia Adwisary is based upon,
cormes from third party unless stated otherwise,

Fecunia collects, validates, and verifies all vulnerabiiity reports fssued by
secuHity resesrch grodps, vendars, and others,

Secunia Advisories
- . . .. T . . — Get the RSS feed or b

&] 8 Internet

Send Feedback to Secunia:
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e Information du manufacturier — Site Web
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| Installing the Free Smant Guest Book 2.0 for, an Access Database - Microsoft Internet Explorer, [ZI[EI[EI
¥

File Edit iew Favorites Tools  Help ;1.
" — n =
- \ N ) o ; ) . - -
e Back </ \ﬂ @ | Search 1. Favorites -@Medla @E =" Iﬁ] _] i 1
Address |i§| hkkp: | fenane, smarbwebby , comweb_products Flash_guestbook)ccessInstallationFree. asp V| Go Links *
Google - |SmartGuestBnnk-asp w | i Searchweb ~  § D57 blocked #J options % [&) smartGuestBock  [5] asp

N bby

Wweb Creativity Unleashed
Home Services Portfolio Rates Products Resources Contact Us

A. Contents of the zip file Free Smart Guest Book M3 SOL Server Installation

You will find the following files:

SmartGuesthook.mdb (Access Database)

SmartGuestbook swf (Flash Interface)

SmartGuestbook.asp (ASP file where the Flash interface is placed)
SmartGuestbookCode.asp (ASP file accessed by the .swf file)
scripts.js (Javascript code)

badwordfilter.txt {comma delimited bad words list)
Closewindaow. htrm (to autormatically close the windaow)

Readme.txt {content similar to this page section)

Mote: If you have vour own site and want a quick installation just follow the 1st and 3rd steps, That's [t
B. Installation steps

1. Important: Place all the above files in a folder called SmartGuestBook under vour site root,
Yery Important : Please qive the folder write permission (If vou dan't know how to do this, please contact vour site administratar),

2. If vour site is being hosted by another site i.e. vour site is a freely hosted site, yvou would have to most probably place the access
database file in a specified database folder as assigned by vour service provider, vou will thus need to make a few changes to the pages
to give the correct path to the SmartGuestBoolk files ht

&] 8 Internet
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 Recherche Google......:
— Inurl: smartguestbook.asp
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3 Google Search: inurl:smartguestbook.asp - Microsaft Internet Explarer

e Eob View Favortes Took  Help -:,'
@Bac | \_) U ﬂ JSeart H?Favnrites e‘Me ; { [:v Lj, ﬂ - _Jﬂ
! w
Aachess @http o guole, 3 seatchihl=enfie=LTF-Bhg=hurt3hsmartoussthook, aspmeta= A GEI ks
DDglEr nutlsmartguesthockasp ¥ %Search Web @» @5? bincked @Optiuns 4 @smartquesthuuk @asp
Web Images Groups News more '

GO Ugle nut smatesibock. g5 Sea sl

Search () the web () pages fiom Canada

Web Resuts 1- 10 of about 26 or inurl:smartyuestbook.asp. (0.2 seconds|

¥

‘@ § et
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e Site Web de la victime :
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2 Laura Hamil's Guest-Book - Microsoft Internet Explorer E”E|rz|
File Edit Miew Fawvorites Tools  Help 11-'

® — 1
- Yy ] .LH_I e q g
e Back </ | | | f| | Search 5 * Favorites ﬁ‘ Media @3
Address http: ) IsmartiGuestBook)SmarkGuestbook, asp W 30 Links **

G(‘JDglE‘v |inurl:smartgue5tbnnk,a5p v| % Search Web - @- =1 57 blocked Eﬂptinm S @smartgumthnn »
Guest - Book  mew Enuy

Dated

Mame

Saen

E-mall Address
sean@gemdigi.com
Comments 'n" suggestions

Wow

Of

Frevious Mext

ﬁ Intermet
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» Teléchargement de la base de donnée ...... échec
et mat !!!
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s Guest-Book - Microsoft Internet Explorer

Eait

File Wigm Fa (=F | ool= Help ol
@ Back - @ - @ @ j_h /:__\' Search "Ei'{ Favarites le‘ Media @ E_}: - L__; E - :_.J ﬁ
Address ‘@ hitkp: f e IPERIIN. com)'SmarbauestBook/SmartGuestbook, mdb V| G0 Links

GODglET inurl:smartguestbook.asp ¥ &.Search Web - @ EIS? blocked }:-?_5 Sukal EOptiDns S @smartguestbouk @asp

Guest - Book New Entry

Dabed

seanf@gemdigi.com

mmeN .= inIE P Some files can harm wour computer. [F the file information below
: looks suzpicious, ar pou do not fully ozt the zource, do not open or
zave thiz file.

File name:  SmartGuestbook, mdb
File type:  Microsaft Office Access Application
of Fromm: Ly Y. com

Previous Mext & This type of file could harm pour computer iF it containg
malicious code.

Would vou like to open the file or save it to your computer?

[ Dpen J [ Save ] [ Cancel J [ Moare Info J

Ahwaps 3k before opering this pe of file

% Start downloading From site: hkbp: s SN, com)'SmartGuestBook/SmartGuestbook, mdb E] & Internst

1o Start (=] 2 Mi 0 I fi- BB : FEP... cumenkt. .. EM '{J_,l-"l.-“-- 11
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 Le Proxy transparent :
— Surf normal sur : www.myip.nu
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a2 myip.nu - Microsoft Internet Explorer
File Edt ¥iew Favorites Tools  Help

@Ean:#:. - | | |2 @, Favorites ﬂ”ﬂ&dia £«

fress | B http: e, ryip. nuy
Go }._:',1'3'* inur:l:5rn-?r'tn;lue::tl:u:u:ul:..asp W @: Search'Web = Eﬁ.ﬂ El'.i?bll:ilzl-'&d El:::lpti.:.ns _3, E’J smartguestbaok @a—r'p

wWwWw.myip.nu

Your IP address : NGl 126.55

Your Country are : CA Canada
You Browser 1s: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1, NET CLR 1.1.4322)

Tuesday 7™ September, 2004
You are the 37615th wisitor since 11 May 2003

-nUdUmﬂln is your .nu name still available?
WWwWWw

. vourname.nu | Gol |

Livetodot”

) Internet
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e Le proxy transparent :

— Lorsgue nous utilisons I'outil de traduction Google
pour surfer sur : www.myip.nu
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A Translated version of http:fhwww.myip.nuf - Microsoft Internet Explorer

File Edit Yiew Favorites Tools  Help

Qo - © - [x] [ @ Psercr 5

Address E'L htkp: fitranslake . google. com/translate? Freune, myip . nugangpair=en.7
Go glﬁ'v inurl:smartguestboak, asp 2 Search W E‘E" blocked

ar ~ | This page has heen automatically translated from English.
SO0ole pag &
GO 'rj'L View Original Weh Page

ZFlanguage_tools b a G0 Links

WWWw.myip.nu

Your IP address : 216.239.39.5

Your Country are : US United States
You Browser 1s: Mozlla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; .NET CLR 1.1.4322),ezip(gfe) (via translate.google.com)

Tuesday 7th september, 2004
Tou are the 376 10th wsitor since 11 May 2003

ip-atlas

Hetwork Query Tool
MNetwork utils

subnet Caloulator

Who Is

nudomaln is your .nu name still av.a—ilahle?
WWW

. |your-name.nu I Gol

£

B Dane, buk with errors on page. 8 Intermet
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e Qutils automatisés - Google :
— SiteDigger

— SiteDigger recherche dans la mémoire tampon de
Google pour des vulnérabilités,des erreurs,des
problemes de configuration,de I'informations
confidentielles et pour tout autres fragments

Intéressants qui concerne la sécurité que I'on retrouve

sur les sites Web. Voir :
http://www.foundstone.com
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2 Foundstone SiteDigger v1.0
File Options Help Abouk

Foundstone: | SiteDigger>

Hesultz ] Signatures]

|Please enter a domain Search Stop Clear Export Results

Connecting to Foundstone .com. ...

Dowynloading file Schema xml from Foundstone .com

Dowenloaded file zaved at COProgram Files'Foundstone'SitelDigger
Signatures successfully updated...

Enter Google license key:  |F92015B OFHK 1K 920 x=KiGiu 37HAZF
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* Matériels - Google :
— Googledorks

— Le fameux site Web de piratage Google, qui contient
plusieurs exemples differents a propos de choses
Incroyables :

http://johnny.ihackstuff.com.
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A johnny.ihackstuff.com :: I'm jOhnny. | hack stuff. - Microsoft Internet Explorer

File Edit Wiew Favorites  Tools  Help

GE:J - o E] @ @ ,O Search )?F:urlh- en.u.j.j 6‘ @ r W - D ﬂ

||'||:| r|||||:|IJ||-—|:|r|||:| | : . [ETa] Lir|l=:5

&a Search'Web - §2 |BE" blocked 'Eﬁ.utn:nFill |EI:I:I|:|tin:nns _# | |§| google |§| hack.







Protéger vos informations®¥eontre‘Google

 Recommandations pour vous aider a protéger vos
données :

— Appliquez les programmes de correction / rustine aux systemes
aux applications

— Ne gardez aucunes informations ou autres données sensibles
sur le Web et implanter une procédure d’authentification (RSA,
Radius, Safeword)

— Deésactivez les repertoires de navigation

— Piratez votre site Web avec Google

— Pensez a enlever votre site de I'index Google :
http://www.google.com/remove.html.

— Utilisez le fichier robots.txt contre les spiders Web « crawlers » :
http://www.robotstxt.org.

et
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Outils pour vous aider a verifieryessapplications Web

Google APIS:

WWW.google.com/apis

Remove:
http://www.google.com/remove.html
Googledorks:

http://johnny.ihackstuff.com/

O'reilly Google Hack:
http://www.orellly.com/catalog/googlehks/
Google Hack Presentation, Jonhnny Long:

http://johnny.ihackstuff.com/modules.php?op=modload&name
= ownloads&file=index&reqg=viewdownload&cid=1

“Autism: Using google to hack:
www.smart-dev.com/texts/google.txt

“Google: Net Hacker Tool du Jour:
http://www.wired.com/news/infostructure/0,1377,57897,00.html|
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MERCI!

rmasse@gosecure.ca




