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Executive Summary

A wireless local area network (WLAN) enables access to computing resources for devices that are not
physically connected to a network. WLANS typically operate over a fairly limited range, such as an
office building or building campus, and usually are implemented as extensions to existing wired local area
networks to enhance user mobility. This guide seeks to assist organizations in better understanding the
most commonly used family of standards for WLANs—Institute of Electrical and Electronics Engineers
(IEEE) 802.11—focusing on the security enhancements introduced in the IEEE 802.11i amendment. In
particular, this guide explains the security features and provides specific recommendations to ensure the
security of the operating environment.

Before IEEE 802.11i was finalized, IEEE 802.11 relied on a security method known as Wired Equivalent
Privacy (WEP), which has several well-documented security problems. The IEEE 802.11i amendment
introduces a range of new security features that are designed to overcome the shortcomings of WEP. It
introduces the concept of a Robust Security Network (RSN), which is defined as a wireless security
network that allows the creation of Robust Security Network Associations (RSNA) only. RSNAs are
wireless connections that provide moderate to high levels of assurance against WLAN security threats
through use of a variety of cryptographic techniques. This guide describes the operation of RSN,
including the steps needed to establish an RSNA and the flows of information between RSN components.
The three types of RSN components are stations (STA), which are wireless endpoint devices such as
laptops and wireless handheld devices (e.g. PDAs, text messaging devices and smart phones); access
points (AP), which are network devices that allow STAs to communicate wirelessly and to connect to
another network, typically an organization’s wired infrastructure; and authentication servers (AS), which
provide authentication services to STAs. STAs and APs are also found in pre-RSN WLANSs, but ASs are
anew WLAN component introduced by the RSN framework.

NIST recommends that Federal agencies implement the following recommendations to assist in
establishing and maintaining robust security for their IEEE 802.11i-based WLANSs. Personnel
responsible for their implementation and maintenance should read the corresponding sections of the
document to ensure they have an adequate understanding of important related issues.

This publication covers IEEE 802.11i-based wireless LANs only. It does not replace NIST Special
Publication (SP) 800-48, Wireless Network Security: 802.11, Bluetooth and Handheld Devices, which
addresses IEEE 802.11b and 802.11g-based wireless LANs, Bluetooth implementations, and wireless
handheld devices (e.g., text messaging devices, PDAs, smart phones). Organizations with existing IEEE
802.11b or 802.11g implementations should continue to use the recommendations in SP 800-48 to secure
them; they should also review this publication to understand the new IEEE 802.11i technology and how it
addresses the shortcomings of the Wired Equivalent Privacy (WEP) protocol used to secure IEEE
802.11b and 802.11g networks. Organizations that are considering the deployment of new wireless LANs
should be evaluating IEEE 802.11i-based products and following the recommendations for IEEE 802.111
implementations in this publication.

Organizations should ensure that all WLAN components use Federal Information Processing
Standards (FIPS)-approved cryptographic algorithms to protect the confidentiality and integrity of
WLAN communications.

The IEEE 802.11i amendment defines two data confidentiality and integrity protocols for RSNAs:
Temporal Key Integrity Protocol (TKIP) and Counter Mode with Cipher Block Chaining Message
Authentication Code Protocol (CCMP). This guide discusses both protocols at length, as well as the
cryptographic keys created and used by these protocols. Federal agencies are required to use
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FIPS-approved cryptographic algorithms that are contained in FIPS-validated cryptographic modules.'
Of WEP, TKIP, and CCMP, only CCMP uses a core cryptographic algorithm that is FIPS-approved, the
Advanced Encryption Standard (AES). For other security features, CCMP offers stronger assurance than
WEP and TKIP. Accordingly, NIST requires the use of CCMP for securing Federal agencies’ IEEE
802.11-based WLANSs. For legacy IEEE 802.11 equipment that does not provide CCMP, auxiliary
security protection is required; one possibility is the use of an [Psec VPN, using FIPS-approved
cryptographic algorithms. NIST SP 800-48 contains specific recommendations for securing legacy IEEE
802.11 implementations.

Organizations should select IEEE 802.11 RSN authentication methods for their environment
carefully.

IEEE 802.11 RSN uses the Extensible Authentication Protocol (EAP) for the authentication phase of
establishing an RSNA. EAP supports a wide variety of authentication methods, also called EAP methods.
They include authentication based on passwords, certificates, smart cards, and tokens. EAP methods also
can include combinations of authentication techniques, such as a certificate followed by a password, or
the option of using either a smart card or a token. This flexibility allows EAP to integrate with nearly any
environment to which a WLAN might connect. Organizations have considerable discretion in choosing
which EAP methods to employ; a poor EAP method choice or implementation could seriously weaken an
IEEE 802.11 RSN’s protections.

Because of the extensible nature of EAP, dozens of EAP methods exist, and others are being developed
continually. However, many EAP methods do not satisfy the necessary security requirements for
WLANS; for example, EAP methods that do not generate cryptographic keying material cannot be used
for WLANS. In general, the current EAP methods that can satisfy WLAN security requirements are based
on the Transport Layer Security (TLS) protocol. A primary distinction between TLS-based EAP methods
is the level of public key infrastructure (PKI) support required; the EAP-TLS method requires an
enterprise PKI implementation and certificates deployed to each STA, while most other TLS methods
require certificates on each AS only. Organizations should use the EAP-TLS method whenever possible.

Because some EAP methods are not yet official standards and new methods are being developed,
organizations are encouraged to obtain the latest available information on EAP methods and standards
when planning an IEEE 802.11 RSN implementation. Additionally, organizations should ensure that the
cryptographic modules implementing the TLS algorithm for each product under consideration are FIPS-
validated.

Before selecting WLAN equipment, organizations should review their existing identity management
infrastructure, authentication requirements, and security policy to determine the EAP method or methods
that are most appropriate in their environments, then purchase systems that support the chosen EAP
methods, and implement and maintain them carefully. This publication provides detailed guidance on
planning EAP implementations. It discusses the most common EAP methods, explains how organizations
can select EAP methods, and examines additional EAP security considerations.

Information about NIST’s Cryptographic Module Validation program can be found at http://csrc.nist.gov/cryptval/140-
2.htm. FIPS PUB 140-2 (http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf) describes the generic security
requirements; the implementation guide (http://csrc.nist.gov/cryptval/140-1/FIPS14021G.pdf) includes specific
implementation guidance for IEEE 802.11. Lists of FIPS-approved cryptographic products can be found at
http://csrc.nist.gov/cryptval/140-1/1401val.htm.
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Organizations should integrate their existing authentication technology with their IEEE 802.11
RSN WLAN to the extent feasible.

Although the RSN framework supports the use of pre-shared keys (PSK), organizations should choose to
implement the IEEE 802.1X standard and EAP for authentication instead of using PSKs because of the
resources needed for proper PSK administration and the security risks involved. IEEE 802.1X and EAP
authentication requires an organization to use an AS, which may necessitate the use of a PKI. An
organization that already has ASs for Web, e-mail, file and print services, and other authentication needs,
should consider integrating this technology into its RSN solution. Most leading network operating
systems and directory solutions offer the support needed for RSN integration.

Organizations should ensure that the confidentiality and integrity of communications between
access points and authentication servers are protected sufficiently.

The data confidentiality and integrity protocol (such as CCMP) used by an IEEE 802.11 RSN protects
communications between STAs and APs. However, IEEE 802.11 and its related standards explicitly state
that protection of the communications between the AP and AS is out of their scope. Therefore,
organizations deploying RSNs should ensure that communications between each AP and its
corresponding ASs are protected sufficiently through cryptography. Also, because of the importance of
the ASs, organizations should pay particular attention to establishing and maintaining their security
through operating system configuration, firewall rules, and other security controls.

Organizations establishing IEEE 802.11 RSNs should use technologies that have the appropriate
security certification from NIST and interoperability certification from the Wi-Fi Alliance.

To implement IEEE 802.11 RSN, organizations may need to update or replace existing IEEE 802.11
equipment and software that cannot support RSNAs, as well as purchase additional equipment. The
Wi-Fi Alliance, a non-profit industry consortium of WLAN equipment and software vendors, has
established the Wi-Fi Protected Access 2 (WPA2) certification program to give consumers of WLAN
products assurance that their IEEE 802.11i systems can interoperate with similar equipment from other
vendors. Federal agencies should procure WPA2 products that use FIPS-approved encryption algorithms
and have been FIPS-validated. Organizations that plan to use authentication servers as part of their IEEE
802.11 RSN implementations should procure products with the WPA2 Enterprise level certification.
Also, because the WPA2 certification is expanded periodically to test for interoperability with additional
EAP methods, organizations should obtain the latest WPA2 information before making procurement
decisions.

Organizations should ensure that WLAN security considerations are incorporated into each phase
of the WLAN life cycle when establishing and maintaining IEEE 802.11 RSNs.

This guide presents extensive guidance on IEEE 802.11 RSN planning and implementation. It describes a
life cycle model for WLANS and presents best practice recommendations related to WLAN security for
each phase in the life cycle. WLAN security considerations for each phase include the following:

B Phase 1: Initiation. This phase includes the tasks that an organization should perform before it
starts to design its WLAN solution. These include developing a WLAN use policy, performing a
WLAN risk assessment, and specifying business and functional requirements for the solution,
such as mandating RSNAs for all WLAN connections.

B Phase 2: Acquisition/Development. For the purposes of this guide, the
Acquisition/Development phase is split into the following two phases:
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— Phase 2a: Planning and Design. In this phase, WLAN network architects specify the
technical characteristics of the WLAN solution, such as authentication methods, and related
network components, such as firewall rulesets. The WLAN network architects should also
conduct a site survey to help determine the architecture of the solution and how the WLAN
should be integrated with the existing authentication infrastructure, including PKI.

— Phase 2b: Procurement. This phase involves specifying the number and type of WLAN
components that must be purchased, the feature sets they must support (e.g., FIPS-validated
encryption modules), and any certifications they must hold (e.g., WPA2 Enterprise).

B Phase 3: Implementation. In this phase, procured equipment is first configured to meet
operational and security requirements, and then installed and activated on a production network,
with appropriate event logging enabled.

B Phase 4: Operations/Maintenance. This phase includes security-related tasks that an
organization should perform on an ongoing basis once the WLAN is operational, including
patching, periodic security assessment, log reviews, and incident handling.

B Phase 5: Disposition. This phase encompasses tasks that occur after a system or its components
have been retired, including preserving information to meet legal requirements, sanitizing media
that might contain sensitive material, and disposing of equipment properly.
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1. Introduction

1.1 Authority

The National Institute of Standards and Technology (NIST) developed this document in furtherance of its
statutory responsibilities under the Federal Information Security Management Act (FISMA) of 2002,
Public Law 107-347.

NIST is responsible for developing standards and guidelines, including minimum requirements, for
providing adequate information security for all agency operations and assets; but such standards and
guidelines shall not apply to national security systems. This guideline is consistent with the requirements
of the Office of Management and Budget (OMB) Circular A-130, Section 8b(3), “Securing Agency
Information Systems,” as analyzed in A-130, Appendix IV: Analysis of Key Sections. Supplemental
information is provided in A-130, Appendix III.

This guideline has been prepared for use by Federal agencies. It may be used by nongovernmental
organizations on a voluntary basis and is not subject to copyright, though attribution is desired.

Nothing in this document should be taken to contradict standards and guidelines made mandatory and
binding on Federal agencies by the Secretary of Commerce under statutory authority, nor should these
guidelines be interpreted as altering or superseding the existing authorities of the Secretary of Commerce,
Director of the OMB, or any other Federal official.

1.2 Purpose and Scope

This publication seeks to assist organizations in understanding, selecting, and implementing technologies
based on Institute of Electrical and Electronics Engineers (IEEE) 802.111, part of the IEEE 802.11 family
of wireless networking standards.” The document explains at length the security features and capabilities
associated with IEEE 802.11i through its framework for Robust Security Networks (RSN), and provides
extensive guidance on the planning and deployment of RSNs. The document also discusses previous
IEEE 802.11 security measures and their shortcomings.

1.3 Audience

This document has been created for those who are responsible for ensuring the security of wireless local
area networks (WLAN). The guide should also be useful for network and security engineers and
administrators who are responsible for designing, implementing, securing, and maintaining I[EEE 802.111
implementations.

1.4 Document Structure
The remainder of this document is organized into the following nine major sections:
B Section 2 provides an overview of wireless networking, focusing on the IEEE 802.11 family of

WLAN standards, and explains the basic IEEE 802.11 WLAN components and architectural
models.

By the end of 2006, 802.111 will no longer exist, because it is being rolled into the base standard. At that time, the reference
is expected to be IEEE 802.11:2006.
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B Section 3 gives an overview of IEEE 802.11 security, including a review of the security features
and weaknesses of [EEE 802.11 before the introduction of the IEEE 802.11i amendment. It also
introduces the major security-related components that are defined in IEEE 802.11i.

B Section 4 introduces the concepts of Robust Security Networks (RSN) and Robust Security
Network Associations (RSNA). It also discusses the RSN data confidentiality and integrity
protocols, and the cryptographic keys created and used by these protocols.

B Section 5 describes the five phases that occur during RSN communication, starting with the
discovery of a WLAN and ending in connection termination. It also discusses the types of frames
used to carry information between RSN components, and depicts the flows of frames between
components during each phase of RSN operation.

B Section 6 provides guidance on planning an Extensible Authentication Protocol (EAP)
implementation, which is necessary for most enterprise RSN deployments. It discusses the most
common EAP methods, explains how organizations can select EAP methods appropriate to their
environments, examines additional EAP security considerations, and introduces the EAP
architectural model and related support requirements.

B Section 7 describes FIPS 140-2 certification as it applies to 802.11 wireless networks. It also
provides an overview of the security specifications developed by the Wi-Fi Alliance, which
conducts a certification program for the interoperability of WLAN products. The certifications
are intended to help organizations select WLAN products that can support RSNs.

B Section 8 presents best practice recommendations related to WLAN security.

B Section 9 presents three case studies that illustrate how organizations might plan, design, and
implement RSNs in different scenarios, such as migrating a WLAN from pre-RSN to RSN
technology, and designing a new WLAN that meets RSN requirements.

B Section 10 summarizes the major concepts and recommendations presented in Sections 2 through
8 of the document.

B Section 11 provides a brief overview of possible extensions to IEEE 802.11i that are currently
being developed.

The document also contains appendices with supporting material. Appendix A contains an acronym list.
Appendix B lists the document’s references and other sources of information that may be of interest to
readers. Appendix C identifies online resources that may be helpful for better understanding IEEE
802.11i and IEEE 802.11i security.

1.5 How to Navigate This Document

This document is intended to be used by readers with various levels of experience and technical
knowledge, as well as different interests in IEEE 802.11i. For example, computer security program
managers might want to learn the basic IEEE 802.11i concepts and terminology, while network and
security engineers might want to know as many details about the technical configuration of IEEE 802.11i
technologies as possible. The lists below provide general recommendations as to which sections and sub-
sections of the guide should be read, based on the reader’s objectives. Readers who are unsure about the
relevance or appropriateness of a particular section should read its introduction and summary to gain a
better understanding of what the section contains.
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Practical Guidance on Implementing IEEE 802.11i Security. Readers who want to know how
to implement IEEE 802.11i security should read Sections 7 and 8, as well as the Section 9 case
studies that most closely match their needs.

Basic Knowledge of IEEE 802.11i and RSNs. Readers who want to understand the basics of
IEEE 802.11i and RSNs, and are not interested in detailed technical explanations of protocols and
RSN operation, should do the following:

— Read Sections 2 and 3.
— Skim Sections 4 through 6, reading each section summary carefully.

Detailed Knowledge of IEEE 802.11i and RSNs. Readers who are seeking solid knowledge of
IEEE 802.11i should read Sections 2 through 7, skimming any parts that contain familiar content.

All the Details of IEEE 802.11i and RSNs. Readers who want to learn as much as possible
should read the entire document.
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2. Overview of Wireless Networking

Wireless networking enables devices with wireless capabilities to use computing resources without being
physically connected to a network. The devices simply need to be within a certain distance (known as the
range) of the wireless network infrastructure. A wireless local area network (WLAN) is a group of
wireless networking nodes within a limited geographic area that is capable of radio communications.
WLAN:S are typically used by devices within a fairly limited range, such as an office building or building
campus, and are usually implemented as extensions to existing wired local area networks to provide
enhanced user mobility.

Since the beginning of wireless networking, many standards and technologies have been developed for
WLANSs. One of the most active standards organizations that address wireless networking is the Institute
of Electrical and Electronics Engineers (IEEE). This section of the guide provides an overview of
wireless networking and focuses on the IEEE 802.11 family of WLAN standards. Section 2.1 discusses
the history of IEEE 802.11 and provides examples of alternative wireless networking standards.’ Section
2.2 explains the basic IEEE 802.11 WLAN components and architectural models, which lays a foundation
for subsequent sections of the guide. Readers who are already familiar with the basics of WLANs and
IEEE 802.11 might wish to skip this section.

2.1 History of Wireless Networking Standards

WLAN technologies were first available in late 1990, when vendors began introducing products that
operated within the 900 megahertz (MHz) frequency band. These solutions, which used non-standard,
proprietary designs, provided data transfer rates of approximately 1 megabit per second (Mbps). This was
significantly slower than the 10 Mbps speed provided by most wired local area networks (LAN) at that
time. In 1992, vendors began selling WLAN products that used the 2.4 gigahertz (GHz) band. Although
these products provided higher data transfer rates than 900 MHz band products, they also used proprietary
designs. The need for interoperability among different brands of WLAN products led to several
organizations developing wireless networking standards. Section 2.1.1 describes the IEEE 802.11 family
of standards. Section 2.1.2 discusses work from the Wi-Fi Alliance that is closely related to IEEE 802.11,
and Section 2.1.3 briefly highlights other wireless networking standards.

2.1.1 IEEE 802.11 Standards

In 1997, IEEE ratified the 802.11 standard for WLANs. The IEEE 802.11 standard supports three
transmission methods, including radio transmission within the 2.4 GHz band. In 1999, IEEE ratified two
amendments to the 802.11 standard—802.11a and 802.11b—that define radio transmission methods, and
WLAN equipment based on IEEE 802.11b quickly became the dominant wireless technology. IEEE
802.11b equipment transmits in the 2.4 GHz band, offering data rates of up to 11 Mbps. IEEE 802.11b
was intended to provide performance, throughput, and security features comparable to wired LANs. In
2003, IEEE released the 802.11g amendment, which specifies a radio transmission method that uses the
2.4 GHz band and can support data rates of up to 54 Mbps. Additionally, IEEE 802.11g-compliant
products are backward compatible with IEEE 802.11b-compliant products. Table 2-1 compares the basic
characteristics of IEEE 802.11, 802.11a, 802.11b, and 802.11g. 802.11 wireless networking is also known
as Wi-Fi ®.

> For more information on the IEEE 802.11 standards and other aspects of wireless network security, see NIST Special

Publication (SP) 800-48, Wireless Network Security: 802.11, Bluetooth and Handheld Devices
(http://csrc.nist.gov/publications/nistpubs/800-48/NIST_SP_800-48.pdf).
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Table 2-1. Summary of IEEE 802.11 WLAN Technologies

IEEE Maximum Typical Frequenc
Standard or yp 4 y Comments

— Data Rate Range Band

Amendment

802.11 2 Mbps 50-100 2.4 GHz
meters

802 11a 54 Mbps 50-100 5 GHz Not compatible with 802.11b
meters
50-100 Equipment based on 802.11b has been the

802.11b 11 Mbps meters 2.4 GHz dominant WLAN technology

802.11g 54 Mbps ;Oése(i(s) 2 4 GHz Backward compatible with 802.11b

Table 2-1 does not include all current and pending 802.11 amendments. For example, in November 2005,
IEEE ratified IEEE 802.11e, which provides quality of service enhancements to IEEE 802.11 that
improve the delivery of multimedia content. The IEEE 802.11n project is specifying IEEE 802.11
enhancements that will enable data throughput of at least 100 Mbps. Final working group approval is
expected in January 2008, with an interim Wi-Fi certification sometime in 2007; products based on the
802.11n draft are currently available.

The IEEE 802.11 variants” listed in Table 2-1 all include security features known collectively as Wired
Equivalent Privacy (WEP) that are supposed to provide a level of security comparable to that of wired
LANSs. As described in Section 3, IEEE 802.11 configurations that rely on WEP have several well-
documented security problems. The IEEE acknowledged the scope of the problems and developed short-
term and long-term strategies for rectifying the situation. In June 2004, the IEEE finalized the 802.111
amendment, which is designed to overcome the shortcomings of WEP. IEEE 802.11i specifies security
components that work in conjunction with all the IEEE 802.11 radio standards, such as IEEE 802.11a,
802.11b, and 802.11g; any future 802.11 physical layer will also be compatible with 802.11i. Section 3
presents additional information on the IEEE 802.11i amendment.

2.1.2 Wi-Fi Alliance Certification

While IEEE was examining the shortcomings of IEEE 802.11 security and starting to develop the 802.111
amendment, a non-profit industry consortium of WLAN equipment and software vendors called the Wi-Fi
Alliance developed an interoperability certification program for WLAN products.” The Wi-Fi Alliance
felt it was necessary to create an interim solution that could be deployed using existing IEEE 802.11
hardware while IEEE worked on finalizing the 802.11i amendment. Accordingly, the Alliance created
Wi-Fi Protected Access (WPA), which was published in October 2002; it is essentially a subset of the
draft IEEE 802.11i requirements available at that time. The most significant difference between WPA
and the IEEE 802.111 drafts is that WPA does not require support for Advanced Encryption Standard
(AES), a strong encryption algorithm, because many existing IEEE 802.11 hardware components cannot
support computationally intensive encryption without additional hardware components.

4 For information on other IEEE 802.11 amendments (e.g., 802.11e, 802.11n), visit
http://grouper.ieee.org/groups/802/11/QuickGuide IEEE 802 WG_and Activities.htm.

For more information on the Wi-Fi Alliance, visit their Web site at http://www.wi-fi.org/.

Federal agencies are required to use encryption algorithms that are Federal Information Processing Standards (FIPS)
approved. FIPS 140-2, Security Requirements for Cryptographic Modules, is available at
http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf.
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In conjunction with the ratification of the IEEE 802.11i amendment, the Wi-Fi Alliance introduced
WPAZ2, its term for interoperable equipment that is capable of supporting IEEE 802.11i requirements.’
The Wi-Fi Alliance began testing IEEE 802.11i products for WPA2 certification shortly after the IEEE
802.111 amendment was finalized. Section 7 provides more information on WPA and WPA?2.

2.1.3 Other Wireless Standards

In addition to the IEEE 802.11 and WPA standards, other wireless standards are also in use. These
standards are unrelated to IEEE 802.11, but are presented in this section to provide context and illustrate
how IEEE 802.11 and other standards meet different needs. The following list describes the major
wireless architecture categories and provides examples of selected key current and emerging wireless
standards.

B Wireless personal area networks (WPAN): small-scale wireless networks that require little or

no infrastructure. A WPAN is typically used by a few devices in a single room instead of
connecting the devices with cables. For example, WPANs can provide print services or enable a
wireless keyboard or mouse to communicate with a computer. Examples of WPAN standards
include the following:

- IEEE 802.15.1 (Bluetooth). This WPAN standard is designed for wireless networking
between small portable devices. The original Bluetooth operated at 2.4 GHz and has a
maximum data rate of approximately 720 kilobits per second (Kbps); Bluetooth 2.0 can reach
3 Mbps.®

- IEEE 802.15.3 (High-Rate Ultrawideband; WiMedia, Wireless USB). This is a low-cost,
low power consumption WPAN standard that uses a wide range of GHz frequencies to avoid
interference with other wireless transmissions. It can achieve data rates of up to 480 Mbps
over short ranges and can support the full range of WPAN applications. One expected use of
this technology is the ability to detect shapes through physical barriers such as walls and
boxes, which could be useful for applications ranging from law enforcement to search and
rescue operations.

- I|EEE 802.15.4 (Low-Rate Ultrawideband; ZigBee). This is a simple protocol for
lightweight WPANS.” It is most commonly used for monitoring and control products, such as
climate control systems and building lighting.

Wireless local area networks (WLAN). IEEE 802.11 is the dominant WLAN standard, but
others have also been defined. For example, the European Telecommunications Standards
Institute (ETSI) has published the High Performance Radio Local Area Network
(HIPERLAN) WLAN standard that transmits data in the 5 GHz band and operates at data rates
of approximately 23.5 Mbps.'® However, HIPERLAN appears to have been supplanted by IEEE
802.11 in the commercial arena.

Wireless metropolitan area networks (WMAN): networks that can provide connectivity to
users located in multiple facilities that are generally within a few miles of each other. Many
WMAN implementations provide wireless broadband access to customers in metropolitan areas.
For example, IEEE 802.16¢ (better known as WiMAX) is a WMAN standard that transmits in the

WPA2 does not test interoperability of ad hoc operation (IBSS) or pre-authentication for IEEE 802.11i.

More information on Bluetooth is available from NIST SP 800-48, Wireless Network Security: 802.11, Bluetooth and
Handheld Devices, located at http://csrc.nist.gov/publications/nistpubs/800-48/NIST_SP_800-48.pdf.

The ZigBee Alliance Web site (http://www.zigbee.org/) has additional information on ZigBee.

For more information, visit http://portal.etsi.org/radio/HiperLAN/HiperLAN.asp.
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10 to 66 GHz band range.'' An IEEE 802.16a addendum allows for large data transmissions with
minimal interference. WiMAX provides throughput of up to 75 Mbps, with a range of up to 30
miles for fixed line-of-site communication. However, there is generally a tradeoff; 75 Mbps
throughput is possible at half a mile, but at 30 miles the throughput is much lower.

B Wireless wide area networks (WWAN): networks that connect individuals and devices over
large geographic areas, often globally. WWANSs are typically used for cellular voice and data
communications, as well as satellite communications.

2.2 IEEE 802.11 Network Components and Architectural Models
IEEE 802.11 has two fundamental architectural components, as follows:

B Station (STA). A STA is a wireless endpoint device. Typical examples of STAs are laptop
computers, personal digital assistants (PDA), mobile phones, and other consumer electronic
devices with IEEE 802.11 capabilities.

m Access Point (AP). "> An AP logically connects STAs with a distribution system (DS), which is
typically an organization’s wired infrastructure. APs can also logically connect wireless STAs
with each other without accessing a distribution system.

The IEEE 802.11 standard also defines the following two WLAN design structures or configurations,
which are discussed in more detail in Sections 2.2.1 and 2.2.2:

B Ad Hoc Mode. The ad hoc mode does not use APs. Ad hoc mode is sometimes referred to as
infrastructureless because only peer-to-peer STAs are involved in the communications.

m Infrastructure Mode. In infrastructure mode, an AP connects wireless STAs to each other or to
a distribution system, typically a wired network. Infrastructure mode is the most commonly used
mode for WLANS.

2.2.1 Ad Hoc Mode

The ad hoc mode (or topology) is depicted conceptually in Figure 2-1. This mode of operation, also
known as peer-to-peer mode, is possible when two or more STAs are able to communicate directly to one
another. Figure 2-1 shows three devices communicating with each other in a peer-to-peer fashion without
any infrastructure. A set of STAs configured in this ad hoc manner is known as an independent basic
service set (IBSS).

Today, a STA is most often thought of as a simple laptop with an inexpensive network interface card
(NIC) that provides wireless connectivity; however, many other types of devices could also be STAs. In
Figure 2-1, the STAs in the IBSS are a mobile phone, a laptop, and a PDA. IEEE 802.11 and its variants
continue to increase in popularity; scanners, printers, digital cameras and other portable devices can also
be STAs. The circular shape in Figure 2-1 depicts the IBSS. It is helpful to consider this as the radio
frequency coverage area within which the stations can remain in communication. A fundamental
property of IBSS is that it defines no routing or forwarding, so, based on the bare IEEE 802.11i spec, all
the devices must be within radio range of one another.

11
12

Visit the WIMAX Forum located at http://www.wimaxforum.org/home/ for more information on WiMAX.
Technically, APs are also STAs. Some literature distinguishes between AP STAs and non-AP STAs. In this document, the
term STA refers to non-AP STAs only.
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N 17,

Figure 2-1. IEEE 802.11 Ad Hoc Mode

One of the key advantages of ad hoc WLANS is that theoretically they can be formed any time and
anywhere, allowing multiple users to create wireless connections cheaply, quickly, and easily with
minimal hardware and user maintenance. In practice, many different types of ad hoc networks are
possible, and the IEEE 802.11 specification allows all of them. Since it does not give the details of how
to form a network, but rather only how to establish the links in a network, ad hoc mode as specified by
802.11 is incomplete for any particular use. This means that different products built on it typically are not
interoperable, because there has not yet been standardization on any of these possible networks.

An ad hoc network can be created for many reasons, such as allowing the sharing of files or the rapid
exchange of e-mail. However, an ad hoc WLAN cannot communicate with external networks. A further
complication is that an ad hoc network can interfere with the operation of an AP-based infrastructure
mode network (see next section) that exists within the same wireless space.
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Figure 2-2. IEEE 802.11 Infrastructure Mode
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2.2.2 Infrastructure Mode

In infrastructure mode, an IEEE 802.11 WLAN comprises one or more Basic Service Sets (BSS), the
basic building blocks of a WLAN. A BSS includes an AP and one or more STAs. The AP in a BSS
connects the STAs to the DS. The DS is the means by which STAs can communicate with the
organization’s wired LANs and external networks such as the Internet. The IEEE 802.11 infrastructure
mode is depicted in Figure 2-2.

The DS and use of multiple BSSs and their associated APs allow for the creation of wireless networks of
arbitrary size and complexity. In the IEEE 802.11 specification, this type of multi-BSS network is
referred to as an extended service set (ESS). Figure 2-3 conceptually depicts a network with both wired
and wireless capabilities. It shows three APs with their corresponding BSSs, which comprise an ESS; the
ESS is attached to the wired infrastructure. In turn, the wired infrastructure is connected through a
perimeter firewall to the Internet. This architecture could permit various STAs, such as laptops and
PDAs, to provide Internet connectivity for their users.

&= - ‘JK@(

Network

Inienfot

Figure 2-3. Extended Service Set in an Enterprise

2.3 Summary

WLAN:Ss are usually implemented as extensions to existing wired LANs, and are used by devices within a
fairly limited range, such as an office building. The need for interoperability among different brands of
WLAN products led to the development of various WLAN standards. IEEE 802.11 is the dominant
WLAN standard. At the time that the IEEE 802.11i amendment was finalized, WLAN equipment based
on IEEE 802.11b was the most popular; it was intended to provide performance, throughput, and security
features comparable to wired LANs. Unfortunately, IEEE 802.11 technologies that rely on WEP have
several well-documented security problems, which are described in Section 3. To address these, IEEE
amended 802.11 with 802.11i, which was approved in June 2004. The subsequent sections of this guide
cover IEEE 802.11i features and security considerations in depth.

2-6



ESTABLISHING WIRELESS ROBUST SECURITY NETWORKS: A GUIDE TO |IEEE 802.111

This section also explains the basic IEEE 802.11 network components and architectural models, as a
foundation for understanding other sections of this guide. The major concepts introduced in this section
are as follows:

Station (STA). A STA is a wireless endpoint device,"” such as a laptop, PDA, or mobile phone.

Access Point (AP). An AP logically connects STAs with a distribution system, which is
typically an organization’s wired network infrastructure. APs can also logically connect wireless
STAs with each other without accessing a distribution system.

Ad Hoc Mode. This is a wireless network configuration that does not use APs; STAs
communicate directly with each other.

Infrastructure Mode. This wireless network configuration requires APs and is the most
commonly used mode for WLANSs. All STAs connect with an AP, and the AP transfers frames
among the STAs and the distribution system.

Independent Basic Service Set (IBSS). An IBSS is a set of STAs configured in ad hoc mode.

Basic Service Set (BSS). A BSS is composed of an AP and one or more STAs configured in
infrastructure mode. Each of the STAs associate directly with the AP. A BSS is the basic
building block of a WLAN.

Distribution System (DS). A DS is an infrastructure, typically a wired LAN, that connects
individual BSSs to each other.

Extended Service Set (ESS). An ESS is a WLAN comprising more than one BSS connected by
a DS.

13

Technically, a STA is a wireless network interface implementation. It is distinct from the device that will provide an
application using the network interface (such as a laptop or PDA).
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3.  Overview of IEEE 802.11 Security

This section provides an overview of IEEE 802.11 security. It begins by explaining the main security
concerns and threats against WLANs. Next, it reviews the security features and weaknesses of IEEE
802.11 before the introduction of the IEEE 802.111 amendment to the IEEE 802.11 WLAN standard, and
the IEEE 802.11i framework for Robust Security Networks (RSN). The review of pre-RSN IEEE 802.11
security demonstrates the shortcomings of the standard and the motivation behind the development of the
IEEE 802.11i amendment and the RSN framework, which is intended to provide strong authentication for
WLAN devices and strong protection for WLAN communications. The section then introduces the major
security-related components that are defined in the IEEE 802.11i amendment.

This publication covers IEEE 802.11i-based wireless LANs only. It does not replace NIST Special
Publication (SP) 800-48, Wireless Network Security: 802.11, Bluetooth and Handheld Devices, which
addresses IEEE 802.11b and 802.11g-based wireless LANs, Bluetooth implementations, and wireless
handheld devices (e.g., text messaging devices, PDAs, smart phones). Organizations with existing IEEE
802.11b or 802.11g implementations should continue to use the recommendations in SP 800-48 to secure
them;'* they should also review this publication to understand the new IEEE 802.11i technology and how
it addresses the shortcomings of the WEP protocol used to secure IEEE 802.11b and 802.11g networks.
Organizations that are considering the deployment of new wireless LANs should be evaluating IEEE
802.11i-based products and following the recommendations for IEEE 802.11i implementations in this
publication.

This section is intended to provide a high-level overview of IEEE 802.11 security concepts; subsequent
sections of the guide discuss individual concepts in much greater depth. Readers who are already familiar
with IEEE 802.11 security and the basic additions of IEEE 802.111 might wish to skip this section.

3.1 WLAN Security Concerns

Like other wireless technologies, WLANSs typically need to support several security objectives. This is
intended to be accomplished through a combination of security features built into the wireless networking
standard. The most common security objectives for WLANS are as follows:

B Confidentiality—ensure that communication cannot be read by unauthorized parties
B Integrity—detect any intentional or unintentional changes to data that occur in transit

B Availability—ensure that devices and individuals can access a network and its resources
whenever needed

B Access Control—restrict the rights of devices or individuals to access a network or resources
within a network.

The security objectives for wireless and wired LANSs are the same, as are the major high-level categories
of threats that they face. Table 3-1 provides a list of the main categories of threats against LANs.

Most WLAN threats typically involve an attacker with access to the radio link between a STA and an AP
or between two STAs. Several of the threats listed in Table 3-1 rely on an attacker’s ability to intercept
and inject network communications. This highlights the most significant difference between protecting
wireless and wired LANSs: the relative ease of intercepting network communications and inserting new
ones from what can only be presumed as the authentic source. In a wired LAN, an attacker would have to

14 NIST SP 800-48 is available at http://csre.nist.gov/publications/nistpubs/800-48/NIST SP_800-48.pdf.
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gain physical access to the LAN or remotely compromise systems on the LAN; in a wireless LAN, an
attacker simply needs to be within range of the WLAN infrastructure. In addition, an attacker can have
the advantage of using highly sensitive directional antennas, which can greatly extend the effective range
of the wireless LAN beyond the standardized range.

Table 3-1. Major Threats against LAN Security

Threat Category ‘ Description
Denial of Service Attacker prevents or prohibits the normal use or management of networks or network
devices.
Eavesdropping Attacker passively monitors network communications for data, including authentication
credentials.
Man-in-the-Middle Attacker actively intercepts the path of communications between two legitimate parties,

thereby obtaining authentication credentials and data. Attacker can then masquerade as
a legitimate party. In the context of a WLAN, a man-in-the-middle attack can be achieved
through a bogus or rogue AP, which looks like an authorized AP to legitimate parties.

Masquerading Attacker impersonates an authorized user and gains certain unauthorized privileges.

Message Modification | Attacker alters a legitimate message by deleting, adding to, changing, or reordering it.

Message Replay Attacker passively monitors transmissions and retransmits messages, acting as if the
attacker were a legitimate user.

Traffic Analysis Attacker passively monitors transmissions to identify communication patterns and
participants.

3.2 History of Pre-RSN IEEE 802.11 Security

Prior to the IEEE 802.11i amendment and its RSN framework, IEEE 802.11 had a number of serious
security weaknesses.'> Many vendors have added proprietary features to their IEEE 802.11
implementations to compensate for security flaws in the standard, but proprietary features often prevent
interoperability. This section explains pre-RSN security features and shortcomings as a basis for
understanding the motivation behind RSN. Sections 3.2.1 through 3.2.5 discuss pre-RSN IEEE 802.11
access control and authentication, encryption, data integrity, replay protection, and availability,
respectively.

3.2.1 Access Control and Authentication

The original IEEE 802.11 specification defines two means to validate the identities of wireless devices
attempting to gain access to a WLAN, open system authentication and shared key authentication; neither
of these alternatives is secure.'® IEEE 802.11 implementations are required to support open system
authentication; shared key authentication support is optional. Open system authentication is effectively a
null authentication mechanism that does not provide true identity verification. In practice, a STA is
authenticated to an AP simply by providing the following information:

Also, many pre-RSN IEEE 802.11 products have security features disabled by default, so they provide little or no protection
for wireless communication until they are reconfigured.

The shared key authentication scheme based on a unilateral challenge-response mechanism is typically referred to as WEP
because it uses the WEP encryption for response computation. However, shared key authentication is actually a simple
authentication scheme independent of WEP. Also, it does not work. WEP encrypts the response by XORing the challenge
with a pseudo-random key stream generated using a WEP key. The attacker can XOR the challenge and the response to
expose the key stream, which can subsequently be used to authenticate.
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B Service Set Identifier (SSID) for the AP. The SSID is a name assigned to a WLAN; it allows
STAs to distinguish one WLAN from another. SSIDs are broadcast in plaintext in wireless
communications, so an eavesdropper can easily learn the SSID for a WLAN. However, the SSID
is not an access control feature, and was never intended to be used for that purpose.

B Media Access Control (MAC) address for the STA. A MAC address is a (hopefully) unique
48-bit value that is permanently assigned to a particular wireless network interface. Many
implementations of IEEE 802.11 allow administrators to specify a list of authorized MAC
addresses; the AP will permit devices with those MAC addresses only to use the WLAN. This is
known as MAC address filtering. However, since the MAC address is not encrypted, it is simple
to intercept traffic and identify MAC addresses that are allowed past the MAC filter.
Unfortunately, almost all WLAN adapters allow applications to set the MAC address, so it is
relatively trivial to spoof a MAC address, meaning attackers can gain unauthorized access easily.

Additionally, the AP is not authenticated to the STA by open system authentication. Therefore, the STA
has to trust that it is communicating to the real AP and not an impostor AP that is using the same SSID.
Therefore, open system authentication does not provide reasonable assurance of any identities, and can be
misused easily to gain unauthorized access to a WLAN or trick users into connecting to a malicious
WLAN.

Shared key authentication was supposed to be more robust than open system authentication; in fact, it is
equally insecure. As the name implies, shared key authentication is based on a secret cryptographic key
known as a Wired Equivalent Privacy (WEP) key; this key is shared by legitimate STAs and APs. (WEP
is described in more detail in Section 3.2.2.) Shared key authentication uses a simple challenge-response
scheme based on whether the STA seeking WLAN access knows the WEP key. As shown in Figure 3-1,
the STA initiates an Authentication Request with the AP, and the AP generates a random 128-bit
challenge value and sends it to the STA. Using the WEP key, the STA encrypts the challenge and returns
the result to the AP. The AP decrypts the result using the same WEP key and allows the STA access only
if the decrypted value is the same as the challenge. The cryptographic computations are performed using
the RC4 stream cipher algorithm, which generates a pseudo-random data sequence known as a key
stream. To encrypt or decrypt data, the key stream is combined with the data.

Wireless station AP

Authentication request

W

Response

Confirm success Decrypt response to recover challenge
// Verify that challenges equate

Generate random number to challenge station

Encrypt challenge using RC4 algorithm

Figure 3-1. Shared Key Authentication Message Flow
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Shared key authentication is still weak because the AP is not authenticated to the STA, so there is no
assurance that the STA is communicating with a legitimate AP. Also, simple unilateral challenge-
response schemes have long been known to be weak unless they are carefully designed, with sufficient
entropy in the challenge, keys of the appropriate length, a strong hash function, and secure protocol
design. Although the challenge-response messages used for shared key authentication can prevent
successful replay of authentication traffic, the challenge-response process can be compromised by
methods such as man-in-the-middle attacks and off-line brute force or dictionary attacks.'’

Additional vulnerabilities in IEEE 802.11’s shared key authentication are known and documented. For
example, an attacker can eavesdrop, capturing and viewing the cleartext challenge value and the
encrypted response. The attacker can then analyze the two pieces of information to determine the WEP
key stream. Some organizations prefer using open system authentication because shared key
authentication provides so much information to eavesdroppers about the WEP key that it jeopardizes the
confidentiality and integrity that should be provided to the communications by the WEP key. Another
significant limitation of shared key authentication is that it authenticates the identity of devices but not
users. If an attacker gains access to a STA containing a WEP key, the attacker can use that key on any
other WEP-capable device to be authenticated and gain access to the WLAN.

Another major problem with shared key authentication is that pre-RSN IEEE 802.11 requires all devices
on a WLAN to use the same WEP key or the same small set of keys. This reduces accountability and
complicates troubleshooting and incident response efforts. If the WEP key is compromised, it needs to be
replaced as quickly as possible to prevent further malicious acts, because WEP keys are used not only for
access control, but also to protect confidentiality and integrity (as described in Sections 3.2.2 and 3.2.3).
Unfortunately, IEEE 802.11 does not specify any support for key management. When a WEP key needs
to be changed, the WLAN administrators have to implement their own methods for generating and
distributing a new key. The key needs to be replaced on all STAs and APs, which is a manual process for
many WLAN products. WLAN administrators also need to implement methods for archiving, auditing,
and destroying keys. Key management problems often limit the scalability of IEEE 802.11 WLANS.

In some cases, shared key authentication is weakened by implementations that use poor WEP keys. For
example, some implementations use the WLAN product’s default WEP key or set a trivial key, such as all
zeroes or all ones. The key should be randomly generated'® so that it is not easily guessable. This will
delay attackers that capture network traffic and perform dictionary attacks against it, hoping to find the
key that decrypts the traffic successfully. WEP keys should be changed frequently to reduce the
likelihood and impact of any key compromises.

3.2.2 Encryption

The WEP protocol, part of the IEEE 802.11 standard, uses the RC4 stream cipher algorithm to encrypt
wireless communications, which protects their contents from disclosure to eavesdroppers. The standard
for WEP specifies support for a 40-bit WEP key only; however, many vendors offer non-standard
extensions to WEP that support key lengths of up to 128 or even 256 bits. WEP also uses a 24-bit value
known as an initialization vector (IV) as a seed value for initializing the cryptographic key stream. For

Moreover, the IEEE 802.11 challenge-response scheme does not work properly. WEP encrypts the response by XORing the
challenge with a pseudo-random key stream generated using a WEP key. The attacker can XOR the challenge and the
response to expose the key stream, which can subsequently be used to authenticate.

For more information about the significance and requirements of random number generation, see RFC 4086, Randomness
Requirements for Security, found at http://www.ietf.org/rfc/rfc4086.txt. A more technical approach can be found in NIST
SP 800-90, Recommendation for Random Number Generation Using Deterministic Random Bit Generators, available at
http://csre.nist.gov/publications/nistpubs/800-90/SP800-90 DRBG-June2006-final.pdf.
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example, a 104-bit WEP key with a 24-bit [V becomes a 128-bit RC4 key. Ideally, larger key sizes
translate to stronger protection, but the cryptographic technique used by WEP has known flaws that are
not mitigated by longer keys.

Most attacks against WEP encryption have been based on [V-related vulnerabilities. For example, the [V
portion of the RC4 key is sent in cleartext, which allows an eavesdropper that monitors and analyzes a
relatively small amount of network traffic to recover the key by taking advantage of the IV value
knowledge, the relatively small 24-bit IV key space, and a weakness in the way WEP implements the
RC4 algorithm. Also, WEP does not specify precisely how the IVs should be set or changed; some
products use a static, well-known IV value or reset to zero. If two messages have the same 1V, and the
plaintext of either message is known, it is relatively trivial for an attacker to determine the plaintext of the
second message. In particular, because many messages contain common protocol headers or other easily
guessable contents, it is often possible to identify the original plaintext contents with minimal effort.
Even traffic from products that use sequentially increasing IV values is still susceptible to attack. There
are less than 17 million possible IV values; on a busy WLAN, the entire IV space may be exhausted in a
few hours. When the IV is chosen randomly, which represents the best possible generic IV selection
algorithm, by the birthday paradox two IVs already have a 50% chance of colliding after about 2'* frames.

Another possible threat against confidentiality is network traffic analysis. Eavesdroppers might be able to
gain information by monitoring which parties communicate at what times. Also, analyzing traffic
patterns can aid in determining the content of communications; for example, short bursts of activity might
be caused by terminal emulation or instant messaging, while steady streams of activity might be generated
by video conferencing. More sophisticated analysis might be able to determine the operating systems in
use based on the length of certain frames. Other than encrypting communications, IEEE 802.11, like
most other network protocols, does not offer any features that might thwart network traffic analysis, such
as adding random lengths of padding to messages or sending additional messages with randomly
generated data.

3.2.3 Data Integrity

WEP performs data integrity checking for messages transmitted between STAs and APs. WEP is
designed to reject any messages that have been changed in transit, such as by a man-in-the-middle attack.
WEDP data integrity is based on a simple encrypted checksum—a 32-bit cyclic redundancy check (CRC-
32) computed on each payload prior to transmission. The payload and checksum are encrypted using the
RC4 key stream and transmitted. The receiver decrypts them, recomputes the checksum on the received
payload, and compares it with the transmitted checksum. If the checksums are not the same, the
transmitted data frame has been altered in transit, and the frame is discarded.

Unfortunately, CRC-32 is subject to bit flipping attacks, which means that an attacker knows which CRC-
32 bits will change when message bits are altered. WEP attempts to counter this problem by encrypting
the CRC-32 to produce an integrity check value (ICV). The creators of WEP believed that an enciphered
CRC-32 would be less subject to tampering. However, they did not realize that a property of stream
ciphers such as WEP’s RC4 is that bit flipping survives the encryption process—the same bits flip
whether or not encryption is used. Therefore, the WEP ICV offers no additional protection against bit

flipping.

Integrity should be provided by a cryptographic checksum rather than a CRC. Also known as keyed
hashes or message authentication codes (MAC), cryptographic checksums prevent bit flipping attacks
because they are designed so that any change to the original message results in significant and
unpredictable changes to the resulting checksum. CRCs are generally more efficient computationally
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than cryptographic checksums, but are only designed to protect against random bit errors, not intentional
forgeries, so they do not provide the same level of integrity protection.

3.2.4 Replay Protection

The cryptographic implementation provides no protection against replay attacks because it does not
include features such as an incrementing counter, timestamp, or other temporal data that would make
replayed traffic easily detectable.

3.25 Availability

Individuals who do not have physical access to the WLAN infrastructure can cause a denial of service for
the WLAN. One threat is known as jamming, which involves a device that emits electromagnetic energy
on the WLAN’s frequencies. The energy makes the frequencies unusable by the WLAN, causing a denial
of service. Jamming can be performed intentionally by an attacker or unintentionally by a non-WLAN
device transmitting on the same frequency. Another threat against availability is flooding, which involves
an attacker sending large numbers of messages to an AP at such a high rate that the AP cannot process
them, or other STAs cannot access the channel, causing a partial or total denial of service. These threats
are difficult to counter in any radio-based communications; thus, the IEEE 802.11 standard does not
provide any defense against jamming or flooding. Also, as described in Section 3.2.1, attackers can
establish rogue APs; if STAs mistakenly attach to a rogue AP instead of a legitimate one, this could make
the legitimate WLAN effectively unavailable to users. Although 802.11i protects data frames, it does not
offer protection to control or management frames. An attacker can exploit the fact that management
frames are not authenticated to deauthenticate a client or to disassociate a client from the network. "

3.3 Brief Overview of IEEE 802.11i Security

The IEEE 802.11i standard is the sixth amendment to the baseline IEEE 802.11 standards. It includes
many security enhancements that leverage mature and proven security technologies. For example, IEEE
802.11i references the Extensible Authentication Protocol (EAP) standard, which is a means for providing
mutual authentication between STAs and the WLAN infrastructure, as well as performing automatic
cryptographic key distribution. Section 6 describes EAP in depth; EAP is a standard developed by the
Internet Engineering Task Force (IETF).?. IEEE 802.11i employs accepted cryptographic practices, such
as generating cryptographic checksums through hash message authentication codes (HMAC).

The IEEE 802.11i specification introduces the concept of a Robust Security Network (RSN). An RSN is
defined as a wireless security network that only allows the creation of Robust Security Network
Associations (RSNA). An RSNA is a logical connection between communicating IEEE 802.11 entities
established through the IEEE 802.11i key management scheme, called the 4-Way Handshake, which is a
protocol that validates that both entities share a pairwise master key (PMK), synchronizes the installation
of temporal keys, and confirms the selection and configuration of data confidentiality and integrity
protocols. The entities obtain the PMK in one of two ways—either the PMK is already configured on
each device, in which case it is called a pre-shared key (PSK), or it is distributed as a side effect of a
successful EAP authentication instance, which is a component of IEEE 802.1X port-based access control.
The PMK serves as the basis for the IEEE 802.11i data confidentiality and integrity protocols that provide

The IEEE 802.11w Task Group is working on an extension to 802.11i that will protect some management frames, including
disassociation frames.

The IETF’s Working Groups produce two types of documents: Request for Comment (RFC), which are accepted standards;
and Internet-Drafts, which are working documents that may become RFCs. The last 2 digits of the name of an Internet-
Draft represent its version number (e.g., 00 or 05). Since this is subject to change, this document substitutes “xx” for the
version number of referenced Internet-Drafts.

20
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enhanced security over the flawed WEP. Most large enterprise deployments of RSN technology will use
IEEE 802.1X and EAP rather than PSKs because of the difficulty of managing PSKs on numerous
devices. WLAN connections employing ad hoc mode, which typically involve only a few STAs, are
more likely to use PSKs. The RSN security architecture and RSNAs are discussed in detail in Section 4.

This section provides a brief introduction to the IEEE 802.1X standard, which is specified by the [EEE
802.11i amendment. Two components defined in IEEE 802.1X are relied upon for the establishment of
RSNAs: authentication servers and IEEE 802.1X port-based access control. The IEEE 802.1X standard
provides a framework for access control that leverages EAP to provide centralized, mutual authentication.
IEEE 802.1X was originally developed for wired LANSs to prevent unauthorized use in open
environments such as university campuses, but it has been used by IEEE 802.11i for WLANSs as well.
The IEEE 802.1X framework provides the means to block user access until authentication is successful,
thereby controlling access to WLAN resources.

The IEEE 802.1X standard defines several terms related to authentication. The authenticator is an entity
at one end of a point-to-point LAN segment that facilitates authentication of the entity attached to the
other end of that link. For example, the AP in Figure 3-2 serves as an authenticator. The supplicant is the
entity being authenticated. The STA may be viewed as a supplicant.”’ The authentication server (AS) is
an entity that provides an authentication service to an authenticator. This service determines from the
credentials provided by the supplicant whether the supplicant is authorized to access the services provided
by the authenticator. The AS provides these authentication services and delivers session keys to each AP
in the wireless network; each STA either receives session keys from the AS or derives the session keys
itself. The AS either authenticates the STA and AP itself, or provides information to the STA and AP so
that they may authenticate each other. The AS typically lies inside the DS, as depicted in Figure 3-2.
When employing a solution based on the IEEE 802.11i standard, the AS most often used for
authentication is an Authentication, Authorization, and Accounting (AAA) server that uses the Remote
Authentication Dial In User Service (RADIUS)** or Diameter™ protocol to transport authentication-
related traffic. This is discussed further in Section 4. The supplicant/authenticator model is intrinsically a
unilateral rather than mutual authentication model: the supplicant authenticates to the network. IEEE
802.11i combats this bias by requiring that the EAP method used provides mutual authentication.

21
22

In ad hoc mode, the STA and AP of the IBSS must implement both supplicant and authenticator.

RADIUS is an IP-based protocol that facilitates the centralized management of authentication, authorization, and accounting
(AAA) data. For more information on RADIUS, see RFC 2865, RADIUS, at http://www.ietf.org/rfc/rfc2865.txt, and RFC
2869, RADIUS Extensions, at http://www.ietf.org/rfc/rfc2869.txt.

Diameter is specified in RFC 3588, Diameter Base Protocol, available at http://www.ietf.org/rfc/rfc3588.txt. Like
RADIUS, Diameter provides an AAA framework for applications such as network access.

23
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Figure 3-2. Conceptual View of Authentication Server in a Network

Figure 3-3 provides a simple conceptual view of IEEE 802.1X that depicts all the fundamental IEEE
802.11i components: STAs, an AP, and an AS. In this example, the STAs are the supplicants, and the AP
is the authenticator. Until successful authentication occurs between a STA and the AS, the STA’s
communications are blocked by the AP. Because the AP sits at the boundary between the wireless and
wired networks, this prevents the unauthenticated STA from reaching the wired network. The technique
used to block the communications is known as port-based access control. IEEE 802.1X can control data
flows by distinguishing between EAP and non-EAP frames, then passing EAP frames through an
uncontrolled port and non-EAP frames through a controlled port, which can block access. IEEE 802.11i
extends this to block the AP’s communication until keys are in place as well. Thus, the IEEE 802.11i
extensions prevent a rogue access point from exchanging anything but EAP traffic with the STA’s host.
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Figure 3-3. IEEE 802.1X Port-Based Access Control
3.4 Summary

Wired and wireless LANs have the same security objectives: confidentiality, integrity, access control, and
availability. They also face the same high-level threats: denial of service, eavesdropping, man-in-the-
middle, masquerading, message modification, message replay, and traffic analysis. WLAN threats
typically involve an attacker with access to the radio link between two STAs or between a STA and an
AP. The most significant difference between protecting wireless and wired LANSs is the relative ease of
intercepting and injecting network communications.

Pre-RSN IEEE 802.11 offers various features intended to provide security; unfortunately, these features
contain serious known vulnerabilities that can be exploited to impair access control and authentication,
encryption, data integrity checking, and availability. Examples include the following:

B Access Control and Authentication. Pre-RSN IEEE 802.11 performs access control through
either open system or shared key authentication. Open system authentication does not verify any
claimed credentials from the STA, so it is generally suitable only for providing public access to a
WLAN. Shared key authentication uses a challenge-response scheme, but it has weaknesses that
can permit man-in-the-middle attacks and other compromises. Also, neither open system nor
shared key authentication allows a STA to verify the identity of an AP, so attackers can set up
rogue APs and trick STAs into using them, potentially impacting confidentiality, integrity, and
availability.

B Encryption. WEP suffers from a number of cryptographic weaknesses that enable attackers with
readily available software tools to decipher captured data, sometimes with as little as a few
minutes of recorded traffic. The weaknesses are a result of the way WEP employs the RC4
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encryption algorithm and the use of a 24-bit [V, which is too small to prevent recurring Vs on a
busy WLAN.

B Data Integrity. WEP attempts to perform data integrity checking for messages and reject
messages that have been changed in transit. WEP uses a simple non-cryptographic checksum to
detect errors in data transmission and protects this checksum with a stream cipher. Unfortunately,
stream ciphers offer no protection against bit-flipping attacks, which means that in many cases a
determined adversary can alter both data and the corresponding checksums without detection.

B Availability. Individuals without physical access to the WLAN can impact its availability
through two types of attacks: jamming and flooding. Jamming occurs when a device emits
electromagnetic energy on the WLAN’s frequency, making it unusable. Flooding involves an
attacker sending large numbers of messages to an AP at a high rate to prevent the AP from
processing traffic. The IEEE 802.11 standard offers no defense against jamming or flooding.
Also, attackers can establish rogue APs, which could make the legitimate WLAN effectively
unavailable to users.

The IEEE 802.111 specification introduces the concept of an RSN, which is a wireless network that allows
the creation of RSNAs only. RSNAs are logical connections between communicating IEEE 802.11
entities established through the IEEE 802.11i 4-Way Handshake. RSNAs allow for the protection of data
frames and provide enhanced security relative to the flawed WEP. The IEEE 802.1X framework
specified by the IEEE 802.11i amendment provides the means to block user access until authentication is
successful, thereby controlling access to the WLAN resources. The technique used to block access is
known as port-based access control; it involves the AP distinguishing between EAP and non-EAP frames,
then passing EAP frames through an uncontrolled port and non-EAP frames through a controlled port,
which can block access.

The IEEE 802.1X standard defines several terms related to authentication: authenticator, supplicant, and
authentication server. The authenticator is an entity such as an AP that facilitates an authentication
attempt. The supplicant is an entity such as a STA that is authenticated by an authenticator. The
authentication server (AS) is an entity that provides an authentication service to an authenticator. This
service determines, from the credentials provided by the supplicant, whether the supplicant is authorized
to access the services provided by the authenticator. The AS either authenticates the STA and AP itself,
or it provides information to the STA and AP so that they may authenticate each other.
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4.  Security Framework for Robust Security Networks

The IEEE 802.11i amendment allows for enhanced security features beyond WEP and the simple IEEE
802.11 shared key challenge-response authentication. The amendment introduces the concepts of Robust
Security Networks (RSN) and Robust Security Network Associations (RSNA). This section explains
these terms and describes e security framework for RSN. It also discusses the reasons for creating RSNs.
It then explains what constitutes an RSN and an RSNA. The section discusses the cryptographic key
hierarchies that relate keys and introduce the alternatives for key distribution. Finally, it describes the two
RSN data confidentiality and integrity protocols defined in IEEE 802.11i—Temporal Key Integrity
Protocol (TKIP) and Counter Mode with Cipher Block Chaining Message Authentication Code Protocol
(CCMP)—and their security features.

This section contains considerable detail on the internal operations of IEEE 802.11 WLANSs. It includes
detailed descriptions of encryption and decryption procedures, IEEE 802.11 network element message
flows, and various protocols. Readers without a need for this technical detail might wish to skim or skip
portions of this section, and then read the summary in Section 4.4 carefully.

41 Features of RSNs

With the addition of the IEEE 802.11i amendment in 2004, IEEE 802.11 offers two general classes of
security capabilities for IEEE 802.11 WLANSs. The first class, pre-RSN security, includes the legacy
security capabilities developed in the original IEEE 802.11 specification: open system or shared key
authentication for validating the identity of a wireless station, and WEP for the confidentiality protection
of traffic. The second class of security capabilities includes a number of security mechanisms to create
RSNs. An RSN includes security enhancements to address all the known flaws of WEP and provide
robust protection for the wireless link, including data integrity and confidentiality. Figure 4-1 provides a
high-level taxonomy of the major pre-RSN and RSN security mechanisms.

IEEE 802.11 Security

Pre-Robust Robust Security
Security Networks Networks

WEP IEEE 802.1X EAP
Port-based %,_J
—Y Access Control

Confidentiality ~ ©Pen Shared \ , Au:'l::hl(ceaytlon TKIP o

System Ke'
Y Access Control Generation Y
Y Confidentiality, Data

Authentication Qrigin Authentication,

and Integrity and
Replay Protection

Figure 4-1. Taxonomy for Pre-RSN and RSN Security
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At a high level, RSN includes IEEE 802.1X port-based access control, key management techniques, and
the TKIP and CCMP data confidentiality and integrity protocols. Described in Section 4.3, these
protocols allow for the creation of several diverse types of security networks because of the numerous
configuration options. RSN security is at the link level only,** providing protection for traffic between a
wireless STA and its associated AP, or between one wireless STA and another wireless STA. It does not
provide end-to-end application-level security, such as between a STA and an e-mail or Web server on the
DS, because communication between these entities requires more than just one link. To provide end-to-
end security, organizations can implement network level security mechanisms such as Transport Layer
Security (TLS) or [Psec. Also, RSN’s security features apply only to the wireless portion of the overall
network, not to communications on wired networks. As shown in Figure 4-2, the security provided in an
RSN can apply to both IEEE 802.11 modes of operation, BSS (infrastructure mode) and IBSS (ad hoc
mode).” For infrastructure mode, additional measures need to be taken to provide end-to-end security.

No security, or security is provided through other means ~ 802.11 Security
]

4 | («

Q Hub _
I | Wired LAN '_
|| IW |
q‘\

3

1

Infrastructure Mode Ad Hoc Mode

Figure 4-2. Security in Ad Hoc and Infrastructure Modes

The IEEE 802.11i amendment defines an RSN as a wireless network that allows the creation of RSN
Associations (RSNA) only. An RSNA is a security relationship established by the IEEE 802.11i 4-Way
Handshake, which is described in Section 5.5. The 4-Way Handshake validates that the parties to the
protocol instance both possess a pairwise master key (PMK), synchronizes the installation of temporal
keys, and confirms the selection of cipher suites. The PMK is the cornerstone for a number of security
features absent from WEP. Complete robust security is considered to be possible only when all devices in
the network use RSNAs. In practice, some networks have a mix of RSNAs and non-RSNA connections.
A network that allows the creation of both pre-RSN associations (pre-RSNA) and RSNAs is referred to as
a Transition Security Network (TSN). A TSN is intended to be an interim means to provide connectivity
while an organization migrates to networks based exclusively on RSNAs.

2 A link layer protocol describes the rules for communication between two entities over a particular communications medium,

such as air (wireless networking) or various cable types (wired networking). It defines how these entities are uniquely
addressed, how the medium will be shared when more than two entities use it simultaneously, and how to correct for errors
in transmission. Link layer protocols are distinguished from network layer protocols, which focus primarily on routing data
packets over multiple links, and perhaps over multiple media types. For example, the packets of a network layer protocol
such as IP might travel over a number of links from source to destination. Different link layer protocols (e.g., Point-to-Point
Protocol [PPP], IEEE 802.11, IEEE 802.16) might govern the transmission of the IP packets over each of the links.
Although RSNs may be created for both BSS and IBSS WLANS, this guide only describes the security algorithms and
protocols for BSSs. Significant differences between these modes are highlighted.
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RSNAs enable the following security features for IEEE 802.11 WLANSs, which are explained thoroughly
later in this section and in Section 5:

Enhanced user authentication mechanisms

Cryptographic key management

Data confidentiality
B Data origin authentication and integrity
B Replay protection.

An RSNA relies on IEEE 802.1X to provide an authentication framework. To achieve the robust security
of RSNAs, the designers of the IEEE 802.11i amendment used numerous mature cryptographic
algorithms and techniques (as described in Section 3.3). Figure 4-3 provides a taxonomy of the
cryptographic algorithms included in the IEEE 802.11 standard. These algorithms can be categorized as
being used for confidentiality, integrity (and data origin authentication), or key generation. All of the
algorithms specifically referenced in the IEEE 802.11 standard are symmetric algorithms, which use the
same key for two different steps of the algorithm, such as encryption and decryption.

Cryptographic Algorithms
Confidentiality Integrity Key Generation
TKIP WEP CCM NIST HMAC- HMAC- TKIP CCM HMAC- RFC  Proprietary
(RC4) (RC4) (AES-  Key SHA-1  MD5  (Michael (AES- SHA-1 1750
CTR)  Wrap MIC)  cBC-
MAC)

Figure 4-3. Cryptographic Algorithms Used in IEEE 802.11%

4.2 Key Hierarchies and Key Distribution and Management

Fundamental to any cryptographic system are the cryptographic keys used in the transformation
(enciphering or deciphering) processes. Since cryptography is the security foundation of IEEE 802.11
WLAN:S, the security of keys is particularly important. NIST’s 2-volume guidance document on Key
Management, SP 800-57, includes general guidance as well as best practices recommendations. >’ Keys
typically need to meet the following requirements:

B Randomly generated to reduce the probability that they can be determined by an adversary or that
they will be reused

%6 The IEEE 802.11i amendment specifically references these cryptographic algorithms. Other cryptographic algorithms for

confidentiality, integrity, or key generation may be incorporated by reference in one of the numerous EAP methods that may
be used in a particular implementation. These additional cryptographic algorithms have been excluded from this diagram.

It can be found at http://csrc.nist.gov/publications/nistpubs/800-57/SP800-57-Part1.pdf and
http://csrc.nist.gov/publications/nistpubs/800-57/SP800-57-Part2.pdf.
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Changed frequently to reduce the possibility of discovery through sophisticated cryptanalysis
Protected while in storage, so that previous communications cannot be deciphered

Protected during transmission

Erased completely when no longer needed.

These requirements are related to the security service known as key management, which is defined as “the
process of handling and controlling cryptographic keys and related material (such as initialization values)
during their life cycle in a cryptographic system, including ordering, generating, distributing, storing,
loading, escrowing, archiving, auditing, and destroying the material.”** The IEEE 802.11 specification
provides guidelines for some general key requirements, but it leaves other areas open to interpretation and
dependent on implementation. Section 7 provides additional guidance on these requirements.

For pre-RSN IEEE 802.11 networks that used manual WEP keys, key management was non-existent. For
instance, there was typically only one key (or a small number of keys) for all devices in the network, and
there was no standard mechanism for distributing the keys. Networks using dynamic WEP did have basic
key distribution protocols that were able to derive per-user session keys, but still retained all the
weaknesses inherent in WEP. However, with RSNAs there are several inter-related keys that underlie the
security functions of encryption, authentication, and integrity. IEEE 802.111 defines two key hierarchies
for RSNAs that specify the inter-relations of the keys. The two key hierarchies are the Pairwise Key
Hierarchy, which is designed for unicast traffic*’ protection, and the Group Key Hierarchy, which is
intended for multicast/broadcast traffic*® protection. Sections 4.2.1 and 4.2.2 describe these key
hierarchies and explain the source of each key and the relationships among keys.

4.2.1 Pairwise Key Hierarchy

Figure 4-4 depicts the Pairwise Key Hierarchy. The two keys depicted at the top of the key hierarchy are
known as root keys, which are used as the basis for generating additional keys required for various
confidentiality and integrity protections. The root keys represent the two ways in which keys may be
installed in IEEE 802.11 RSNA devices, as follows:

B Pre-Shared Key (PSK). A PSK is a static key delivered to the AS and the STA through an out-
of-band mechanism, as shown in Figure 4-5. The PSK must be put into place before establishing
an association. The PSK may be generated and installed in any number of ways, including
proprietary automated public-key cryptographic approaches, and manual means such as a USB
device or a passphrase (which can be converted to a cryptographic key using one of a number of
algorithms). If any of the PSKs are compromised, they must be re-distributed in the same way.
The security of the WLAN is compromised if any of the PSKs does not possess sufficient
cryptographic strength; the passphrase from which the PSK is generated must be a long and
complex, possibly randomly generated. The IEEE 802.11 standard does not specify how PSKs are
to be generated or distributed, so these decisions are left to implementers.”' As a result,
organizations should review any PSK approach carefully for possible vulnerabilities and evaluate
its performance implications. Distributing PSKs in a large network might be infeasible. Due to
client software limitations, a common practice is to assign a single PSK per SSID to enable

28
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This definition is from RFC 2828, Internet Security Glossary, which is available at http://www.ietf.org/rfc/rfc2828.txt.
Unicast data transfer is a one-to-one type of transmission, used for communications between an AP and a particular STA.
A multicast data transfer is a one-to-many type of transmission; data is destined for a subset of all the STAs ina WLAN. A
broadcast data transfer is a one-to-all type of transmission where data is sent to all STAs on a WLAN.

Annex H.4 does, however, recommend a passphrase to key conversion scheme that WPA?2 certification enforces. This
scheme uses PKCS 5 and HMAC-SHAL.

31

4-4


http://www.ietf.org/rfc/rfc2828.txt

ESTABLISHING WIRELESS ROBUST SECURITY NETWORKS: A GUIDE TO |IEEE 802.111

roaming. In such a case, all users can decrypt the traffic of other users, even if the network is
protected from outsiders.

— Out-of-band EAP Msthod Path —=
!g PSK AAAK !I!
AAA Key

\When EAP Method
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oceurs

Lagend:
No modification
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Figure 4-4. Pairwise Key Hierarchy

B Authentication, Authorization, and Accounting Key (AAAK). The AAA key, also known as
the Master Session Key (MSK), is delivered to the AP through the Extensible Authentication
Protocol (EAP) during the process of establishing an RSNA. Each time a user®> authenticates to
the WLAN, the AAA key changes; the new key is then used for the duration of the user’s session,
which lasts until the key lifetime expires or the user reauthenticates. As discussed in Section 5,
numerous authentication techniques can be used with EAP. Delivery of the AAA key relies on
the key generatio