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rc, con and ctf

®x Some have been talking about it for a long time
x | ately : Defcon’15 CIFE fuckup challenge
x “The flag is: z3 always helps

® solved by teammate using... z3 !



stangard crackme

® Pretty simple crackme
®x No anti-reverse engineering protections

®x Need to have id/sernal tuple that matches the criteria
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edx, [ebp+cpt]
edx, 80000001h
jns short loc_4012DA ; is odd?

loc_401305:
eax, [ebp+res]
edi

esi
ebx
esp, 4Ch
ebp, esp
__chkesp
esp, ebp
ebp
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eax, [ebp+cpt])
byte ptr [eax]
edx, [ebp+res]

ecx

edx,
[ebp+res], edx
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Sesesstss loc_4012DA: ; is_odd?
P 00 _®_
3334333 edx, 1
. ™
595852500 jnz short loc_4012F2 ; is_odd
STITITITITITS
el j’j j
LT 0 0 0
TN mAE
e _j“;;f_i{:;.?;:i};:,? eax, [ebp+login] ; is pair
sSsbetels: add eax, [ebp+cpt] loc_4012F2: ; is_odd
OO0,
ecx, byte ptr [eax] eax, [ebp+login]
D
P

[ebp+res], edx
short loc_401303
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reverse and reimplement

Inputs should be alphanumeric strings between 6 and 9 characters

All distinct

Sums of both strings characters should be equal

compute serial == compute 1id

Serial should have increasing order at even positions, decreasing at odd
ONES



SO what Is 1t

®x 73 is an SMT solver
® Satisfiability Modulo Theory
®x an extension of SAT solvers
®x give it an equation and it can tell you If solvable or not
® cven give you an answer

® NOt necessarlly the best one



SO what Is 1t

® Example usages
® Solving Sudoku

® Solving factorisation of large number Into primes numboers



SO what Is 1t

® Example usages

® Solving factorisation of large number Into primes numboers

\/ not sure about that one...

® Solving Sudoku  +



73 | so what is it?

= For me it IS more an Cyber Oracle

® honestly, | didn’t looked at all the theory and maths behind




iNstallation

®  Open sourced by Microsoft
® yeah, for real !

® Nhitps://qgithub.com/Z3Prover/z3



https://github.com/Z3Prover/z3

LYPES

® (Constraints can only be applied to z3 data types
. Numbers
® Int, Real, Bool

x Define multiples

>>> from z3 import *
* Ints >>> x = Int('x")
>>> y = Real('y"')

® [Seals >>> a, b = Ints('a b')



LYPES

® (Closest to our potentials cases
x CPU registers |

® BitVec
x Extendable

® /eroext

® SIQnEXt

>>>
>>>
>>>
>>>

32
>>>

64

from 23 import x*

eax = BitVec('eax', 32)
rax = ZerokExt(32, eax)
eax.size()

rax.size()



LYPES

x \\Varning
® /Nt are Infinite nNnuMDbers

x SitVec are wrapping, like registers



Operators

® Standard ones

B - T

® [otateleft, RotateRight
x (Constraints

x And, Or

e UL UGk

» [istinct



solver

®x [he class you will be using the most
® add : add a constraint to the equation
. push/pop : store current state of the constraints
® prove . check if given equation Is always true
®x check : validate It solution exists
x model : if solvable, return a solution

. simplify : simplify current equation



z3 | solver

>>> from z3 import >>> from z3 import *

>>> X, ¥ = Ints('x y') >>> X, ¥ = Ints('x y')

>>> s = Solver() >>> prove((x + y) < (x x y))
>>> s.add(x + 2 *x y == 2) counterexample

>>> s.check() [y = -8, x = 5]

sat

>>> s.model ()
[y =0, x = 2]



crackme | time to solve it

def generate_string(base, length):
return [Int('%s%d' % (base, 1)) for 1 in range(length)]

def alpha(c):
return And(97 <= ¢, ¢ <= 122)

def constraint_serial(values): def std _sum(values):

res = [] res = IntVal(0)
res.append(values[0] > values[-1]) for 1 in range(0, len(values)):
for 1 in range(l, len(values) - 2): res += values[i]
1t 1 % 2: _ _ return res
res.append(values[1] > values[1 + 2])
else:

res.append(values[i] < values[i + 2])
return res



crackme | time to solve it

s = Solver()

id = generate_string('x', 7)
serial = generate_string('y', 7)
s.add(Distinct(id + serial))

s.add(And(map(alpha, id)))
s.add(And(map(alpha, serial)))

s.add(constraint_serial(serial))

s.add(std_sum(id) == std_sum(serial))

s.add(compute_id(id) == compute_serial(serial))
1f s.check() == unsat:
print "[+] no solution can be found"
exit(1l)
while s.check() == sat:

print_model(s.model(), id, serial)
s.add(And([x !'= s.model()[x] for x in 1id]))



AWESOITIE

x Quite useful tool when

® prute force would take too long

® problem can easily be put in the form of equations
®x Can be applied to

®x auto-ROP to solve constraints on registers

® concolic execution (symbolic+concrete)

. check Quarkslab Triton



